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Atencgao

Esta aula de laboratério ainda esta na versdo Beta,
algumas atividades podem ndo funcionar

Além disso, ainda é necessdrio um trabalho de
formatagdo destes slides, que foram feitos a partir
da colagem de vdrios slides de minha autoria



PREPARACAO DO AMBIENTE



Preparagdo da VM utilizando
uma appliance

» Instale o Virtualbox
- https://www.virtualbox.org/

- Baixe a appliance disponibilizada pelo professor
- Link no email ou transferéncia fisica

* No virtualbox, importe a appliance e siga as instrugoes
- Arquivo->Importar Appliance Virtual


https://www.virtualbox.org/

Conectividade da VM com
o hospedeiro

» No virtualbox, va em Arquivo->Preferéncias->Rede
- Na aba "Rede Exclusivas do Hospedeiro"” verifique se ja
existe uma rede criada

+ Se existir, edite a rede para ter a sequinte configuragdo
- IP: 192.168.241.1
- Madscara: 255.255.255.0
- DHCP habilitado

- Se hdo existir, crie uma nova e coloque as configs acima

- Na versdo mais recente o procedimento é diferente:
» Arquivo->Host Network manager

* Veja exemplo no slide 12

- Dependendo da versdo do Virtualbox, interface pode

ser diferente. Veja outro exemplo de interface no slide
13
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Conectividade da VM com
o hospedeiro

+ Com a VM desligada, clique em seu nome com o botdo
esquerdo e vd em Configuragdes->Rede->Adaptador 2
- Marque a caixa "Habilitar Placa de Rede”

- Na opgdo "conectado a”, escolha "Placa de rede
exclusiva de hospedeiro”

* ApOs isso, escolha em "Nome" a rede configurada na etapa
anterior

Veja o exemplo no slide seguinte
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IP de comunicagao
da VM com o hospedeiro

* Inicie a VM e faga login

- Usudrio: curso
- Senha: cursosdn

+ Execute o comando ifconfig pra descobrir o IP que foi

atribuido @ VM. IP estard na faixa 192.168.241.X
- sudo ifconfig

* O IP acima serd utilizado para acesso SSHa VM e

para acesso a interface web do ODL



Acessando a VM no Linux

Basta apenas usar o comando ssh

Computadores Digitais Il- DETEL-FEN/UERJ Prof. Rodrigo de Souza Couto



Acessando a VM no Windows

* No hospedeiro, baixe o putty para realizar o ssh
- https://www.chiark.greenend.org.uk/~sgtatham/putty/I
atest.html
» Utilizando o putty, acesse a VM no enderego obtido
anteriormente
- Utilize seu login e sua senha quando for solicitado
- Veja tela a sequir

» Para envio de arquivos do Windows a VM, use o

WINSCP
_ : : TENCAO!!! Caso vc use
https://winscp.net/eng/download.php esta opedo, Substitua

A partir de agora, caso nao : -
todas as instrucdes

seja dito o contrario, todos i y ”
: relacionadas a “localhost
0S passos consideram
pelo IP de sua VM

acesso a VM e por SSH



https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

B2 PuTTY Configuration ? X
Category:
= Sgassiun Basic options for your PuTTY session
& _I_E"" I_.::nglging Specify the destination you want to connect to
: ﬁ?nl-‘llxbnard Host Mame (or IP address) Port
- Bel 192.168.56.20) 22
E . Features Connection type:
= Window (JRaw () Telnet () Rlogin @ 55H () Seral
?;EEEE”EE Load, save or delete a stored session
- Behaviour
Translation Saved Sessions
- Selection
: |:I3|D!JFE Default Settings Load
=l EF'””E-‘{:tlﬂn F'rmqr Recreio
- Data Save
- Telnet Delete
-- S5H
- Senal Close window on exit:
() Mways () Never (@) Only on clean exit
About Help Open Cancel

W T ——




UTILIZANDO O MININET



Primeiro Contato

Verifiquem ao arquivo aulaOl_a.py
- Vejam os comentdrios

- Execute o arquivo como
» sudo python aulaO1_a.py

Dicas
- Se aparecer algum erro de que o controlador ja
estd executando ou algo do tipo, limpe o mininet
* sudo mn -c
- Ou procure o processo do pox e mate-o

» "ps aux | grep pox”, veja o nr do processo e mate
com “kill -9 nrProcesso”




Atividade 1
Caracteristicas dos enlaces

* Mude a banda dos enlaces e realize testes com iperf

» Mude a laténcia do links e realize testes com o ping



Atividade 2
Criagdo de topologia

* Modifique o arquivo para criar a seguinte rede

sl 10Mb/s

100Mb/s

100Mb/s

100Mb/s 100Mb/s



Atividade 3
Utilizagdo do iperf

- Na rede da atividade anterior, teste a banda entre os

diversos hosts



Atividade 4
Utilizagdo de comandos reais

* Os hosts no mininet podem ser vistos como

computadores reais. Assim, é possivel executar
comandos reais neles

* Veja o arquivo "aulal_b.py", que consiste em uma

modificagdo do “aulal_a.py"”, sé que com o iperf
executando de forma “real”
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Atividade 5
Iperf em paralelo

* Na rede da Atividade 2 coloque TODOS os links em

10Mb/s

* ApOs isso, realize dois teste de iperf em paralelo de

hl para h2 e h3 para h4
- Anote os valores obtidos
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Atividade 6
Aplicagdo L2 learning

»  Substitua a aplicagdo hub pela 12 learning e repita o

teste anterior
- “forwarding.hub” -> "forwarding.l2_learning"

* ApOs isso, realize dois testes de iperf em paralelo de

hl para h2 e h3 para h4
- Compare os valores obtidos com a Atividade 5
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Atividade 7
Parametros do Iperf

* Na linha de comando do Linux, faga "man iperf” para

ver as possiveis opgoes e as utilize no programa
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Atividade 8
Comando ping

» Substitua um dos pings do arquivo por um ping "real”

- P.ex. 10 pings de hl para h2
* "hl.cmd('ping -c 10 ' + h2_ip + ' > /tmp/resultping )"

» Explore as opgoes do ping com "man ping" e teste
diversas opgoes



COMECANDO A USAR O ODL
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Inicializagdo do ODL

» Pare os servigos do openvswitch

- sudo service openvswitch-controller stop
- sudo service openvswitch-switch stop

- Entre no diretdrio e execute o Karaf

- cd ~/distribution-karaf-0.6.1-Carbon/
- ./bin/karaf

» Jad no karaf, instale a aplicagdo L2 switch

- feature:install odl-12switch-switch-ui

+ Instale também a aplicagdo DLUX (interface grdfica

de gerenciamento)
- feature:install odl-dluxapps-applications
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Carregando modulos para
RESTCONF e YANG

» Utilizados para realizar requisigoes e configuragdo de

fluxos
- Detalhes mais adiante

-+ No karaf, faca:

- feature:install odl-restconf-all
- feature:install odl-dluxapps-yangui
- feature:install odl-dluxapps-nodes
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Testando com o Mininet

Abra o arquivo aulaO1_c.py para verificar como
chamar um controlador externo

Abra um outro terminal e inicie o openvswitch
- sudo service openvswitch-switch start

Execute o arquivo aula01_c.py. Se os host pingarem,
significa que o ODL foi bem instalado, bem como sua
aplicagdo L2-learning. Apenas os primeiros pings serado
perdidos.

- sudo python aulaO1_c.py

A aplicagdo acima ndo ird terminar. O programa
entrard na linha de comando do Mininet. Isso serad util
para deixar a rede ligada para executarmos a préxima
etapa.
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Testando interface grafica
do ODL

* hitp://localhost:8181/index.himl

_ Usuério: admin LEMBRE-SE!!l Caso vc
. use VM c/ Ubuntu Server,
- Senha: admin substitua todas as

Instrucdes relacionadas a
“localhost” pelo IP de sua

* Entre na aba de Topology VM

+ Verifique se a topologia € a mesma que a especificada

em aula01_c.py


http://127.0.0.1:8181/index.html

29

Topologia do arquivo
aulaO1_c.py




DESENVOLVIMENTO DE
APLICACOES NO
OPENDAYLIGHT
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Relembrando a arquitetura

SDN

» Controlador deve, pelo menos, oferecer uma

Northbound Interface

-+ Comandos da Northbound serdo traduzidas para

mensagens OpenFlow

Plano de Gerenciamento .

| ( Aplicacdes de Rede )

m -l | ( Linguagens de Programacéao )
i inrtualizagéo Baseada em Linguagens)

Plano de Controle | C Northbound Interface )
grg | ( Sistema Operacional de Redes )

i ( Hipervisor de Rede )

)

oedenwig o se)se] ‘Bngeq

>

4 Aplicacoes de rede

(0]

Roteamen
Firewall

) {
| L1111
\\_

. [ Sistema Operacional de
Rede (NOS) e
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Arquitetura Opendaylight

- O
AYLIGH Carbon: Proliferating Use Cases
i Indhagisdint Rutmork Apglications 1
BAA fasthorization Filter
"" cortolPlasatencions 3 ¢ Evbeledcowlecsppmcasess m'“mmjn
Infrastructure Uilitles i Eorrallier Flatfarm
e =
Genius i
Metvirt

”' -

Figura retirada de https://www.opendaylight.org/what-we-do/current-release
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Arquitetura Opendaylight

Suporte a diferentes Southbound APIs

- OpenFlow, BGP, SNMP, NETCONF, etc.

OpenDaylight APls REST/RESTCONF/NETCONF/AMOP

OpenFlow Ensbled
[hasrivem
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Arquitetura Opendaylight

Utilizagdo de APTIs para desenvolvimento de aplicagoes
- Ex: API REST ¢€ acessada por requisigoes HTTP

o

OpenFlow Ensbled Additionsl vin mlt‘-
SR Physical Dice
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" Visdo Geral de uma aplicagao
utilizando a API REST

Aplicagdo

Mensagens HTTP
(com ou sem dados em XML/JSON)

API REST

erramentas
YANG ObL

Mensagens OpenFlow

—————— >
{ Rede OpenFlQ
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Modelo YANG

» Linguagem para modelar interagdes com dispositivos

de rede
- P.ex. configuragdo remota de uma interface de rede

* Modelo definido pelo TETF para configuragdo do

protocolo NETCONF

* Mensagens na linguagem YANG podem ser traduzidas

para o formato JSON e XML
- Envio por requisicoes HTTP

» Para gerenciar dispositivos de rede no OpenDaylight é

possivel enviar ao controlador mensagens XML no
formato YANG

* Mais infos: https://tools.ietf.org/html/rfc6020



37

O que é XML (eXtensible
Markup Langua?e)?

» Linguagem utilizada para descrever diferentes tipos de
dados

+ Exemplo: Receita de pdo em XML

<?xml version="1.0" encoding="IS0O-8859-1"?>
<receita nome="pao" tempo_de preparo="5 minutos" tempo_de cozimento="1 hora">
<titulo>Pao simples</titulo>
<ingredientes>
<ingrediente quantidade="3" unidade="xicaras">Farinha</ingrediente>
<ingrediente quantidade="7" unidade="gramas">Fermento</ingrediente>
<ingrediente quantidade="1.5" unidade="xicaras" estado="morna">Agua</ingrediente>
<ingrediente quantidade="1" unidade="colheres de cha">Sal</ingrediente>
</ingredientes>
<instrucoes>
<passo>Misture todos os ingredientes, e dissolva bem.</passo>
<passo>Cubra com um pano e deixe por uma hora em um local morno.</passo>
<passo>Misture novamente, coloque numa bandeja e asse num forno.</passo>
</instrucoes>
</receita>

Retirado de https://pt.wikipedia.org/wiki/ XML
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Exemplo de mensagem

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<flow xmins="urn:opendaylight:flow:inventory">
<strict>false</strict>
<instructions>
<instruction>
<order>0</order>
<apply-actions>
<action>
<order>0</order>
<dec-nw-ttl/>
</action>
</apply-actions>
</instruction>
</instructions>
<table_id>2</table id>
<id>124</id>
<cookie_mask>255</cookie _mask>
<install[Hw>false</installHw>
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Exemplo de mensagem

<installHw>false</installHw>
<match>
<ethernet-match>
<ethernet-type>
<type>2048</type>
</ethernet-type>
</ethernet-match>
<ipv4-destination>10.0.1.1/24</ipv4-destination>
</match>
<hard-timeout>12</hard-timeout>
<cookie>1</cookie>
<idle-timeout>34</idle-timeout>
<flow-name>FooXfl</flow-name>
<priority>2</priority>
<barrier>false</barrier>
</flow>



40

Enviando requisigoes por URL

Requisigoes acessam modulos do opendaylight
Exempos abaixo usam o médulo opendaylight-inventory

Verifique fluxos de um switch

- http://<controller-
ip>:8181/restconf/operational/opendaylight-
inventory:nodes/node/{node-id}/table/{table-id}/flow/{flow-
id}

+ Ex: http://localhost:8181/restconf/operational/opendaylight-
inventory:nodes/node/openflow:1/table/0/

Mensagens
Verifique entradas de um fluxo deste
‘ exemplo
- hTTp-//<C0n1’I"O”€I"- apenas
ip>:8181/restconf/operational/opendaylight- recebem XML

inventory:nodes/node/{node-id}/table/{table-id}/

* Ex: http://localhost:8181/restconf/operational/opendaylight-
inventory:nodes/node/openflow: 1/table/0/flow/L2switch-71



http://localhost:8181/restconf/operational/opendaylight-inventory:nodes/node/openflow:1/table/0/
http://localhost:8181/restconf/operational/opendaylight-inventory:nodes/node/openflow:1/table/0/flow/L2switch-71
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Aplicagoes para configuragao
pela interface web

Utilizadas para configuragdo manual dos fluxos

- Uteis para realizar configuragoes pontuais na rede, sem
necessidade de desenvolver uma aplicagdo

Listam todos os mddulos disponiveis

YangUTI
- Facilita a criagdo de mensagem YANG

- Abstrai do usudrio o procedimento de envio de mensagens
HTTP

- Mais infos em https://www.youtube.com/watch?v=X85SBwJIIcFM

YangMan
- Semelhante a YangUI, mas abstragdo € menor

- Mesma ideia do POSTMAN, para requisigoes HT TP
genéricas

— Monenrmshne nimv TCNANY vhmae A iAdAAIA A A varmserma AAa YAAI



https://www.youtube.com/watch?v=X85SBwJIcFM
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Utilizagao da YangUI

- Facilita o envio e recebimento de comandos

- Verifique como realizar os comandos anteriores pela
YangUT
- http://127.0.0.1:8181/index.html#/yanqgui/index

+ Teste comandos do tipo operational (isto €, apenas
consulta)

API HISTORY COLLECTION PARAMETERS

ROOT

» Expand all Collapse others

+ opendaylight-group-statistics rev.2013-11-11
+ opendaylight-group- e
= opendaylight-inventory rev.2013-08-19

ight-sal-dor er-impl r
T + [operational/opendaylight-inventory:nodes/node/ | openflow:3 Em Show mount point | Custom API request


http://127.0.0.1:8181/index.html#/yangui/index
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Entendendo o Fluxo:
Definicdo de Fluxo

» Lembrando que cada fluxo é composto por

- Correspondéncia ("match”)

» Define o que o switch tem g olhar no pacote para
identificd-lo como pertencente a um fluxo

- Ex: IP Destino: 10.0.0.X
- Acoes ("actions")
* Define uma ou mais agoes que deve ser realizadas com o
pacote

- Ex: Enviar pela porta fisica 1
- Estatisticas

» Contadores que mostram o uso de um fluxo
- Ex: Quando pacotes deram “"match”
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Entendendo o Fluxo:
Aplicagdo L2 Switch

A aplicagdo L2 switch instalada envia um pacote
recebido para todas as interfaces do switch

- Exceto a interface que chegou o pacote
- Também envia para o Controlador

- Util para controle e quando ndo tem ainda nenhuma
defini¢cdo de fluxo na rede

» P.ex: Utilizada para construir a topologia

O exemplo a seguir analisa o fluxo de um switch
diretamente conectado aos hosts



Entendendo o Fluxo

v loperational/opendaylight-inventory:nodes/node/ | openflow:1 [flow-node-inventory:table/ fflow! | L2switch-71

Request sent successfully

@ flow <id:L2switch-71>

e id & L2switch-71

: ®
in-port openflow:1:2 Trata COmO eSte f|UXO

Se 0 pacote entrar pela
instruction <order:0> Interface 2

. order S

instruction apply-actions-case

apply-actions
action <order:0> action <order:1> action <order:2>

. order &

. action output-action-case

output-action

¢  output-node-
connector

¢  max-length




Entendendo o Fluxo

v loperational/opendaylight-inventory:nodes/node/ | openflow:1 [flow-node-inventory:table/ fflow! | L2switch-71

Request sent successfully

@ flow <id:L2switch-71>

id & L2switch-71

() ® _ )
in-port openflow:1:2 L I Sta d e aQOGS

instruction <order:0>
order @

instruction apply-actions-case

apply-actions
action <order:0> action <order:1> action <order:2>
order G

action output-action-case

output-action

output-node-
connector

max-length




Entendendo o Fluxo

v loperational/opendaylight-inventory:nodes/node/ | openflow:1

Request sent successfully

@ flow <id:L2switch-71>

e id & L2switch-71

: EO

in-port openflow:1:2

instruction <order:0>

. order S

instruction apply-actions-case

apply-actions

[flow-node-inventory:table/ fflow! | L2switch-71

Cada acao diz para
enviar para uma das
portas (duas portas
fisicas e 1 Controlador)

action <order:0> action <order:1> action <order:2>

. order &

action output-action-case

output-action

s  output-node-
connector

¢  max-length




Entendendo o Fluxo

v loperational/opendaylight-inventory:nodes/node/ | openflow:1

Request sent successfully

@ flow <id:L2switch-71>

e id & L2switch-71

: EO

in-port openflow:1:2

instruction <order:0>

. order S

instruction apply-actions-case

apply-actions

[flow-node-inventory:table/ fflow! | L2switch-71

Cada acao diz para
enviar para uma das
portas (duas portas
fisicas e 1 Controlador)

action <order:0> action <order:1> action <order:2>

. order &

action output-action-case

output-action

s  output-node-
connector

¢  max-length




Entendendo o Fluxo

- Qutras acdes deste fluxo

action <order:0> action <order:1> action <order:2>

order R

action output-action-case

output-action

output-node-
connector

max-length

action <order:0> action <order:1> action <order:2>

order %

action output-action-case

output-action

output-node- CONTROLLER
connector

max-length
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Entendendo o Fluxo

Estatisticas do Fluxo

. flow-statistics ®)

[ packet-count

[ byte-count

:

. second 449

[ nanosecond 934000000
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Atividade

Explore o mdédulo opendaylight-inventory
- Com YANGUI ou YANGMAN

- Realize comandos do tipo "operational”
- Consulte infos de um switch
- Consulte infos de um fluxo

Veja exemplos de mensagens XML enviadas

- https://wiki.opendaylight.org/view/Editing OpenDaylig
ht_OpenFlow_Plugin:End to End Flows:Example Flows

- Outros exemplos
http://www.brocade.com/content/html/en/user-
guide/SDN-Controller-2.1.0-User-Guide/GUID-
2C40188E-9379-4951-8345-D38FA8FIF2A0.html



https://wiki.opendaylight.org/view/Editing_OpenDaylight_OpenFlow_Plugin:End_to_End_Flows:Example_Flows
http://www.brocade.com/content/html/en/user-guide/SDN-Controller-2.1.0-User-Guide/GUID-2C40188E-9379-4951-8345-D38FA8F9F2A0.html
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ENVIO DE REQUISICOES
COM O POSTMAN



Instalacao

Baixe 0 postman em

https://www.getpostman.com/



Ao abrir o Postman, ignore a janela que
aparece, clicando no X

Postman

Create New Use a Template

BUILDING BLOCKS

Request wm Collection
Create a basic request - Save your requests in a collection for reusing and sharing

Environment
Create an environment to save variables you frequently use

ADVANCED

Documentation Mock Server
|= Create and publish beautiful documentation for your APIs m Create a mock server for your in-development APIs

Meonitor
‘M‘ Schedule automated tests for checking performance of your
APls

Not sure where to start? Use a template to see how Postman can help you in your work.

Show this window on launch Learn more on Postman Docs




Selecione uma requisicao do tipo PUT

Postman

Mew = | Import Runner Builder (@) Sign In

Mo Environment

[ ] ® | httpi/flocalhost:8181/
History
http:/flocalhost:8181/restconf/configiopendaylight-inventory:nodes/node/openflow:5/table/0... Params Save
Authorization & (1) [ ]
calhos
- TYPE @ Heads up! These | ive data. To keep this data secure while working in a collaborative x

daylight-ir
nede/openflow:S/tables

environment, v commend using var iables. Learn more 3

5

Auth

* Movember 16 uthorization header will be

tica ner N you send Username admin

PUT calh 8
fi daylight-inw
) Password
node/openflow:5/table/0/flow/10
DEL 81/restconf/con Show Password
pendaylight-inventary:nodes/ Preview Reguest
node/openflow:5/table/0/flow/10
peL  h calhost:8181/restconf/con
daylight-inventory:nodes/
nede/openflow:5/table/0/flow/10
DEL ncalhost:8181/restconf/con
fig/opendaylight-inventory:nodes/
node/openflow:S/table/0/flow/11
DEL
PUT ocalhost:8181/restconficon
figfopendaylight-inventory:nodes/ -
node/openflow:S/table/0/flow/11
puT  hit calh stconficon
figi daylight-inventory:nodes/
node/openflow:S/table/0/flow/ 11
PUT 181/restconf/con

daylight-ir

- n -

ory:nodes/

e




Cologue a URL desejada. Veja slide
seguinte para mais detalhes

Postman

Mew = | Import Runner Builder (@) Sign In

Mo Environment

[ ] ® | httpi/flocalhost:8181/
History
PUT http:/flocalhost:8181/restconf/configiopendaylight-inventory:nodes/node/openflow:5/table/0... Params Send v Save
Authorization & (1) [ ]
* Today
PUT  hit calhost:8181
i . TYPE ¥
g/opendaylight-invent
nede/openflow:S/table/0/flow/10 Basic Auth
* Movember 16 The authorization header will be
fhen you send Username admin
PUT calhost:81 stconf/con ’
ndaylight-ir des/
vig 5 Password
penflow:5/tabl
DEL stconf/con Show Password
daylight-ir ‘nodes/ Preview Reguest
enflow:5/table/0/flow/10
DEL calhost:8181/restconf/con
daylight-i ny:nodes/
penflow:S/table/0/flow
DEL calhost:8181/restconf/con
daylight-inventory:nodes/
enflow:5/table/0/flow/ 1
DEL calhost:8181/restconf/con
daylight-ir des/
Jopenflow:5/table/0/flow/11
PUT localhost:8181/restconf/con
endaylight-inventory:nodes/ -
node/openflow:S/table/0/flow/11
PUT
PUT




Conteudo da URL

. Exemplo:

http://localhost:8181/restconf/config/opendaylight-inventory:nodes/node/openflow:5/table/O/flow/11

« Na URL anterior tem-se

- localhost: nome ou IP da maquina na qual esta o controlador

- config: mostra que se trata de uma requisicao de configuracdo. Para apenas coletar dados usa-
se “operational”

- opendaylight-inventory:nodes: Aplicacéo utilizada. Na nossa discipplina a gente s6 usou essa

- openflow:5 : Nome do comutador a ser configurado. Na interface web do OpendayLight é
possivel ver os nomes

- 0 (antes do “table/”): Tabela 0 do comutador. Nas aplicacbes mais comuns usaremos soO essa
tabela

- 11 (antes de “flow/”): Id escolhido para o fluxo. Tome cuidado para n&o usar um id que ja exista.



Cligue em “Authorization” para configurar a
senha para acesso ao Controlador

Postman

New = | Import Runner Builder

Mo Environment

[ ] ® | httpi/flocalhost:8181/
History
PUT http:/flocalhost:8181/restconf/configiopendaylight-inventory:nodes/node/openflow:5/table/0... Params Save
(1) [ ]
sensitive data. To keep this data e while working in a collaborative ks
Auth sing variables N more a 5
* Movember 16 The authorization header will be
you send Username admin
PUT Ih ’
daylight-ir
4= Password

penflow:5/tab

DEL 1814 /
fig/ daylight-invent 2/ Preview Request

enflow:5/tab

Show Password

calhost:8181/r

DEL  hft

daylight-inv

nede/openflow:5/tab

calhos

DEL 8
aylight-inw
venflow:5/tab
DEL calh
ylight-ir
enflow:5/tab
PuT  h ocalhost:8181/restconficon
figfopendaylight-inventory:nodes/ -
node/openflow:S/table/0/flow/11
PUT
3'\":-" | 1
PUT 181/restconf/con




Cologue o usuario e senha do seu
Controlador

Postman

Mew = | Import Runner Builder (@) Sign In

Mo Environment

[ ] ® | httpi/flocalhost:8181/
History
PUT http:/flocalhost:8181/restconf/configiopendaylight-inventory:nodes/node/openflow:5/table/0... Params Save
Authorization & (1) [ ]
calhos
- TYPE @ Heads up! These | ive data. To keep this data secure while working in a collaborative x

daylight-ir
nede/openflow:S/tables

environment, v commend using var iables. Learn more 3

5

Auth

* Movember 16 uthorization header will be

tica ner 1 you send Username

PUT calh 8

fi daylight-inw
: Password

node/openflow:S/table/0/flow/10

DEL 81/restconf/con

pendaylight-inventary:nodes/ Preview Reguest

node/openflow:5/table/0/flow/10

peL  h calhost:8181/restconf/con

daylight-inventory:nodes/

nede/openflow:5/table/0/flow/10

DEL ncalhost:8181/restconf/con
fig/opendaylight-inventory:nodes/
node/openflow:S/table/0/flow/11

DEL

PUT ocalhost:8181/restconf/con
figfopendaylight-inventory:nodes/ -
node/openflow:S/table/0/flow/11

PUT  hit calh stconf/con
figi daylight-inventory:nodes/
node/openflow:S/table/0/flow/ 11

pUT 181/restconf/con

daylight-ir

- n -

ory:nodes/

e




Cligue em “Preview Request” para inserir a
senha no cabecalho da requisicao

Postman

New = | Import Runner Builder

Mo Environment
[ ] ® | httpi/flocalhost:8181/

History
PUT http:/flocalhost:8181/restconf/configiopendaylight-inventory:nodes/node/openflow:5/table/0... Params Save

Authorization & (1) [ ]

TYPE sensitive data. To keep this data e while working in a collaborative x
sing variables N more a 5
Auth =
* Movember 16 The authorization header will be
you send Username admin
PUT 2
daylight-ir
e Password
penflow:5/tab
DEL / Show Password
daylight-invent o5/ Preview Reguest
enflow:5/tab
peL  htt calhost:8181/r
daylight-inv
nede/openflow:5/tab ow/10
DEL calhost:8181
aylight-inw
venflow:5/tab
DEL calh
ylight-ir
enflow:5/tab
PuT  h ocalhost:8181/restconf/con
figfopendaylight-inventory:nodes/ -
node/openflow:S/table/0/flow/11
PUT
3'\":-" | 1
PUT 181/restconf/con




Vocé vera que o contador do cabecalho
iIncrementou apos a acao anterior

Postman

New = | Import Runner Builder

Mo Environment

[ ] ® | httpi/flocalhost:8181/
History
PUT http:/flocalhost:8181/restconf/configiopendaylight-inventory:nodes/node/openflow:5/table/0... Params Save
Authorization @ [ ]

TYPE sensitive data. To keep this data e while working in a collaborative X
sing variables N more a 5
Auth =
* Movember 16 The authorization header will be
you send Username admin
PUT Ih .
daylight-ir
I Password

penflow:5/tab

DEL 1814 /
fig/ daylight-invent 2/ Preview Request

enflow:5/tab

Show Password

calhost:8181/r

DEL  hft

daylight-inv

nede/openflow:5/tab

calhos

DEL 8
aylight-inw
venflow:5/tab
DEL calh
ylight-ir
enflow:5/tab
PuT  h ocalhost:8181/restconficon
figfopendaylight-inventory:nodes/ -
node/openflow:S/table/0/flow/11
PUT
3'\":-" | 1
PUT 181/restconf/con




Cligue em “Bod

" para configurar o corpo da

requisicao (ou seja o XML enviado)

Postman

New

- Im port Runner

History

PUT

all

Authorization @

TYPE

Auth

v November 16

PUT Ih
daylight-ir
penflow:5/tab
DEL
figfopendaylight-inv Preview Reguest
enflow:5/tab 10
peL  htt calhost:8181/r
fi daylight-inv
nede/openflow:5/tab ow/10
DEL
DEL calh
ylight-ir
enflow:5/tab
PuT h 1/restconf/con
figlopendaylight-inventory:nodes/
node/openflow:S/table/0/flow/11
PUT
PUT

The authorization header wi

Builder

Mo Environment

[ ] ® | httpi/flocalhost:8181/

http:/flocalhost:8181/restconf/configiopendaylight-inventory:nodes/node/openflow:5/table/0... Params Save

(1)
sensitive data. To keep this data while working in a collaborative ks
sing variables mare a =
be
you send Username admin
Password

Show Password




Selecione o tipo de dado “raw”

Postman

New ‘=  Import Runner Builder Sign In

No Environment

[ ] ® | http:/flocalhost:8181/
History
PUT http://localhost:8181/restconf/configiopendaylight-inventory:nodes/node/openflow:S/table/o... Params Save
Clear all
[] (1) Body @
1/restconf/con form-data x-www-form-urlencoded
odes/

node/openflow:5/table/0/flow/10

¥ Movemnber 16

puT stconf/con
entory:nodes/
0/flow/10
DEL 1/restconf/icon
ventory:nodes/
node/epenflow:s/table/0/flow/10
DEL calh 81
daylight-ir des/
node/openflow:5/table/0/flow/10
DEL stconficon
fig/opendaylight-inventory:nodes/
node/openflow:5/table/0/flow/ 11
peL  hit calhost:8181/restconf/con
figfopendaylight-inventory:nodes/
node/openflow:S/table/o/flow/11
pur | localhost:B181/restconf/con
fig daylight-inventory:nodes/
node/openflow:5/table/0/flow/11
PuT | localh stconf/con
figfopendaylight-inventory:nodes/
node/openflow:5/table/0/flow/ 11
put  hit calhost:8181
endaylight-i -

v

- a -




Em seguida, selecione o tipo XML
(application/xml)

Postman

New = Import Runner Builder (@) Sign In

No Environment

[ ] ® | http:/flocalhost:8181/
History
PUT http://localhost:8181/restconf/config/opendaylight-inventery:nodes/node/openflow:5/table/0.. Params Save
Clear all
[] (1) Body @
181/restconf/can form-data x-www-form-urlencoded  '® raw binary,
g/opendaylight-invento les/

node/openflow:5/table/0/flow/10

* Movemnber 16

PUT
node/epenflow:S/table
DEL calhost:8181
opendaylight-ir
fopenflow:s/table
DEL B1/restconficon
opendaylight-inventory:nodes/
Jopenflow:5/table/0/Mflow 10
DEL g
figfopendaylight-ir
fopenflow:5/tab
DEL tconficon
opendaylight-ir les/
node/openflow:5/table/0/flow/ 11
PUT {localhost:8181/restconf/con
fig/opendaylight-inventory:nodes/
node/openflow:5/table/0/flow/ 11
puUT  hit 81
opendaylight-ir
node/openflow:5/table
PUT




Insira seu XML. Mais detalhes no slides
seguintes

Postman

New = Import Runner

History

Clear all

stconf/con
des/
node/openflow:5/table/0/flow/10

¥ November 16

aylight-inventary:
nodefopenflow:S/table/0flow/10

DEL

DEL

PUT
fig/opendaylight-inventory:nodes/
node/openflow:5/table/0/flow/11

puT stconficon
opendaylight-inventory:nodes/
node/openflow:5/table/0/flow/11

T h pcalhost:B181/restconf/con

fig/opendaylight-inventory:nodes/

e 1 amarl

Builder

[ ] @ || httpi//localhost:8181/

PUT http://localhost:8181/restconf/configlopendaylight-inventory:nodes/node/openflow:5/table/0... Params Save

[ ] (1) Body @

form-data w-www-form-urlencoded  ® raw binary

- <flow xmlns="urn:opendaylight:flow:inventory™=
<strictsfalses/stricts
<instructionss>

<instruction=
<order=B</orders
<apply-actions>
<action=
<order=B</orders
«drop-action/s
<faction=
</apply-actions=
<finstructions
<finstructions=
<table_id=B</table_id»
<id=11</id>
<cookie_mask=255</cookie_mask=
<installHw=false</installHw=
<match=
<ethernet-match>
<ethernet-source=
<address>b6:54:65:52:84:6a</address>
<fethernet-source=
<fethernet-match=
</matchs

No Environment

Atencado: O numero da
tabela de fluxo e do Id do
fluxo no XML devem ser o0s
mesmos informados na URL

Sign In




Como construir um XML

E possivel encontrar exemplos de XML para o
OpenDaylight no seguinte link:

https://wiki.opendaylight.org/view/Editing OpenDaylight OpenFlow Plugin:End to End Flows:Example Flows

Caso o link esteja inacessivel, use o pdf
comandos.pdf que esta no arquivo do
laboratdrio em questao

CUIDADO 1: E preciso enviar um XML com
prioridade mais alta do que o da aplicacao
switch |2 executando (que, geralmente e 2)

CUIDADO 2: O idle timeout e o hard timeout dos
exemplos € muito baixo. Coloque timeout
maiores na sua requisicao.


https://wiki.opendaylight.org/view/Editing_OpenDaylight_OpenFlow_Plugin:End_to_End_Flows:Example_Flows

Exemplos

Veja 0os exemplos no arquivo do laboratorio
droplP.xml e dropMac.xml que configuram
fluxos para descartar quadros pelo IP e pelo
MAC, respectivamente




Envie a requisicao

Postman
Mew | Import Runner Builder (@) Sign In
No Environment
[ ] @ || httpi//localhost:8181/
History
PUT http://localhost:8181/restconf/configlopendaylight-inventory:nodes/node/openflow:5/table/0... Params Send v Eave
Clear all
[ ] (1) Body @
ocalhost:B181/restconf/con form-data x-www-form-urlencoded  ® raw binary
figlopendaylight-inventory:nodes/
node/openflow:S/table/0/flows/10 1 [k?xml version="1.8" encoding="UTF-B8" standalone="no"?>
EEeEE : 2 = <flow xmlns="urn:opendaylight:flow:inventory”=
3 <strictsfalses/stricts
¥ November 16 4~ <instructions=
S5+ <instruction=
S . 6 <order=8</orders>
PUT ocalhost:B181/restconf/con 7 <apply-actions=
fig/opendaylight-inventary:nodes/ 8~ <action>
B/op ylig » Ory-oces g <order»f</orders
node/openflow:5/table/0/flow/10 8 =drop-actien/>
11 <faction=
DEL 7l </apply-actions=
13 <finstructions
14 <finstructions=
15 <table_id=B</table_id»
) 16 cAd»115/1d>
DEL stconfi/con 7 <cookie_mask=255</cookie_masks
ronendavlicht-inventarenodes! 18 <installHw=false</installHw=
r|g.c;.. mla,l|g1tr|l| vel '.OI.J'I c,.le:. o ootk
node/openflow:5/table/0/flow/10 28~ <ethernet-matchs
21~ <ethernet-source=
DEL 22 <address=b6:54:65:52:84:6a</address>
fig/opendaylight-inv 23 =[ethernet-sources
&/0P Vg - - o 24 </ethernet-matchs
enflow:5/table/0/flow/11 25 </matchs
DEL L
g/opendaylight-inventory:nodes/
enflow:5/table/0/flow/11
PUT flocalhost:8181/restconf/con
PUT
fig/lopendaylight-inventory:nodes/
node/openflow:5/table/0/flow/11
PUT 181/restconf/con
fig/opendaylight-inventory:nodes/ -




Caso o fluxo nao exista e a requisicao tenha sucesso,
VOCE recebera uma resposta com codigo 201

Postman

New = Import Runner Builder Sign In

No Environment

[ ] ® || httpi/localhost:8181/
History
PUT http://localhost:8181/restconf/configlopendaylight-inventory:nodes/node/openflow:5/table/0... Params Save
[] (2) Body @
form-data x-www-forme-urlencoded  ® raw binary (application/xml)

1 &?xml version="1.8" encoding="UTF-B8~ standalone="no"?>
2+ <flow xmlns="urn:opendaylight:flow:inventory”s
3 <strict=false</strict=
4 <instructions=

5 <instruction=
6

B

fopenflow:5/table/0/flow/10 sorder>0</order>
T~ <apply-actions=
] - <actions
* Movember 16 9 ~:0rder:0c{’0rcjer:
18 <drop-action/>
11 <faction=
PUT 12 <[apply-actionss
13 «finstruction=
14 «[instructionss
15 ble_idsB</table_id=
16 id>11</1d>
DEL 17 <cookie_mask>255</cookie_masks
18 <installHw=false</installHw>
19 - <match=
20~ <ethernet-matchs
R ) 21~ <ethernet-source=
DEL 81/restconf/con 22 <address=b6:54:65:52:84:6a</address=
N N ) « . o
avlight-inv s/ 23 <fethernet-source=
) Ve ) - 24 </ethernet-match=
Jopenflow:5/table/0flow/10 Az </matchs
DEL alh 181/restconf/con
a}'llgﬂt-il"‘- s/ Body m (2) Status: 201 Created me: 73ms  Size: 76 B
nodefopenflow:5/tabl 11 r—
DEL calhost:8181/r Pretty ext 5
endaylight-inve
node/openflow:5/tabl 1
put  httpi/flocalhost8181/restconficon
figfopendaylight-inventoryr
nodefopenflow:5/table/0/flow/11
BUT




Caso o fluxo exista, ele sera alterado. Assim, vocé
receberd uma resposta com codigo 200

Postman

Import Runner

Builder

History

endaylight-invento
Jopenflow:s/tab

calh
figs daylight-invent

tconficon
aylight-inventor

nodefopenflow:5/table/0iflows10

¥ November 16

DEL

DEL

endaylight-invent
node/openflow:5/table/0

Mo Environment

[ ] ® | httpu/ilocalhost:8181/

http://localhost:8181/restconf/config/opendaylight-inventory:nodes/node/openflow:5/table/0... Params Save

PUT
[ ] (2) Body @

form-data x-www-form-urlencoded  '® raw binary (applicatic

1 =?xml version="1.8" encoding="UTF-B" standalone="no" 7=

2 = =flow xmlns="urn:opendaylight:flow:inventory”=

3 <strict>false</strict>

4~ <instructionss

5+ <instruction=

6 <grders@</order=

7= <apply-actionss

8~ <action>

9 <order=8</order=

18 <drop-action/=

11 </action=

12 </apply-actionss

13 </instruction=

14 </instructionss

15 <table_id=8</table_id=

16 cid>11</id>

17 <cookie_mask=255</cookie_mask=

18 «installHwsfalses/installHw=

L <matchs

20 - <ethernet-matchs

21~ <ethernet-sources

22 <address=b6:54:65:52:84:6a</address>
23 </ethernet-source=

24 </ethernet-match=

25 </matchs

Body (m va) Status: 2000K  Tl=: 46ms  Size: 718

Pretty Text =3

1



Caso tenha alguma erro na sua URL ou no seu XML,
vocé receberad um erro 400

Postman
New = Import Runner Builder Sign In
Mo Environment
[ ] ® | nhttpi/flocalhostB181/ @
Hlstory
PUT http:/flocalhost:8181/restconf/configfopendaylight-inventory:nodes/nodefopenflow:S/table/0... Params Send Save
[ ] (2) Body @
v Today lL' Y
T h alhost:8181/restconf/con form-data wwww-form-urlencoded  '® raw binary
figfopendaylight-inventory:nodes/
nodefopenflow:5/tables0/flowy1 1 1 <?uml versiog='1.8' encodf.ng='UTF-El' 5tandalgne='no'?>
2+ «flow xmlns="urn:opendaylight:flow: inventory™=
bt stconficon 3 <strictsfalses/strict=
- ' 4= <instructions=
ynodes/ 5+ <instructions
6 <orders8<forder>
7~ <apply-actionss
21 /ractcanfs B~ <actions
o 81/restconf/con g <order=B</orders
tory:nodes/ i <drop-action/=
=1 1
nflow:5/table/0/flow/ 1" 1 | <faction>
2 </apply-actions=
fracteanf 13 <{instruction=
U estcont/con 14 «[instructionss
t 15 <table_id=8</table_id>
w1 16 <id=12k/id>
h ' 17 <cookie_mask=255</cookie_mask=
stconficon 18 <installHw=false«/installhws=
R ' 100~ <matchs
28~ =ethernet-matchs
- <ethernet-sources
22 <address=h6:54:65:52:84:6a</address=
23 «[ethernet-source=
24 </ethernet-match=
25 </matchs
PUT alhost:8181/restconficon
' .-1:Ia}-ligﬂt-i|‘\_ :3|”_-r-;|‘(.:|eg,,-' Body m (3) Status: 400 Bad Request |l Time: 42 ms Size: 325B
enflow:s/table/0flows 10 —
DEL Pretty JSON =
L _r'.
nflow:5/table/0/flow/10 =0 -
R errors™: {
DEL 81&1/restconficon 3' error”: [
tory:nodes/ 5 “error-type”: "protocol”,
6 “error-tag”: “invalid-wvalue”,
7 “error-message : "The value "11° for key 'id' specified in the URL doesn't match the value '12" specified in the message body. ~
DEL B
9 1
18 1
. [ PR




O Motivo do erro pode ser visto no corpo da resposta

Postman
New = Import Run
No Environment
[ ] ® | nhttpi/flocalhostB181/ @
History
PUT http:/flocalhost:8181/restconf/configfopendaylight-inventory:nodes/nodefopenflow:S/table/0... Params Send Save
[ ] (2) Body @
(flocalhost:8181/restconf/con form-data x-www-form-urlencoded  '® raw binary XML (af
figfopendaylight-inventory:nodes/
nodefopenflow:5/tables0/flowd11 1 <7xml versiog='1.9' enco-df.ng='UTF-El' standalgne;no'?»
2~ «flow xmlns="urn:opendaylight:flow:inventory”>
pUT /flocalhost:8181/restconf/con 3 B ffﬁ;t?ﬁ:&‘a:ngﬂrltb
fig/opendaylight-inventory:nodes/ 5 <instruction>
node/openflow:5/table/0/flow/11 £ . ‘g;gf;’g;ifgﬁ::’
ol ocalhoct-81 81 frectcanfs B~ <actions
PUT I__ ....I:ncaII ) ,.'Ia frestconficon : “order=0<jorders
fig/opendaylight-inventorynodes/ f <drop-action/=
‘ i . «facti
node/openflow:5/table/0sflow/11 4 | <faction>
2 </apply-actions=
o 04 Tal i
eut  httpe/flocalhost:8181/restconficon %3 ,Ln;*t’;ﬂg';[gﬁg‘;“’
fig/opendaylight-inventory:nodes/ 15 -:‘ltab].E_"Ld:ﬁ'n:.."tablE_i.dn
e lnnan o et ahlad0 o 16 <id=12/id>
node/apenflow:5/table/0/flow/11 17 <cookie_mask>255</cookie_mask>
pUT localhost:8181/restconfican %g *'}gizﬁllH'ﬂ"FELSE*ILHStBUH'ﬂ"
- . . T <A
fig/opendaylight-inventory:nodes/ 28 - <ethernet-matchs
node/one wS/table/0flowd 10 21~ <ethernet-source=
node/openflow:5/table/0/flow/10 22 <address=b6:54:65:52:84:6a</address>
23 «[ethernet-source=
5 . -m
v Movember 16 ig -f'a;EE:hernEt iatchs
2 </mi
eut  httpi//localhost:8181/restconfican
fig;’cpeqja}-|igqt.i|‘-\.'e|*:3|"_-r-;|*(.:|e3,-' BOd}' m (3) Status: 400 Bad Request  Time: 42 ms Size: 325 B
node/openflow:S/table/0sflow/ 10 —
DEL /flocalhost:8181/restconficon
fig/opendaylight-inventory:nodes/
node/openflow:5/table/0/flow/10 B B
errors”: {
peL  httpe/flocalhost:8181/restconf/con err?r [
figfopendaylight-inventory:nodes/ “error-type”: “protocol”,
node/openflow:5/table/0/flow/10 “error-tag”: “invalid-value”, ) ces e .
error-message”: "The value "11° for key 'id’ specified in the URI doesn’'t match the value "12" specified in the message body.
peL  httpi/flocalhost:B181/restconficon
figfopendaylight-inven




Verificacao do Fluxo

« Realize a mesma requisicao, mas escrita como “operational”
em um browser ou no POSTMAN com a opcéao GET, ao invés
de PUT:

http://localhost:8181/restconf/operational/opendaylight-inventory:nodes/node/openflow:5/table/0/flow/11

« Se o controlador retornar o XML do fluxo correto, isso confirma
gue o fluxo foi instalado com sucesso



