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a b s t r a c t

Distributed applications use Bloom filters to transmit large sets in a compact form. How-
ever, attackers can easily disrupt these applications by using or advertising saturated fil-
ters. In this paper we introduce the Generalized Bloom Filter (GBF), a space-efficient
data structure to securely represent a set in distributed applications, such as IP traceback,
web caching, and peer-to-peer networks. Different from the standard Bloom filter, the GBF
has an upper bound on the false-positive probability, limiting the effect of these attacks.
The key idea of the GBF is to not only set, but also reset bits of the filter at each insertion.
This procedure limits the false positives at the expense of introducing false negatives in
membership queries. We derive expressions for the false-positive and false-negative rates
and show that they are both upper-bounded in the GBF. We conduct simulations that val-
idate the derived expressions and explore the tradeoffs of this data structure.

� 2011 Elsevier B.V. All rights reserved.
1. Introduction

The Bloom filter is a space-efficient data structure used
to represent a set [1]. The filter is a bit array over which
membership queries are conducted to distinguish non-
members of the given set. Hash coding techniques are used
to save space and allow efficient member lookup. The
tradeoff cost associated with hashing is the introduction
of false positives in the membership queries, which occurs
when an external element is recognized as an authentic
member of the set, even though it is not.

The Bloom filter works as follows. First, a bit array is
allocated and initialized to all zeros. Each element of the
given set is then digested through a number of indepen-
dent and random hash functions. The hashing results are
used to index into the bit array, and each indexed bit is
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set to one. After the insertions, membership queries can
be conducted by digesting the element in question and
checking whether the indicated bits are set. If at least
one bit is zero, then the element does not belong to the gi-
ven set for sure. Otherwise, the element is assumed to be
an actual member of the set. There is a probability, how-
ever, that this assumption is wrong and that the element
is, in fact, a false positive. Such an event occurs when all
indicated bits of a non-member element are previously
set by other legitimate elements. As more elements are in-
serted into the filter, the false-positive probability in-
creases and the filter becomes more saturated (i.e., the
fraction of bits set to one increases until we cannot distin-
guish which elements belong to the filter). Despite this
drawback, Bloom filters are quite efficient if the probability
of a false positive is kept low.

Bloom filters have been used in many different areas,
including spell checkers, database applications, and net-
working [2,3]. Numerous proposed networking applica-
tions use Bloom filters to either keep a local compact log
or to efficiently share information over the network [4].
We believe the standard Bloom filter fits well for local
functions, such as logging, storage, and filtering [5–9].

http://dx.doi.org/10.1016/j.comnet.2010.12.025
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Our work, on the other hand, is motivated by applications
that must transmit Bloom filters over the network, such as
the following examples.

� In cache sharing, web proxy servers broadcast Bloom
filters representing their cache contents to other neigh-
bor proxies [5]. Proxy servers then check each other’s
Bloom filters before yielding a page fault. If the required
page is in the cache of a neighbor server, the page is
requested from this neighbor instead of from the actual
web server.
� In peer-to-peer (P2P) applications and data-centric

routing [10–12], each node keeps track of the objects
reachable through its neighbors by using Bloom filters.
For proper routing, each node periodically broadcasts
a Bloom filter representing the objects it can reach.
� In IP traceback [13,14], the main goal is to identify the

true source of anonymous denial-of-service (DoS)
attacks. In this particular application, packets carry a
built-in Bloom filter to store the IP addresses of tra-
versed routers in a compact form. Using the filter of a
received attack packet, the victim initiates membership
tests with its neighbor routers to identify the one that
forwarded the packet. A recursive procedure is per-
formed on each identified router to trace the packet
path back to its true source.

Security issues, however, restrict the deployment of
standard Bloom filters in such distributed applications.
For instance, an attacker could generate offending filters
with all bits set to one, a simple technique we define as
an all-one attack. An all-one filter makes it impossible to
distinguish inserted elements from false positives during
membership queries. The effect of this action in the
above-mentioned applications is disruptive. If an attacker
broadcasts a saturated filter in the web cache sharing
and P2P applications, other nodes believe that the attacker
has all the required web pages or objects. Requests are
then forwarded to the attacking node, who can replace
the respective web pages or objects at will. In the IP trace-
back application, the victim receives a saturated filter rep-
resenting the traversed path of the packet. During the path
traceback procedure, every router is recognized as a mem-
ber of the filter and the path reconstruction is completely
ineffective.

From a security viewpoint, the standard Bloom filter
presents an inherent flaw. Depending on the number of
bits set in the filter array, 100% false-positive rates are pos-
sible. An attacker can easily take advantage of this vulner-
ability to disrupt distributed applications in which the
Bloom filter is transmitted over the network. Note that
the problem is not related to the authentication, privacy,
or integrity of the transmitted filter, but rather to the abil-
ity of the data structure to allow the mapping of the entire
universe of elements into a few bits.

In this paper we propose a novel tamper-resistant data
structure called Generalized Bloom Filter (GBF), which is
not vulnerable to all-one attacks, because it has a limited
false-positive rate and cannot be saturated. The basic idea
of the GBF is to not only set, but also reset bits of the filter
during each insertion. For this purpose it employs both
hash functions that set and hash functions that reset bits.
We show that the GBF has an upper bound on the false-po-
sitive probability regardless of the number of bits set in the
filter. This bound is exclusively determined by the number
of hash functions used; consequently, the action of an at-
tacker in creating false positives is very limited. On the
other hand, false negatives, which do not exist in standard
Bloom filters, are now introduced with this generalization.
A false negative occurs when an inserted element is not
recognized by membership queries. The effect of false neg-
atives, however, is also shown to be upper-bounded and
considerably reduced with larger bit arrays.

The advantage of the GBF is that it restricts the number
of elements we can insert into the filter. In fact, the GBF
works as a probabilistic buffer, where older elements are
more likely to be ‘‘forgotten’’ or overwritten by recent ele-
ments. This key idea results in interesting properties, such
as a higher robustness to all-one attacks, as well as upper-
bounded false positives and false negatives. Prior knowl-
edge on the element group size is also not required, since
only recent elements are kept in the GBF. We explore these
tradeoffs throughout the paper and provide an in-depth
understanding of all aspects of the GBF.

The remainder of the paper is organized as follows. A
brief overview of Bloom filters is described in Section 2.
The proposed generalization is then outlined in Section 3,
along with a theoretical analysis. In Section 4 we detail
our simulation environment for the Generalized Bloom
Filter and compare analytical and simulation results; the
simulation results corroborate our proposed analysis. Section 5
presents the tradeoffs between false positives and false
negatives. In Section 6 we review the related work and dis-
cuss a few applications which could take advantage of the
GBF. Finally, conclusions are presented in Section 7.
2. The Bloom filter

In this section an overview of the Bloom filter is de-
scribed, following the analysis of Fan et al. [5], Margoliash
[15], and Mitzenmacher [16].

The Bloom filter [1] is a space-efficient data structure
used to represent a set S = {s1,s2, . . .,sn} of n elements. It is
constituted by an array of m bits and by k independent hash
functions h1,h2, . . .,hk whose outputs are uniformly distrib-
uted over the discrete range {0,1, . . .,m � 1}. The average
number of bits used to represent a single element is thus
m/n. The filter is constructed as follows. First, all bits in
the array are reset. Then, for each element si 2 S, the bits cor-
responding to the positions h1(si),h2(si), . . .,hk(si) are set. The
same bit can be set several times without restrictions. Fig. 1
depicts how an element is inserted into a Bloom filter. After
inserting the elements, membership queries can be easily
conducted. To determine if an element x belongs to S, we
check whether the bits of the array corresponding to the
positions h1(x),h2(x), . . .,hk(x) are 1. If at least one bit is 0,
then x R S for sure. Otherwise, x 2 S with high probability.
Actually, an element x R S may be recognized as an element
of the set, creating a false positive. Such an anomaly occurs
when the bits h1(x),h2(x), . . .,hk(x) are all previously set by
other previously inserted elements.
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Fig. 1. Insertion of an element into a Bloom Filter. The si element is used
as the input for the hash functions and the bits indexed by the h1,h2, . . .,hk

functions are set to 1.
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Fig. 2. False-positive probability of a Bloom filter as a function of the
number of hash functions.
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Fig. 3. False-positive probability of a Bloom filter as a function of the
fraction of bits in 1.
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The probability of a false positive for an element x R S is
calculated as follows. Given that perfectly independent and
random hash functions are used, the probability p that a
specific bit is still zero after inserting n elements is

p ¼ 1� 1
m

� �kn

� e�kn=m: ð1Þ

Since the same computation can be applied to every bit in
the array, on average, the fraction of bits in 0 after all the n
insertions is p � e�kn/m. Hence, the fraction of bits in 1 after
the n insertions is (1 � p). The probability of a false positive
f is the probability that we find a bit in 1 for each of the k
indicated positions of a non-member; that is,

f ¼ ð1� pÞk � ð1� e�kn=mÞk: ð2Þ

Two interesting comments can be made considering the
false-positive probability f in Eq. (2). First, increasing the
relation m/n always reduces the false-positive probability.
By using more bits per element, the fraction (1 � e�kn/m) of
bits in 1 is reduced, and thus the false-positive probability
decreases. Additionally, there is an important tradeoff be-
tween the number of hash functions k and the false-posi-
tive probability. Increasing k leads to a higher fraction of
bits in 1 and, accordingly, a higher false-positive rate. On
the other hand, the probability of finding every indicated
bit in 1 decreases with higher values of k. This tradeoff is
depicted in Fig. 2, where an optimal value that minimizes
f is clearly observed for each m/n ratio.

The optimal number of hash functions is found by dif-
ferentiating f with respect to k; that is

@f
@k
¼ lnð1� e�kn=mÞ þ kn

m
e�kn=m

1� e�kn=m

� �
ð1� e�kn=mÞk: ð3Þ

Setting Eq. (3) to zero, noting that (1 � e�kn/m)k is never
null, and cross-multiplying gives (1 � p)(1�p) = pp. Assum-
ing k is finite and positive, the only solution is p = 1/2.
Therefore, the minimum false-positive probability is
achieved when approximately half of the bits is in 1 and
the other half is in 0. In this case, k = (m/n) ln2 and the
false-positive probability f is (0.5)k = (0.6185)m/n.

One problem with the Bloom filter is that its false-positive
probability strongly depends on the number of bits in 1.
Fig. 3 shows the false-positive probability of a Bloom filter
as a function of the fraction of bits in 1. We see that, for any
chosen number of hash functions, the false-positive proba-
bility always increases as more bits are set. When all bits of
the filter are set, the false-positive probability is clearly
100%. In this condition, every non-member tested against
the filter is accepted as a genuine member of the set. The
situation is even worse because the number of bits in 1 in-
creases as more elements are inserted into the filter. In dis-
tributed applications that transmit the Bloom filter over
the network [5,10–13], these inherent properties are
harmful and can be easily exploited using an all-one attack.
Therefore, in the next section we propose a generalization
to Bloom filters that has an upper-bounded false-positive
rate independent of the number of bits in 1. In order to dis-
tinguish the Bloom filter from our generalized version, the
Bloom filter is hereafter referred to as standard Bloom filter
or standard filter.
3. The Generalized Bloom Filter (GBF)

Like the standard filter, the Generalized Bloom Filter is
also a data structure used to represent a set S = {s1,s2, . . .,sn}
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of n elements in a compact form. It is constituted by an array
of m bits and by k0 + k1 independent hash functions
g1; g2; . . . ; gk0

; h1;h2; . . . ;hk1 whose outputs are uniformly
distributed over the discrete range {0,1, . . .,m � 1}. The
GBF is built in a similar way to the standard filter. Neverthe-
less, the initial value of the bits of the array is not restricted
to 0 anymore. In the GBF, these bits can be initialized to any
value. For each element si 2 S, the bits corresponding to the
positions g1ðsiÞ; g2ðsiÞ; . . . ; gk0

ðsiÞare reset, and the bits corre-
sponding to the positions h1ðsiÞ;h2ðsiÞ; . . . ; hk1 ðsiÞ are set. In
the case of a collision between a function gi and a function
hj for the same element, we arbitrate that the resulting bit
in the filter is always reset. The same bit can be set to 0 or
1 several times without restrictions. Fig. 4 depicts how an
element is inserted into a GBF. After inserting the elements,
membership queries can be easily conducted. To determine
if an element x belongs to S, we check whether the bits of the
array corresponding to the positions g1ðxÞ; g2ðxÞ; . . . ; gk0

ðxÞ
are 0, and if the bits h1ðxÞ;h2ðxÞ; . . . ;hk1 ðxÞ are 1. If at least
one bit is inverted, then x R S with high probability. In the
GBF, it is possible that an element x 2 S may not be recog-
nized as an element of the set, creating a false negative. Such
an anomaly happens when at least one of the bits
g1ðxÞ; g2ðxÞ; . . . ; gk0

ðxÞ is set, or one of the bits
h1ðxÞ;h2ðxÞ; . . . ;hk1 ðxÞ is reset by another element inserted
afterwards. On the other hand, if no bit is inverted, then
x 2 S also with high probability. In fact, an element x R S
may be recognized as an element of the set, creating a false
positive. A false positive occurs when the bits
g1ðxÞ; g2ðxÞ; . . . ; gk0

ðxÞ are all in 0, and the bits
h1ðxÞ;h2ðxÞ; . . . ;hk1 ðxÞ are all in 1 due to other inserted ele-
ments or due to the initial condition of the bit array.
3.1. False positives

To calculate the false-positive probability of the Gener-
alized Bloom Filter (GBF), we first calculate the probability
of a bit being set or reset by each element insertion. Given
that in a collision the functions gi always take precedence
over the functions hj, the probability q0 that a specific bit
is reset by an element insertion is the probability that at
si

g1(si)
...

gk0(si)

h1(si)

...

hk1(si)
1

0

0

m bits

Fig. 4. Insertion of an element into a Generalized Bloom Filter. The si

element is used as the input for the hash functions. The bits indexed by
the g1; g2; . . . ; gk0

functions are reset and the bits indexed by the
h1; h2; . . . ;hk1

functions are set. The gi functions have preference over
the hj functions.
least one of the k0 hash functions reset the bit. Then, q0

is expressed by

q0 ¼ 1� 1� 1
m

� �k0
" #

� ð1� e�k0=mÞ: ð4Þ

The probability q1 that a specific bit is set by an element
insertion is the probability that at least one of the k1 hash
functions set the bit and none of the k0 hash functions reset
the bit. Thus, q1 is given by

q1 ¼ 1� 1� 1
m

� �k1
" #

1� 1
m

� �k0

� ð1� e�k1=mÞe�k0=m:

ð5Þ

Finally, the probability that a specific bit is neither set nor
reset during an insertion is given by

ð1� q0 � q1Þ ¼ 1� 1
m

� �k0þk1

� e�ðk0þk1Þ=m: ð6Þ

Since the same calculation applies for every bit in the ar-
ray, on average, a fraction of q0 bits is reset, a fraction of
q1 bits is set, and a fraction of (1 � q0 � q1) bits is neither
set nor reset (i.e., remains untouched) at each element
insertion. For an m-bit array, we then have on average
b0 = m � q0 bits reset, b1 = m � q1 bits set, and (m � b0 � b1)
bits neither set nor reset by each insertion.

From these probabilities, the distribution of bits over
the bit array is determined. The probability p that a specific
bit is 0 after n insertions is calculated from the probabili-
ties of n + 1 mutually exclusive events. The first event is
when the bit is initially 0 and it is not touched by the n in-
serted elements. If p0 represents the probability that a spe-
cific bit is initially 0, the probability of such an event is
p0(1 � q0 � q1)n. The next n events are those where the
bit is reset by the (n � i)th element, and it is not touched
by the following i elements, for 0 6 i 6 n � 1. The probabil-
ity of each one of these events is q0(1 � q0 � q1)i. Accord-
ingly, we have

p ¼ p0ð1� q0 � q1Þ
n þ

Xn�1

i¼0

q0ð1� q0 � q1Þ
i

¼ p0ð1� q0 � q1Þ
n þ q0

1� ð1� q0 � q1Þ
n

1� ð1� q0 � q1Þ

� �

¼ p0ð1� q0 � q1Þ
n þ q0

q0 þ q1
½1� ð1� q0 � q1Þ

n�: ð7Þ

Since the same computation applies to every bit in the ar-
ray, on average, a fraction of p bits is in 0, and a fraction of
(1 � p) bits is in 1 after n insertions. If we increase the
number of inserted elements (i.e., n ?1), we can observe
in Eq. (7) that the fraction p of bits in 0 converges to
q0/(q0 + q1) and does not change with future insertions;
that is, the filter reaches a steady state. This is the key prop-
erty that keeps the filter from saturating and bounds the
false-positive probability. We talk more about this in fu-
ture sections.

From the bit distribution, the probability of a false posi-
tive is calculated as follows. Since on average b0 = m � q0

bits are reset and b1 = m � q1 bits are set by each element
insertion, a false positive occurs if the b0 selected bits are
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0 and the b1 selected bits are 1. Hence, the probability of a
false positive fp for the GBF is calculated as

fp ¼ pb0ð1� pÞb1 : ð8Þ
3.2. False negatives

False positives can happen only when non-inserted ele-
ments are tested against the filter, and the probability of
a false positive is the same for every checked element.
On the other hand, false negatives only occur for inserted
elements, and each element has a different probability of
being a false negative. An element is said to be a false neg-
ative if at least one of its marked bits is inverted (i.e., a bit
in 1 is reset or a bit in 0 is set) by a succeeding element,
and that bit remains inverted until the end of the inser-
tions.1 As a consequence, the false-negative probability de-
pends on the insertion order and elements inserted first
have a higher chance of having their bits inverted by subse-
quent elements.

The false-negative probability is calculated from the
probability that a specific bit of the (n � i)th element is
not inverted by the subsequent i inserted elements, for
0 6 i 6 n � 1. The probability p00(n � i) that a bit reset
by the (n � i)th element remains in 0 by the end of the
following i insertions is calculated from the probabilities
of i + 1 mutually exclusive events. The first event is when
the bit is neither set nor reset by all of the subsequent i
insertions; it happens with probability (1 � q0 � q1)i. The
other i events are those where the bit is reset by the
(n � j)th element, and it is not touched anymore by the
following j insertions, for 0 6 j 6 i � 1. Therefore,
p00(n � i) is

p00ðn� iÞ¼ð1�q0�q1Þ
iþ
Xi�1

j¼0

q0ð1�q0�q1Þ
j

¼ð1�q0�q1Þ
iþq0

1�ð1�q0�q1Þ
i

1�ð1�q0�q1Þ

" #

¼ð1�q0�q1Þ
iþ q0

q0þq1
1�ð1�q0�q1Þ

i
h i

: ð9Þ

Similarly, the probability p11(n � i) that a bit set by the
(n � i)th element remains in 1 by the end of the following
i insertions is given by

p11ðn� iÞ ¼ ð1� q0 � q1Þ
i þ
Xi�1

j¼0

q1ð1� q0 � q1Þ
j

¼ ð1� q0 � q1Þ
i þ q1

1� ð1� q0 � q1Þ
i

1� ð1� q0 � q1Þ

" #

¼ ð1� q0 � q1Þ
i þ q1

q0 þ q1
½1� ð1� q0 � q1Þ

i�:

ð10Þ

When increasing the number of insertions after the ele-
ment (i.e., i ?1), we observe from Eqs. (9) and (10) that
1 Another definition is to consider an element a false negative only if
more than b bits are inverted. Our definition is more conservative, and we
only consider b = 0 in this work.
there is always a probability that a bit set to either 0 or 1
remains the same, even after a high number of insertions.
This is an interesting property that also allows us to bound
the false negatives.

From Eqs. (9) and (10), the false-negative probability of
the inserted elements is determined. The false-negative
probability fn(n � i) of the (n � i)th element is calculated
by taking the complement of the probability that none of
its bits are inverted. Thus, since on average b0 = m . q0 bits
are reset and b1 = m . q1 bits are set by each element inser-
tion, this probability is

fnðn� iÞ ¼ 1� p00ðn� iÞb0 p11ðn� iÞb1 : ð11Þ

The average false-negative probability fn is then defined as

fn ¼
1
n

Xn�1

i¼0

½1� p00ðn� iÞb0 p11ðn� iÞb1 �: ð12Þ
3.3. The Bloom filter as a particular case

As expected, the Bloom filter is a particular case of the
Generalized Bloom Filter (GBF). For instance, the false-po-
sitive probability fp in Eq. (8) is reduced to the probability
of the standard filter when its parameters are used, that is,
the number of hash functions to set is k1 = k, the number of
hash functions to reset is k0 = 0, and the probability that a
bit is initially reset is p0 = 1. In this case, the fraction of 0
bits is p = e�kn/m, the average number of bits reset per
insertion is b0 = 0, and the average number of bits set per
insertion is b1 = m(1 � e�k/m). Noticing that m� k and
using an expansion expression for b1, we get to the simpli-
fication usually made for the standard filter

b1 ¼ mð1� e�k=mÞ

¼ 1� 1� k
m
þ k2

2m2 �
k3

6m3 þ � � �
 !" #

� k: ð13Þ

Therefore, the probability of a false positive fp is reduced to
the probability of the standard Bloom filter in Eq. (2).

Likewise, the false-negative probability in Eq. (11) is
zero for the standard Bloom filter. In this case, k0 = 0 and
thus b0 = 0 and p11(n � i) = 1, for 0 6 i 6 n � 1. Therefore,
the probability of a false negative is always zero. Addition-
ally, for the last inserted element, the nth element, the
false-negative probability is always zero since no other ele-
ment can invert any of its bits. In this case, we have i = 0
and p00(n) = p11(n) = 1; therefore, the probability of a false
negative is also zero.

4. Evaluation

In order to analyze the behavior of the Generalized Bloom
Filter (GBF), we implemented a simulator using C++. The
simulator is based on a class called GBF that contains the
methods for inserting and checking elements in a bit array.
For each simulation round, we select new hash functions,
set the bit array to the desired initial condition, and insert
the elements into the filter. After the insertions, member-
ship queries of external elements and inserted elements
are performed to respectively measure the false-positive
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and false-negative rates. To show the advantages of the GBF
over the standard filter, we also present an analytical com-
parison between the two versions of the filter in this section.
The analysis includes three different metrics: false positives,
false negatives, and interference of the initial condition.

For the independent and random hash functions as-
sumed in Sections 2 and 3, our simulations used a univer-
sal class of hash functions [17], defined as follows. Let the
elements of the set be integers from the universe
U = {1,2, . . .,z � 1}, and let the output range of the hash
functions be defined as {0,1, . . .,m � 1}. The class H of hash
transformations hc,d which map an element x 2 U into the
respective range is defined as

H ¼ fhc;dð�Þj0 < c < z;0 6 d < zg; ð14Þ

where

hc;dðxÞ ¼ ½ðcxþ dÞmodz�modm: ð15Þ

The numbers c and d are integers within the interval de-
fined by Eq. (14). For each hash function, c and d can be
arbitrarily chosen. The integer z is defined as a large prime.

For each point in the following graphs, we ran 1000
simulation rounds. For each round, we define new hash
functions hc,d(�) by selecting different parameters c and d.
The integer z is defined as the prime 2,100,000,011,
so we can test elements from the universe
U = {1,2, . . .,2100000010}. We split this element universe
into two halves. From the first half, we randomly select n
elements and insert them into the GBF, where n is defined
according to the experiment. After the insertions, we ran-
domly select 10,000 elements from the second half and
check whether the GBF recognizes these elements as false
positives. To estimate the false negatives, we store the in-
serted elements in memory and check whether the GBF
recognizes them after all insertions. Each inserted element
which is not recognized by the GBF is reported as a false
negative.

Simulation results are very close to the analytical re-
sults, which validates the analytical expressions derived
in the previous section. In our simulations, for a 95% confi-
dence level, the largest confidence interval obtained was
0.003, which show that, besides matching the analytical
results, the simulation results also have a small variance.
Hence, the confidence intervals are not presented in the
following graphs. In this section, all graphs present simula-
tion results as discrete points and analytical results as con-
tinuous curves.

4.1. Upper-bounding the false-positive probability

In membership queries, a false positive implies recogniz-
ing an element that does not belong to S as a legitimate ele-
ment. As the false-positive probability increases, more and
more non-members are incorrectly identified as belonging
to the set. Therefore, a low false-positive probability is
desired.

First, we note that Eq. (8) can be simplified if we assume
that m� k0 and m� k1. This assumption is reasonable
since usually the size of the filter is much larger than the
number of hash functions used. In this case, using the
expansion in Eq. (13), we can rewrite b0 � k0 and b1 � k1.
Accordingly, the simplified probability of a false positive
using these assumptions is

fp � pk0ð1� pÞk1 : ð16Þ

Fig. 5 shows the false-positive probability of a GBF fp as
a function of (1 � p), according to Eq. (16) and our simula-
tion results. The probability (1 � p) can also be seen as the
fraction of bits in 1 after inserting n elements. In Fig. 5(a),
we see that the false-positive probability of the standard
Bloom filter increases with (1 � p), which is in accordance
with Eq. (2). A clear tradeoff between the distribution of
bits and the false-positive probability is noticed in the
curves representing the GBF. This tradeoff is explained by
observing that, on average, k0 bits reset and k1 bits set
are required to cause a false positive. If, however, (1 � p)
is low, it is easy to find a bit in 0, but hard to find a bit
in 1. On the other hand, if (1 � p) is high, it is easy to find
a bit in 1 and difficult to find a bit in 0. In Fig. 5(b), we see a
similar behavior. We see that when k1 = 0, we have the
analog of the standard Bloom filter, with only functions
that reset bits. For this filter, the false-positive probability
increases with the fraction of bits in 0. The other curves
represent the analogs of the GBFs of Fig. 5(a).

Fig. 6 depicts the case where we have the same number
of hash functions that set and reset bits. We see from this
figure that increasing both k0 and k1 always decreases the
false-positive probability. This behavior is expected since,
when more hash functions are used, more bits need to be
found either in 0 or in 1 to yield a false positive. In addition,
we see that the maximum false-positive probability de-
creases exponentially with k. As we explain next, the max-
imum false-positive probability decays with rate 1=2k0þk1 ,
for the case where k0 = k1. It is interesting to note that,
while 1/2k is the minimum false-positive rate for the stan-
dard Bloom filter, 1=2k0þk1 is the maximum false-positive
rate for the GBF, when k0 = k1.

By differentiating Eq. (16) with respect to p, we get

@fp

@p
¼ k0pk0�1ð1� pÞk1 � k1pk0ð1� pÞk1�1

: ð17Þ

Assuming that p is neither 0 nor 1, it is easy to verify that
the maximum false-positive probability of a GBF is reached
when

p ¼ k0

k0 þ k1
: ð18Þ

The upper bound on the false-positive probability Fp is
determined by substituting Eq. (18) back into Eq. (16),
and it is given by the expression

Fp ¼
k0

k0 þ k1

� �k0 k1

k0 þ k1

� �k1

: ð19Þ

As seen in Section 2, the false-positive probability of the
standard Bloom filter always increases with the number of
inserted elements. This behavior is expected since, as more
elements are inserted, more bits of the filter are set. Even-
tually, the filter becomes saturated with ones, leading to a
false-positive probability of 100%. We can confirm this in
Eq. (19) if we let k0 = 0. In this case, the maximum false-
positive probability of the standard Bloom filter is 100%
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Fig. 5. False-positive probability of a GBF as a function of the fraction of bits set for (a) k1 = 1 and (b) k0 = 1.
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for any value of k1. The key idea of the Generalized Bloom
Filter (GBF) is to use both hash functions that set and hash
functions that reset bits in the filter. As a consequence, sat-
uration does not occur anymore, and the false-positive
probability is now upper-bounded. Furthermore, this
upper bound is exclusively determined by the number of
hash functions employed, k0 and k1. As an example, when
using as few hash functions as k0 = k1 = 2, we have an
upper bound of only 6.3% on the false-positive probability.
If we increase the number of hash functions from 2 to
k0 = k1 = 3 and k0 = k1 = 4, this bound drops to 1.6% and
0.4%, respectively. This bound can be further reduced if a
larger number of hash functions is used.

Two interesting properties of the GBF should be empha-
sized for clarity:

� The bound Fp in Eq. (19) only depends on the number of
hash functions used, k0 and k1. It does not depend on
the filter size m or the number of elements n to be
inserted, which means that the GBF allows an unlimited
number of insertions without compromising Fp. It can
also be shown that Fp decreases as either k0 or k1

increases.
� The value of Fp in Eq. (19) is an upper bound on the
false-positive probability of the GBF. Therefore, it
should not be confused with the average false-positive
probability fp in Eq. (8), which by definition is always
lower than or equal to Fp. On the other hand, the upper
bound on the false-positive probability of the standard
Bloom filter is always 100%, regardless of the filter
parameters, and it cannot be reduced. Tuning the
parameters of the standard Bloom filter only affects
the average false-positive probability fp.

4.2. Upper-bounding the false-negative probability

As shown in Section 4.1, when using hash functions that
reset bits in the filter, an upper bound is imposed on the
false-positive probability. The tradeoff cost is the introduc-
tion of false negatives in membership queries. A false neg-
ative implies not detecting an actually inserted element.

In Fig. 7(a) we show the false-negative probability for
each element (n � i), for 0 6 i 6 n � 1, according to Eq.
(11) and our simulation results, using k1 = 1, n = 10, and
m/n = 128. Element 1 represents the first element inserted
into the filter and element 10 is the last. We notice that the
false-negative probability always equals zero for the
standard Bloom filter, as expected. Since the original
Bloom filter does not use hash functions to reset bits, it is
impossible to have false negatives. For the GBF, however,
we see that elements inserted first have higher false-nega-
tive probabilities. This behavior occurs because an element
inserted earlier has a higher number of insertions ahead
and, as a consequence, the probability of an inversion of
its bit markings is higher. Another important observation
is that the false-negative probability increases with k0. It
happens because the more functions we use, the higher
the probability of a bit inversion by a subsequent element.
The result is approximately the same if k0 is fixed and k1

increases instead, as shown in Fig. 7(b). The figures look
very similar because the false-negative probability is
approximately symmetric regarding k0 and k1, according
to Eqs. (9)–(11). This result becomes more evident in the
simplified versions of these equations — Eqs. (22)–(24) —
explained later in this section.
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Fig. 7. False-negative probability of each element inserted into a GBF, for (a) k1 = 1, n = 10, m/n = 128 and (b) k0 = 1, n = 10, m/n = 128.
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Fig. 8 depicts the behavior of the GBF when we dramat-
ically increase the number of hash functions k = k0 = k1.
Clearly, the false-negative probability of the first elements
increases significantly. It happens because, with more hash
functions, it is more likely that the bit markings of the first
elements will be inverted by the last elements. From this
and the previous figures, we can think of the GBF as a
memory buffer where the first inserted elements are more
likely to be ‘‘forgotten’’ or overwritten by the last ones. This
effect depends not only on the number of hash functions
used, k0 and k1, but also on the relative size of the filter
m/n. For instance, a larger filter implies a larger output
range for the hash functions, and hence the probability of
one element overwriting the bits of previous elements
decreases.

From Figs. 6 and 8, we see that the number of hash
functions used in the GBF has a dual effect. On one hand,
increasing the number of hash functions reduces the
false-positive probability, as shown in Section 4.1. On the
other hand, it increases the false-negative probability. We
return to this dual effect in Section 5. In the following para-
graphs, we derive an upper bound on the false-negative
probability that depends only on k0, k1, and m/n.

According to Fig. 7, the false-negative probability of an
element is lower if we have less elements inserted after
it. In fact, this behavior is always true, and it is analytically
proven if we observe Eq. (9) closely, as in

p00ðn� iÞ ¼ ð1� q0 � q1Þ
i þ q0

q0 þ q1
½1� ð1� q0 � q1Þ

i�

¼ q0

q0 þ q1
þ q1

q0 þ q1
ð1� q0 � q1Þ

i
: ð20Þ

For two elements x and y with x inserted before y, we have
p00(x) 6 p00(y). A similar result could be derived to show
that p11(x) 6 p11(y). From Eq. (11), it is easy to check then
that fn(x) P fn(y) is always true. The fn(x) = fn(y) equality
only holds for the standard Bloom filter, when the false-
negative probability is zero, regardless of the insertion
order.

We now derive an upper bound on the false-negative
probability of a GBF. Let fn(0) be the false-negative proba-
bility of an hypothetical element inserted prior to the n
elements of a given set. Following our previous result,
the inequality fn(0) P fn(1) P fn(2) P � � �P fn(n) always
holds. Accordingly, we define the upper bound as fn(0).
An advantage in doing so is that we represent the upper
bound on the false-negative probability as a function of
only the number of hash functions, k0 and k1, and the rel-
ative size of the filter, m/n, as we show now.

Assuming m� k0 and m� k1, we first observe that the
following approximation is reasonable

q0

q0 þ q1
� 1� e�k0=m

1� e�ðk0þk1Þ=m
¼

1� 1� k0
m þ � � �

� �
1� 1� k0þk1

m þ � � �
� � � k0

k0 þ k1
:

ð21Þ

As a result, we rewrite Eqs. (9) and (10) for the hypotheti-
cal element 0 as

p00ð0Þ � ð1� q0 � q1Þ
n þ k0

k0 þ k1
½1� ð1� q0 � q1Þ

n�

� e�ðk0þk1Þn=m þ k0

k0 þ k1
ð1� e�ðk0þk1Þn=mÞ; ð22Þ



1812 R.P. Laufer et al. / Computer Networks 55 (2011) 1804–1819
p11ð0Þ � ð1� q0 � q1Þ
n þ k1

k0 þ k1
½1� ð1� q0 � q1Þ

n�

� e�ðk0þk1Þn=m þ k1

k0 þ k1
ð1� e�ðk0þk1Þn=mÞ: ð23Þ

Substituting Eq. (22) and (23) back into Eq. (11), and
observing that b0 � k0 and b1 � k1, the upper bound on
the false-negative probability Fn is

Fn ¼ fnð0Þ � 1� p00ð0Þ
k0 p11ð0Þ

k1 : ð24Þ

As in the false-positive case, the upper bound Fn should not
be confused with the element false-negative probability
fn(n � i) in Eq. (11) or the average false-negative probabil-
ity fn in Eq. (12), which by definition are always lower than
Fn.

According to Eqs. (22)–(24), we can see that Fn does not
depend on the initial condition p0, and it is uniquely de-
fined by k0, k1, and the m/n ratio. Therefore, the system de-
signer may first arbitrate the upper bound on the GBF
false-positive probability Fp by defining both k0 and k1.
The desired upper bound on the false-negative probability
Fn is then achieved by adjusting the m/n ratio. Lower false-
negative probabilities, however, are achieved at the cost of
using more bits per element.

Fig. 9 depicts the upper bound on the GBF false-negative
probability as a function of the m/n ratio, according to Eq.
(22)–(24) and simulation results. From the figure we see
that increasing m/n leads to a lower false-negative proba-
bility. It occurs because by increasing the number of bits
per element we increase the output range of the hash func-
tions, thereby decreasing the probability of a bit overwrit-
ing. A very similar result is presented when k0 is fixed and
k1 changes (not shown).

According to the results mentioned so far, the GBF rep-
resents a set with limited false positives and limited false
negatives, regardless of the state of the bit array. For in-
stance, when using k0 = k1 = 2 and m/n = 128 bits per ele-
ment, the upper bound on the false-positive probability
Fp is 6.3% and the upper bound on the false-negative prob-
ability Fn is 6.0%. The average false-negative fn, however, is
only 3.0%. The average false-positive rate fp depends on the
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Fig. 9. Upper bound on the false-negative probability of a GBF as a
function of the number of bits per element m/n, for k1 = 1.
initial condition of the filter; for instance, assuming that
p0 = 0% and p0 = 25%, we have fp = 0.02% and fp = 3.7%,
respectively. If lower rates are desired, we could use
k0 = 2, k1 = 3, and m/n = 256 bits per element. In this case,
we have Fp = 3.5% and Fn = 4.6%. The average false-negative
rate fn is only 2.3%, and the average false-positive rate fp is
only 0.01% and 2.7%, assuming p0 = 0% and p0 = 25%,
respectively. The value of these parameters can be further
increased as long as we are willing to reduce the false-po-
sitive and false-negative probabilities. In Section 5, we
present a few tables showing these tradeoffs for different
parameters.
4.3. Interference of the initial condition

The false-positive probability is the only one that is af-
fected by the initial condition. However, in this section we
show that its interference is limited, and that the maxi-
mum false-positive rate one can achieve setting the initial
condition in a GBF is the upper bound Fp derived in Eq.
(19). False negatives are not affected by the initial condi-
tion of the filter.

Fig. 10 shows how the false-positive probability of a
GBF is affected by the initial fraction of bits set, (1 � p0),
according to Eq. (16) and simulation results. We observe
in Fig. 10(a) that the initial condition of the filter may be
adjusted to maximize the false-positive probability. By fix-
ing k0 and changing k1, an analogous result is achieved, as
seen in Fig. 10(b). By differentiating Eq. (16) with respect
to p0, we have

@fp

@p0
¼ k0pk0�1 @p

@p0
ð1� pÞk1 � k1pk0 ð1� pÞk1�1 @p

@p0
: ð25Þ

The maximum false-positive probability is reached when
the fraction of 0 bits is p = k0/(k0 + k1). We first rewrite
Eq. (7) using the approximation in Eq. (21) as

p ¼ p0ð1� q0 � q1Þ
n þ k0

k0 þ k1
½1� ð1� q0 � q1Þ

n�: ð26Þ

Considering only p0 as the variable, in order to have p in Eq.
(26) satisfying p = k0/(k0 + k1), we must have the initial
condition

p0 ¼
k0

k0 þ k1
: ð27Þ

Interestingly enough, the value of p0 that maximizes the
false-positive probability is the same as that in Eq. (18).
By substituting Eq. (27) back into Eq. (16), we obtain the
maximum false-positive probability achieved by initial-
condition tuning, which is precisely the upper bound Fp.

The false-positive probability is much less dependent
on the initial condition of the filter when a GBF is used in-
stead of a standard Bloom filter. Having all bits in 1 (i.e.,
p0 = 0%) is not the worst initial condition for the GBF, as
it is for the standard Bloom filter. In fact, all bits in 1 or
in 0 are the initial conditions that give the best results
for the false-positive probability. The worst initial condi-
tion for the GBF is when the initial condition is set as in
Eq. (27).
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Fig. 10. False-positive probability of a GBF as a function of the initial fraction of bits set, for (a) k1 = 2, m/n = 25 and (b) k0 = 2, m/n = 25.
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According to Eq. (26), if the GBF is initialized as stated in
Eq. (27), p remains constant independent of n. In addition,
the fraction p also remains constant when too many ele-
ments are inserted into the filter (i.e., n ?1). In both
cases, the constant value of p is the same as described in
Eq. (18), and it leads to the upper bound Fp. When a GBF
reaches the fraction of bits denoted in Eq. (18), we say it
reaches a steady state. Once in steady state, no matter
how many elements are inserted into the GBF, the fractions
of bits set and reset remain constant, and the false-positive
probability is Fp. Fig. 11 corroborates this result. In the fig-
ure, we observe the two ways for the GBF to reach the stea-
dy state. One can either set the initial condition of the filter
according to Eq. (27) or insert too many elements into the
filter. In both cases, the false-positive probability achieves
the upper bound Fp.

In summary, the GBF allows an infinite number of inser-
tions without increasing false positives, which are always
bounded by Fp at steady state. On the other hand, not every
inserted element is ‘‘remembered’’ by the GBF; some of
them are overwritten by newer elements and become false
negatives. However, the probability of one of the inserted
elements being a false negative is also bounded by Fn.
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5. Tuning false positives and false negatives

Depending on the application (e.g., IP traceback
[13,14]), it may be important to reduce the probability of
false negatives at the expense of a higher false-positive
rate. For other applications (e.g., P2P and data-centric rout-
ing [10–12]), the opposite can be true. As a result, it is
important to choose the appropriate number of hash func-
tions that provide the ideal tradeoff between false posi-
tives and false negatives.

According to our previous observations, increasing the
number of hash functions leads to a lower false-positive
probability. On the other hand, it also increases the false-
negative probability. For simplicity, we assume k = k0 = k1.
Therefore, as we increase k, we should see Fp decrease
and Fn increase. Fig. 12(a) depicts Fp and Fn as functions
of the number of hash functions, for different values of
m/n. As in our previous graphs, it includes simulation re-
sults as discrete points and analytical results as continuous
curves. We see that, for each m/n value, there is a fixed
number of hash functions that balances the upper bounds
on the false-positive and false-negative probabilities.

The above result can be further generalized if we re-
move the constraint k0 = k1. Fig. 12(b) depicts Fp and Fn,
for m/n = 256, as a function of k0 and k1. The two surfaces
represent the upper bounds on the false-positive and
false-negative probabilities for each (k0,k1) pair. As ex-
pected, we see that false positives decrease and the false
negatives increase as we increase either k0 or k1. The inter-
section of both surfaces is a curve constituted by the points
for which Fn = Fp. Depending on the application, however, it
might be worthy to use a different condition for tuning.

In order to give a better intuition on how we can trade
off the different parameters of the GBF, we show in the fol-
lowing tables a comparison between the standard Bloom
filter and the GBF with regard to the average false-positive
probability (fp), average false-negative probability (fn),
upper bound on the false-positive probability (Fp), and
upper bound on the false-negative probability (Fn) using
analytical results. The value of k0 should be ignored for
the results of the standard Bloom filter.
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In Table 1, we see how these metrics change with the
initial condition (p0) of the bit array. Note that this condi-
tion may not be under the control of the system designer
[13,14], but we show its impact here. We use
m = 65,536 bits and n = 256 elements for both filters, with
k = 2 for the standard Bloom filter and k0 = k1 = 2 for the
GBF. From the table we can see that fn = Fn = 0% and
Fp = 100% for the standard filter. This is always the case,
since the Bloom filter does not have an upper bound on
the false positives and does not have false negatives either.
However, we note that the GBF is more robust to the inter-
ference of the initial condition. As the fraction p0 of bits ini-
tially in 0 decreases, the false-positive rate of the standard
filter quickly increases, reaching 100% when the filter is
initially saturated. The best case for the Bloom filter is
clearly when p0 = 100%. On the other hand, for these spe-
cific values of k0 and k1, the false-positive rate of the GBF is
upper-bounded at 6.3%, and this bound is reached only
when p0 = k0/(k0 + k1) = 50%. Additionally, we see that fn,
Fp, and Fn do not depend on p0 and hence do not change.
Table 2 presents the same behavior, except that now we
have k1 = 3. Increasing the number of hash functions de-
creases the false positives, but it also slightly increases
false negatives, as we see in the following tables.

Table 3 shows the case where the number k1 of hash
functions increases (the behavior for k0 is similar and omit-
ted). We have p0 = 50%, m = 65,536 bits, and n = 256
Table 1
Comparison of error rates for the Bloom filter and the GBF for different
initial conditions (p0), for k0 = 2, k1 = 2, m = 65,536, and n = 256. The false-
positive probability of the standard Bloom filter increases with the
reduction of p0, whereas it remains small and bounded for the GBF.

Bloom filter Generalized Bloom Filter

p0

(%)
fp

(%)
fn

(%)
Fp

(%)
Fn

(%)
fp

(%)
fn

(%)
Fp

(%)
Fn

(%)

0 100.0 0 100 0 0.0 1.5 6.3 3.1
25 56.5 0 100 0 3.6 1.5 6.3 3.1
50 25.4 0 100 0 6.3 1.5 6.3 3.1
75 6.6 0 100 0 3.6 1.5 6.3 3.1

100 0.0 0 100 0 0.0 1.5 6.3 3.1
elements for both filters, with k0 = 2 for the GBF. For the
standard filter, increasing the number of hash functions
is beneficial until k = (m/n) ln 2, as showed in Section 2.
For the GBF, increasing the number of hash functions has
a dual effect. On one hand, it decreases false positives,
since we need to find more bits in either zero or one for
a match. On the other hand, it increases false negatives be-
cause there is a higher chance of a bit overwriting. We can
see this tradeoff both in the average false-positive and
false-negative rates (i.e., fp and fn) and in their respective
upper bounds (Fp and Fn). Table 4 shows the results for
the same scenario, except for a larger bit array of
m = 131,072 bits. Using a larger bit array reduces false neg-
atives (i.e., both fn and Fn), but it has little effect on fp and
absolutely no effect on Fp.

For a better analysis of the effect of the filter size on the
error rates, Table 5 shows the false-positive and false-neg-
ative rates as we increase m, the size of the bit array. We
can see that the false positives of both the standard filter
and the GBF are not very sensitive to a larger array, assum-
ing the fraction p0 of bits initially set remains the same.
The false negatives, however, have a significant reduction
for larger filter sizes, with roughly a 2� reduction for every
time we double the size of the bit array. Table 6 shows the
same scenario, except for changing the initial bit distribu-
tion to p0 = 100%, which is the best case for both the
Table 2
Comparison of error rates for the Bloom filter and the GBF for different
initial conditions (p0), for k0 = 2, k1 = 3, m = 65,536, and n = 256. Compared
to Table 1, increasing k1 from 2 to 3 decreases the false positives at the cost
of a slight increase in the false negatives.

Bloom filter Generalized Bloom Filter

p0

(%)
fp

(%)
fn

(%)
Fp

(%)
Fn

(%)
fp

(%)
fn

(%)
Fp

(%)
Fn

(%)

0 100.0 0 100 0 0.0 2.3 3.5 4.6
25 42.7 0 100 0 2.7 2.3 3.5 4.6
50 12.9 0 100 0 3.1 2.3 3.5 4.6
75 1.7 0 100 0 0.9 2.3 3.5 4.6

100 0.0 0 100 0 0.0 2.3 3.5 4.6



Table 3
Comparison of error rates for the Bloom filter and the GBF for a different
number of hash functions (k1), for p0 = 50%, k0 = 2, m = 65,536, and n = 256.
This table shows the dual effect of increasing the number of hash functions
for both false positives and false negatives in a GBF.

Bloom filter Generalized Bloom Filter

k1 fp

(%)
fn

(%)
Fp

(%)
Fn

(%)
fp

(%)
fn

(%)
Fp

(%)
Fn

(%)

1 50.2 0 100 0 12.6 0.8 14.8 1.6
2 25.4 0 100 0 6.3 1.5 6.3 3.1
3 12.9 0 100 0 3.1 2.3 3.5 4.6
4 6.7 0 100 0 1.6 3.0 2.2 6.0
5 3.4 0 100 0 0.8 3.8 1.5 7.5

Table 4
Comparison of error rates for the Bloom filter and the GBF for a different
numbers of hash functions (k1), for p0 = 50%, k0 = 2, m = 131,072, and
n = 256. Compared to Table 3, increasing m from 65,536 to 131,072 bits
reduces false negatives of the GBF, but has little effect on the false positives
of both the Bloom filter and the GBF.

Bloom filter Generalized Bloom Filter

k1 fp

(%)
fn

(%)
Fp

(%)
Fn

(%)
fp

(%)
fn

(%)
Fp

(%)
Fn

(%)

1 50.1 0 100 0 12.6 0.4 14.8 0.8
2 25.2 0 100 0 6.3 0.8 6.3 1.6
3 12.7 0 100 0 3.1 1.2 3.5 2.3
4 6.5 0 100 0 1.6 1.5 2.2 3.0
5 3.3 0 100 0 0.8 1.9 1.5 3.8

Table 5
Comparison of error rates for the Bloom filter and the GBF for different filter
sizes (m), for p0 = 25%, k0 = 2, k1 = 2, and n = 256. When p0 is constant, larger
filter sizes do not reduce false positives. However, the upper bound on the
false-negative probability of the GBF is significantly reduced.

Bloom filter Generalized Bloom Filter

m fp

(%)
fn

(%)
Fp

(%)
Fn

(%)
fp

(%)
fn

(%)
Fp

(%)
Fn

(%)

8192 58.5 0 100 0 4.1 11.3 6.3 21.5
16,384 57.4 0 100 0 3.8 5.9 6.3 11.6
32,768 56.8 0 100 0 3.7 3.0 6.3 6.0
65,536 56.5 0 100 0 3.6 1.5 6.3 3.1
131,072 56.4 0 100 0 3.6 0.8 6.3 1.6

Table 6
Comparison of error rates for the Bloom filter and the GBF for different filter
sizes (m), for p0 = 100%, k0 = 2, k1 = 2, and n = 256. Compared to Table 5,
increasing p0 from 25% to 100% significantly reduces false positives. False
negatives at the GBF remain the same as the values in the previous table,
since p0 does not affect false negatives.

Bloom filter Generalized Bloom Filter

m fp

(%)
fn

(%)
Fp

(%)
Fn

(%)
fp

(%)
fn

(%)
Fp

(%)
Fn

(%)

8192 0.4 0 100 0 0.3 11.3 6.3 21.5
16,384 0.1 0 100 0 0.1 5.9 6.3 11.6
32,768 0.0 0 100 0 0.0 3.0 6.3 6.0
65,536 0.0 0 100 0 0.0 1.5 6.3 3.1
131,072 0.0 0 100 0 0.0 0.8 6.3 1.6
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standard filter and the GBF when k0 = k1. False negatives
are not affected by the initial bit distribution p0.

Finally, Table 7 presents the best case for the standard
Bloom filter as we increase the filter size m (we omitted
the fn and Fn columns for the standard filter due to space
constraints). For each filter size, we use the optimal
k1 = (m/n) ln2 and the best initial condition p0 = 100%. We
see that, in optimal conditions, the Bloom filter presents
a low average false-positive rate (fp), which decreases fur-
ther as we increase the size of the bit array. The same
behavior is seen in fp of the GBF, which is even lower than
the rate of the standard filter. On the other hand, the GBF
has a high false-negative rate (fn) of 43% and an upper
bound (Fn) of roughly 70% due to the large k1. This large
number of hash functions is clearly not the optimal solu-
tion for the GBF, as seen in the previous tables, and it is
presented here just for completeness. Table 8 shows the
result for same parameters, with p0 = 1% (i.e., the filter is
almost saturated from the start). In this case, we can see
the high false-positive rates of the standard Bloom filter
(17–90%), even for the optimal k1. The GBF, on the other
hand, is much less vulnerable to the initial condition,
maintaining a low fp (0.07–1.5%), without changing its
upper bound Fp. As expected, false negatives do not change
with p0.

With this analysis, our intention was to provide a preli-
minary intuition on the behavior of the GBF as we change
its parameters. In short, the GBF behavior can be summa-
rized as follows:

� The GBF requires more storage space than the standard
Bloom filter. However, in the presence of attackers, its
main advantage is the higher offered security due to
the ability of limiting the false positives.
� Increasing either k0 or k1 always reduces false positives

at the cost of increasing false negatives. The proper bal-
ance between false positives and false negatives is
application-specific.
� Increasing the m/n ratio significantly reduces the false-

negative rates (i.e., fn and Fn) and slightly reduces false
positives (i.e., fp), while having absolutely no effect on
Fp. As a result, the system designer must first define
the maximum tolerated false-positive rate and properly
select k0 and k1 to reach this limit. The false-negative
rate is then reduced to an acceptable level by increasing
m/n.
� False positives are sensitive to the initial bit distribution

p0, specially in large bit arrays where the element inser-
tions do not change the bit distribution by much. The
false-positive rate, however, can never be higher than
Fp. False negatives are not affected by the choice of p0.

The most important property of the GBF is that we have
control of false positives and false negatives and, as long
as we are willing to trade space efficiency for a lower error
rate, we can get these rates as low as desired.
6. Related work

The Bloom filter was initially employed in an auto-
mated hyphenation application to reduce time-consuming



Table 7
Comparison of error rates for the Bloom filter and the GBF for different filter sizes (m), using the optimal k1 for the Bloom filter, for p0 = 100%, k0 = 1, and n = 256.
The GBF has a lower false-positive rate, but the large k1 causes the GBF to yield a high false-negative rate. This k1 is clearly not the best choice for the GBF.

Bloom filter Generalized Bloom Filter

m k1 fp fn Fp Fn fp fn Fp Fn

8192 22 2.1e�07 0.0e�0 1.0e�0 0.0e�0 7.9e�08 4.3e�1 1.6e�2 6.9e�1
16,384 44 4.4e�14 0.0e�0 1.0e�0 0.0e�0 1.7e�14 4.3e�1 8.3e�3 6.9e�1
32,768 89 2.0e�27 0.0e�0 1.0e�0 0.0e�0 7.2e�28 4.3e�1 4.1e�3 7.0e�1
65,536 177 3.8e�54 0.0e�0 1.0e�0 0.0e�0 1.4e�54 4.3e�1 2.1e�3 7.0e�1
131,072 355 1.5e�107 0.0e�0 1.0e�0 0.0e�0 5.4e�108 4.3e�1 1.0e�3 7.0e�1

Table 8
Comparison of error rates for the Bloom filter and the GBF for different filter sizes (m), using the optimal k1 for the Bloom filter, for p0 = 1%, k0 = 1, and n = 256.
Compared to Table 7, decreasing p0 from 100% to 1% significantly increases the false-positive rate of the standard filter, while false positives in the GBF still
remain within an acceptable range.

Bloom filter Generalized Bloom Filter

m k1 fp fn Fp Fn fp fn Fp Fn

8192 22 9.0e�1 0.0e�0 1.0e�0 0.0e�0 1.5e�2 4.3e�1 1.6e�2 6.9e�1
16,384 44 8.0e�1 0.0e�0 1.0e�0 0.0e�0 7.9e�3 4.3e�1 8.3e�3 6.9e�1
32,768 89 6.4e�1 0.0e�0 1.0e�0 0.0e�0 4.1e�3 4.3e�1 4.1e�3 7.0e�1
65,536 177 4.1e�1 0.0e�0 1.0e�0 0.0e�0 2.0e�3 4.3e�1 2.1e�3 7.0e�1
131,072 355 1.7e�1 0.0e�0 1.0e�0 0.0e�0 6.6e�4 4.3e�1 1.0e�3 7.0e�1
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dictionary word lookups [1]. Since most words can be
hyphenated by applying a few simple rules, the Bloom fil-
ter is used to represent only the words that require a dic-
tionary lookup. Each word is tested, and only those in the
filter are looked up in the dictionary; the rest are managed
with the simple hyphenation rules. False positives in this
case cause an unnecessary lookup for a word that can be
easily hyphenated. This presearch filtering algorithm was
also popular in other applications, such as differential-file
databases [18]. Spell checkers and password enforcers also
achieved significant space savings with Bloom filters
[15,19]. More recently, these filters have been widely em-
ployed in computer networks [4]. In this section, we focus
on the Bloom filter variants that also allow false negatives
in membership queries and on potential applications for
the GBF.
2 Note that our work [13,22] precedes the following Bloom filter variants,
and also that the RBF paper refers to our technical report.
6.1. Bloom filters and false negatives

Fan et al. [5] modified the standard Bloom filter to allow
not only element insertion but also element deletion. The
proposal is to use counters instead of a single bit in each
position of the filter array. Accordingly, counters are incre-
mented during element insertions and decremented dur-
ing deletions. This so-called Counting Bloom Filter is
suitable for dynamic sets, such as cache contents. The
tradeoff is that a larger number of bits is required for the
counters, and there is a small chance of false negatives,
which happen if a counter overflows. However, using 4-
bit counters reduces this probability to a negligible value
[5]. False negatives can also happen if false positives are
deleted from the filter. Guo et al. [20] provide a careful
analysis of the error rate for this case, usually ignored in
most papers.
Donnet et al. [21] introduce the Retouched Bloom Filter
(RBF).2 The key idea of the RBF is to also reset bits of the fil-
ter. In the RBF, elements are inserted the same way as in the
standard Bloom filter. After the insertions, a few bits which
were set during the insertions are chosen to be reset. To se-
lect these bits, the authors calculate the false-positive and
false-negative rates associated with each bit set. The bits
which cause high false-positive and low false-negative rates
are then reset. Like the GBF, the RBF also allows interesting
tradeoffs between false positives and false negatives. The
key difference is that the RBF requires a priori knowledge
of the entire universe of elements for the calculation of the
false-positive and false-negative rates associated with each
bit. This computation can also be intensive, since it requires
testing the entire universe of elements to determine the bits
responsible for most false positives. In the GBF, each ele-
ment simply resets a few bits during the insertion. Another
key difference is that zeros in the RBF are used to remove
information from the filter, whereas zeros in the GBF may
actually represent inserted elements.

Bonomi et al. [23] propose to use Bloom filters to track
state machines. In its simplest form, the authors use b bits
instead of a single bit in each cell of the bit array to repre-
sent 2b � 1 possible states. The counters are first set to an
‘‘uninitialized’’ state. The machine identification is then
used as a key to the hash functions, and the indicated posi-
tions are set to the current state of the machine. When this
state changes, the cells corresponding to that machine in
the filter are set to the new state. If two machines happen
to share the same cell in the filter, the shared position
takes a ‘‘don’t know’’(DK) value to represent an undefined
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state, which is a variation of a false negative. This construc-
tion is similar to the GBF in the sense that a new element
can erase information of another previously inserted ele-
ment. For a simple comparison, the GBF would have to
support a DK state and, if a bit is overwritten, this bit
would take the DK value. False negatives can be reduced
if we allow DKs to be interpreted as a wildcard, at the cost
of increasing false positives. We propose a similar idea in
[14] for the GBF.

Deng and Rafiei [24] introduce the Stable Bloom Filter
(SBF) to detect duplicates in streaming data. Its main appli-
cation is a web crawler that uses a SBF to store the recently
visited pages and avoid revisiting them too often. The idea
of the SBF is to probabilistically erase old pages stored in
the filter in order to leave room for newer pages. Basically,
the SBF uses a counter per cell instead of a single bit. Every
time an element is inserted, its corresponding counters are
set to the maximum value and a few randomly selected
counters are decremented. During lookup, if all positions
indicated by the hash functions are larger than zero, the
element is assumed to be in the set. The SBF shares a few
properties with the GBF, such as the tradeoff between false
positives and false negatives, the convergence of p (i.e., the
fraction of bits in zero), and upper-bounded false positives.
The SBF is the closest variant to the GBF, and we believe
this is the case due to the similarity between the process
of increasing/decreasing counters in the SBF and the pro-
cess of setting/resetting bits in the GBF, which happens
for every element. The GBF, however, is simpler and easier
to analyze; we believe this to be a great virtue for practical
use.

6.2. Applications

We now describe a few applications for which the
Generalized Bloom Filter could be useful. Fan et al. [5]
propose that proxy servers maintain a Counting Bloom
Filter to keep track of the cached web pages. Periodically,
a standard Bloom filter representing the current cached
pages is advertised to neighbor servers to allow cache
sharing. If, however, a malicious server advertises a sat-
urated filter, queries will be incorrectly forwarded to this
server. Fake web pages can then be returned to the user,
causing serious privacy issues. A GBF could be used here
to limit the rate of false positives a given proxy server
can yield. In the case of a false negative, a page request,
which can be satisfied from a neighbor, is simply direc-
ted to the web server. As long as this probability is kept
low, false negatives are not an issue in distributed
caching.

Rhea and Kubiatowicz [11] introduce the Attenuated
Bloom Filters for data-centric routing. An attenuated fil-
ter of depth d is an array of d standard Bloom filters
where the ith filter keeps track of the documents reach-
able within i hops. The authors propose that nodes main-
tain an attenuated filter for each adjacent neighbor in
the overlay network. For that purpose, each node period-
ically broadcasts a Bloom filter representing the docu-
ments that it can reach. False positives are harmful
here because requests may be replicated towards wrong
routes or even cause routing loops. Guo et al. [25] realize
that false positives quickly increase in this scenario due
to the aggregation effect. That is, even if the individual
filters from each neighbor have a low false-positive rate,
the false positives of the broadcast aggregate filter may
be unacceptable. A malicious neighbor conducting an
all-one attack could also disrupt this mechanism by mak-
ing other nodes believe that it has the replicas of all
available documents. If a GBF is used instead, false
positives are upper-bounded, which avoids these
problems.

The GBF is also useful in IP traceback, where the idea is
to locate the source of a denial-of-service (DoS) attack. We
propose to embed a GBF in packets to record the IP ad-
dresses of the traversed routers [13]. The standard Bloom
filter cannot be used in this case, since the attacker can
easily saturate the filter before transmission to avoid
detection. We also propose an improved path reconstruc-
tion scheme where overwritten bits in the GBF can be iden-
tified and interpreted as wildcards during the path
reconstruction [14].

An interesting property of the GBF that we do not ex-
plore here is that it probabilistically deletes older ele-
ments while keeping the newer ones. This interesting
ability of discarding stale information can be explored
in multiple applications, such as duplicate detection
[24] or time-decaying aggregates in data streams [26],
time-sensitive web profiling [27], data management
[28], connection tracking [29], and dynamic set represen-
tation [30–32].

Other variations of Bloom filters have also been pro-
posed for different applications [16,33–35]. None of the
abovementioned variations, however, is concerned with
making the false-positive probability independent of the
number of bits set in the filter. We propose the General-
ized Bloom Filter (GBF) which has the key idea of reset-
ting bits of the filter during an element insertion. This
procedure decreases the false positives at the expense
of introducing false negatives in membership queries.
We use this feature for security purposes, making the
GBF robust to the state of the filter. We derive expres-
sions relating the false-positive probability and the
false-negative probability with the number of hash func-
tions and the relative size of the filter. We show that the
GBF imposes an upper bound on the false-positive prob-
ability and on the false-negative probability, which are
completely independent of the state of the filter. Hence,
our approach restricts the actions of malicious users on
distributed applications that transmit Bloom filters over
the network, and also allows trading off false positives
for false negatives.
7. Conclusion

In this paper we introduce and evaluate through analyt-
ical and simulation results our generalization of Bloom fil-
ters. The Generalized Bloom Filter (GBF) is motivated by
distributed applications that exchange Bloom filters over
the network. The standard Bloom filter is not secure in this
case since attackers may disrupt distributed applications
by sending filters with all bits set to one and causing a
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false-positive rate of 100% — a simple technique we define
as an all-one attack. Our goal is to provide a better set rep-
resentation with bounded error rates to secure these appli-
cations. The GBF has higher storage demands, but it is a
requirement when sharing information between untrusted
parties, such as the Internet.

The key idea of the proposed GBF is to reset bits of the
filter. To accomplish this function, the GBF uses k1 hash
functions that set bits, as well as k0 hash functions that re-
set bits on each element insertion. This procedure is pro-
ven to bound the false-positive probability at the expense
of introducing false negatives in membership queries. We
show, however, that both the false-positive and false-neg-
ative probabilities are upper-bounded in the GBF.

In conclusion, we believe that data structures that allow
false positives and false negatives to be traded off are use-
ful to fulfill different application requirements. In particu-
lar, we share the same line of thought as Bonomi et al. [23]
in stating that ‘‘the best tradeoff among the different types
of errors is highly application dependent, suggesting that
data structures that allow such tradeoffs are more
valuable.’’
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