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I. INTRODUCTION

The use of network virtualization in large-scale, real en-
vironments depends on the ability to adequately map virtual
network (VN) requests to physical resources, as well as to
protect VNs against security threats. Although related work
exists in the area of VN embedding [1]–[3], we were not
aware of previous investigations aimed at reconciling efficient
resource mapping and satisfaction of security requirements.

In this abstract, we briefly revisit a heuristic method we
recently proposed that is capable of embedding large VNs with
security support, in a time frame limited to the order of sec-
onds. Our method leverages simulated annealing to iteratively
search for possible VN mappings until a solution that meets
certain quality criteria is found. In contrast to our previously
developed ILP model [4], our novel heuristic approach features
precise modeling of overhead costs of security mechanisms,
and handles incoming VN requests in an online manner. The
interested reader may refer to [5] for details about the work.

II. PROPOSED SOLUTION

The proposed heuristic algorithm takes into account: the
topology of physical and virtual networks; the capacity of
physical routers and links, as well as the requirements of their
virtual counterparts; the required security level of each VN1;
processing and bandwidth costs of cryptographic algorithms;
and the position of previously embedded VNs.

The algorithm builds an initial solution by semi-randomly
placing virtual routers on physical routers. Virtual links are
mapped to paths created using the Dijkstra’s algorithm. The
initial solution is then evaluated by calculating the aggregated
bandwidth consumed by embedded VNs. Following this, the
iterative search for solutions is started, ending when a max-
imum number of iterations is reached or the evaluation of
the best found solution is better than a desired maximum. In
each iteration, a new solution is generated by moving a virtual
router to a different physical router, and recreating all links
associated with this router. At the end of the iterative process,
if the best found solution is feasible, the VN is embedded.

III. EVALUATION

A number of experiments were performed in order to
compare our novel heuristic algorithm with a new version of
our ILP model2. Figure 1 shows that the heuristic method is
able to find feasible mappings for environments using physical
networks with up to 500 routers while remaining in the order

1As in our previous publication, we consider three levels of security: end-
to-end cryptography, point-to-point cryptography, and non-overlapping VNs.

2Our previous ILP model was updated in order to consider precise costs of
security mechanisms and handle VN requests in an online manner.
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Fig. 1. Solution time in all per-
formed experiments.
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Fig. 2. Bandwidth overhead of dif-
ferent types of requests.

of seconds. In contrast, the ILP model does not scale to
physical networks with more than 100 routers. Figure 2, in
turn, shows the bandwidth overhead of embedded VNs with
different security requirements in one of the performed exper-
iments. Clear differences in generated overhead are observed
when certain security features are required, in particular when
comparing these to VNs that do not require security provisions.

IV. CONCLUSIONS

Through our experiments, we were able to conclude that
while the ILP model is better suited for smaller physical
infrastructures, the heuristic algorithm is capable of scaling
to larger substrate networks while still mapping VN requests
in a timely manner. Further, the difference in overhead values
of different types of VN requests highlights the importance
of considering the impact of security mechanisms in terms of
resource consumption in the VN embedding process. Failing
to adequately consider this impact may lead to underprovi-
sioning of resources, potentially causing performance issues
on embedded VNs.
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