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Abstract

Federated learning (FL) is a distributed approach to train machine learning models without disclosing private
data from participating clients to a central server. Nevertheless, FL training struggles to converge when clients
have distinct data distributions, which leads to an increased training time and model prediction error. We propose
ATHENA-FL, a federated learning system that considers clients with heterogeneous data distributions to generate
accurate models in fewer training epochs than state-of-the-art approaches. ATHENA-FL reduces communication
costs, providing an additional positive aspect for resource-constrained scenarios. ATHENA-FL mitigates data
heterogeneity by introducing a preliminary step before training that clusters clients with similar data distribution. To
handle that, we use the weights of a locally trained neural network used as a probe. The proposed system also uses
the one-versus-all model to train one binary detector for each class in the cluster. Thus, clients can compose complex
models combining multiple detectors. These detectors are shared with all participants through the system’s database.
We evaluate the clustering procedure using different layers from the neural network and verify that the last layer is
sufficient to cluster the clients efficiently. The experiments show that using the last layer as input for the clustering
algorithm transmits 99.68% fewer bytes to generate clusters compared to using all the neural network weights.
Finally, our results show that ATHENA-FL correctly identifies samples, achieving up to 10.9% higher accuracy
than traditional training. Furthermore, ATHENA-FL achieves lower training communication costs compared with
MobileNet architecture, reducing the number of transmitted bytes between 25% and 97% across evaluated scenarios.

Keywords: federated learning, non-IID data, privacy-preserving Al.

1 Introduction

Machine learning enables task automation by creating mod-
els that identify patterns in datasets to predict or classify fu-
ture data. In traditional machine learning systems, model
training requires client-data collection, which usually reveals
private or sensitive information from the user or collection
point Liu et al. [2021]. Also, the high data volume generated
by devices imposes a challenge to this practice of centralizing
information into a single point in the network. Therefore,
Federated Learning (FL) has emerged as a proposal for train-
ing machine learning models that preserve the privacy of
the user without sharing local data. Federated learning (FL),
proposed by Google McMabhan et al. [2017], has become
popular among researchers and industry due to the possibility
of training machine learning models while preserving users’
data privacy de Souza et al. [2020]; Djenouri et al. [2023]; Li
et al. [2023a]; Singh et al. [2022]. After the change in data
processing regulations in several countries, for instance, the
California Consumer Privacy Act (CCPA) in the USA and
the General Data Protection Regulations (GDPR) in Europe,
the importance of federated learning research and adoption
increased.

Training in federated learning replaces data sharing with

model parameter sharing. In Federated Averaging (FedAVQ),
the most widely used algorithm for model parameters’ aggre-
gation in FL, clients train the model locally for a few epochs
and send the result to the aggregation server, which com-
bines the individual trained models into a single global model.
Then, the aggregation server broadcasts the global model back
to the clients, which further improves it with fresh training
data. The aggregation server and clients repeat this process
until the global model converges or the training reaches the
amount of maximum global epochs. FedAVG is a specific
algorithm for FL models based on updating parameters via
the loss gradient vector and averaging the vectors sent by
the clients to update the global model. Thus, clients’ train-
ing samples remain stored locally, preserving data and user
privacy. Nevertheless, another problem persists when de-
ploying FL on a large scale: clients have heterogeneous data
generated from non-independent and identically distributed
(non-1ID) distributions, leading to convergence difficulty and
suboptimal performance Zhao et al. [2018]. Therefore, a pro-
posal that reduces the effects of data heterogeneity during
model training and allows the generalization of the classifier
to samples originating from other data distributions becomes
necessary. Clustering clients by data similarity allows models
to be trained on IID data and quickly converge with high final
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classification performance Ouyang et al. [2021].

Zhu et al. [2021] propose using one-versus-all classifica-
tion scheme to mitigate the impact of heterogeneous data in
training federated learning models. Their Federated OvA (Fe-
dOVA) algorithm uses models for binary classification and
selects clients having samples of the target class to perform
the training. Nevertheless, their proposal lacks a study on
the impact of the model creation and an adequate protocol
for detector training. ATHENA-FL groups clients according
to data distributions, before training the OvA model, thus
reducing detector training time.

This paper proposes ATHENA-FL (Avoiding Statistical
Heterogeinety with One-versus-All in Federated Learning),
a system that uses model training with the one-versus-all
(OvA)! technique to enable model sharing between groups.
ATHENA-FL reduces statistical heterogeneity by grouping
clients by data similarity. The one-versus-all model uses
independently-trained binary classifiers which estimate the
probability that a sample belongs to the class identified by a
detector. After training, the detectors are combined for sample
classification. Each detector estimates the probability that the
sample belongs to its class, and the classifier labels the sample
from the detector that generates the highest probability. Thus,
the one-versus-all method is used for efficient model sharing
between groups to create a generic model for classifying data
from different groups. In addition, the system groups clients
according to their data distributions so the detectors converge
quicker with high classification performance.

We evaluate the accuracy evolution of the detectors and
compare the classification performance and communication
requirements for training the models. The accuracy of the
models depends on the diversity of the samples used for
training the detectors, with the accuracy of the one-versus-
all model up to 10.9% higher than the MobileNet architec-
ture Howard et al. [2017]. At the same time, the amount of
bytes transmitted over all training epochs is reduced by up to
97.37% using the one-versus-all model instead of MobileNet.
Thus, the system provides an effective way to train FL models
even in scenarios with heterogeneous distributions.

We summarize the contributions of this paper as follows:

* We propose a system that clusters federated learning
clients to reduce data heterogeneity. Each cluster trains
its models to detect specific classes.

* We generalize the models trained in each cluster by
executing the One-versus-All classification approach.
The clusters share the models to create an ensemble
capable of classifying samples among different clusters.

* We evaluate the communication requirements of our
proposal. The results show that we can reduce the com-
munication requirements in two ways. First, using only
the final layer to cluster the clients, which reduces the
communication in the cluster assignment phase. Second,
training shallow neural networks as the OvA detectors.
These models converge faster, thus, they are capable of
reduce the total transmitted bytes compared with deeper
neural networks, maintaining almost the same accuracy
level in different datasets.

! Available at https://github.com/GTA-UFRJ/ATHENA-FL
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This paper is organized as follows. Section 2 presents ba-
sic concepts about the Federated Learning scenario and the
One-versus-All model. Section 3 reviews the state-of-the-art
proposals to increase the classification performance of feder-
ated learning systems and reduce the impacts caused by data
heterogeneity. Section 4 describes the proposed ATHENA-
FL system. Section 5 presents the development of a prototype
of ATHENA-FL and the analysis of the obtained results. Fi-
nally, Section 6 concludes this work and discusses future
research directions.

2 Federated Learning Concepts

Figure 1 exhibits the execution diagram of the proposal
presented by Google. First, the aggregation server randomly
selects a set of clients that will participate in epoch n. In
the example in Figure 1 clients 1 and 4 are selected. In this
step, the clients calculate the new model state for epoch n — 1
using local data. The computed models are transferred to
the aggregation server, which aggregates into the epoch n
global model. Among the existing aggregation algorithms,
the most popular is the Federated Average (FedAVG), which
calculates the weights’ average in each model layer to perform
the model update. Federated learning average is formulated
as an optimization problem in which we search for an optimal
solution that minimizes the loss function by adjusting the w
model’s parameter over the parameter space V¢ as formulated
in Equation 1. After aggregation, the global model for epoch
n is generated and the aggregation server shares it with all
clients. The process runs until one of the stopping conditions
is met, such as the maximum number of epochs, classification
performance, or convergence of classification metrics:

N
min (f(w) = anFn<w)>. ©)
n=1

In the formulation above, N is the number of clients in the
system and p,, is the neural network weights of the n-th
client, a.k.a model’s parameter, p,, < 1and > p, = L
In FedAVG, p, = s,/s, where s, is the size of the n-
th client dataset and s is the number of samples among all
clients. F),(w) is the local objective function for the client n.
Fo(w) = 3= 3, fi(w). The function f;(w) is related to
I(x;, yi; w), the loss function for the prediction (z;, y;) with
model parameter’s w. FL algorithms’ convergence condi-
tions depend on feature distribution among clients and data
distribution. Hence, we define the classification of federated
learning according to the feature distribution and discuss how
the data can be distributed in the system.

2.1 Feature Distribution

Federated learning has three classifications according to the
features that each client has Yang et al. [2019]: Horizontal,
vertical, or federated transfer learning.

Horizontal federated learning: In horizontal federated
learning, clients have the same feature space and learning task,
however, clients’ samples are different. Horizontal learn-
ing has difficulty establishing previously which features the
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Table 1. List of acronyms used.

ATHENA-FL | Avoiding sTatistical HEterogeiNety with one-versus-All in Federated Learning
CCPA California Consumer Privacy Act
CEFL Communication-Efficient Federated Learning
CFL Clustered Federated Learning
CIFAR Canadian Institute For Advanced Research
DBSCAN Density-Based Spatial Clustering of Applications with Noise
DCS Decomposed Cosine Similarity
FedAVG Federated Averaging
FedOVA Federated OVvA
FedTP Federated learning by Transformer Personalization
FL Federated Learning
FLEE Federated Learning Early Exit of inference
FlexCFL Flexible Clustered Federated Learning
FMNIST Fashion MNIST
GDPR General Data Protection Regulations
Hier-SFL Hierarchical Split Federated Learning
IFCA Iterative Federated Clustering Algorithm
11D Independent and Identically Distributed
LDA Label-based Dirichlet Partition
MNIST Modified National Institute of Standards and Technology
OPTICS Ordering Points to Identify the Clustering Structure
OvA One-\textit{versus}-All
RAM Random Access Memory
StoCFL Stochastic Clustered Federated Learning
TDT Total Data Transmitted
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Figure 1. Federated learning architecture with four clients. Round n starts with the aggregation server randomly selecting some clients. Selected clients use
their datasets to enhance the global model for epoch n — 1 and build the local model for epoch n. Each client communicates with the aggregation server
independently, and their datasets remain on their devices throughout the training process. The aggregation server receives local updates from clients and
aggregates the responses to the global model, generating the global model for round n. Finally, the global model for round n is sent to clients. The process is
repeated until a stopping condition is reached, such as model convergence or the maximum number of global epochs.

clients should collect and use in model training. However,
the training and aggregation process is simple, as all clients
use identical input sizes.

Vertical federated learning: Another form of federated
learning is vertical, which assumes a scenario in which clients
have non-intersecting feature distributions. This is the most
challenging type of learning, as clients collect data that can
vary in dimension, making the global model creation process
more complex. However, there is no need to communicate
which features are extracted, so clients have a more robust

privacy model.

Transfer federated learning: This classification assumes
that the participants have some similarities in the learning
task. Thus, it is possible to train a model a few epochs in a
dataset and afterward, execute a fine-tuning in neural network
weights with the final learning task to improve the model
performance.



ATHENA-FL: Avoiding Statistical Heterogeneity with One-versus-All in Federated Learning

2.2 Data Distribution

In this section, we discuss sources of non-IID data distri-
butions. Ma et al. [2022] identify five scenarios where data
are heterogeneous among clients: Feature distribution skew,
label distribution skew, vertical federated learning, label in-
consistency, and quantity skew, which we consider in this
work. Below are the details and characteristics of each one:

Feature distribution skew: When a client collects data,
it can be specific rather than general. Therefore, the features
might significantly differ from one user to another. The data
can be related to geographical locations, such as temperature
data, or even to user personality, such as vocabulary and
handwriting traces.

Label distribution skew: Datasets that have imbalance
classes have this type of heterogeneity. For instance, client 1
has 80% samples of class 1 while the other 20% are samples
of the remaining classes, and client 2 has the opposite data
behavior, 20% samples are from class 1 and the 80% are
distributed among the remaining classes. Our experiments
consider specifically this type of heterogeneity.

Vertical federated learning: This learning scenario is
inherently Non-IID since clients have different feature space
distributions.

Label inconsistency: Clients may disagree with sample
labels. This can occur because the parties disagree on which
class a sample belongs to, or the labeling processing lacks
a well-defined protocol to assign classes to samples. For
example, categorical features such as “good”, “regular”, and
“bad” might subjectively change according to the professional
responsible for defining a sample class.

Quantity skew: In this scenario, clients significantly differ
in the dataset size. For instance, client 1 has |s;| = 2,000
while client 2 has |s3| = 500, 000. The difference between
quantity skew and label distribution skew is that in quantity
skew sample might originate from the same distribution but
with different sample sizes among the clients.

2.3  One-versus-All Model

This model comprises a generic classifier, an ensemble
of several specialized classifiers. Each classifier is trained
to detect just a single class. The specialized classifiers are
binary classifiers that return how similar the sample is in
comparison to the samples of its class. Thus, they are also
named as detectors. An advantage of this approach is the
model’s size since the binary classifier can be implemented
as a shallow neural network. Since they are binary classifiers,
they tend to converge faster in fewer epochs than a deeper
neural network. Therefore, we can reduce the communication
resource requirements using this approach. Equation 2 shows
the classification process of a sample x:

Copa(x) = argmax ri(x). 2
i€[1,R]

The model comprises several detectors g, which classify the
sample x and return the probability that the sample belongs
to the class k. The classifier C,,,, assigns to the sample the
label that has the highest probability among all detectors.
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The model must execute a pre-process to train the detectors.
This pre-processing consists of transforming the original sam-
ples’ labels into binary labels. Thus, the detector’s training
needs an auxiliary function to binarize the labels according to
the current detector. The binarization function is defined as:

B(k) = 1i(sn), 3)

neG

if the i-th label belongs to the k-th class, the function returns
1 and zero otherwise. Each detector can be trained separately.

We highlight two advantages of using this approach. First,
detectors are smaller, hence the time between training epochs
is reduced compared to deeper neural networks. Secondly, the
one-versus-all model can identify the classes from present on
other clusters easily, since we merely combine the detectors
from the system’s detectors database.

3 Related Work

One of the most relevant challenges regarding federated
learning is increasing the final model performance while re-
ducing the total training time. Although hyperparameter opti-
mization is a promising alternative Neto et al. [2022], client
selection Fu et al. [2022] or local model personalization Tan
et al. [2022] could also achieve faster convergence. While
the initial federated learning proposal considers a uniform
distribution for the probability that a client participates in
training McMahan et al. [2017], client selection modifies this
likelihood function to reflect the client’s ability to signifi-
cantly contribute to model training in a global epoch. On
the other hand, model personalization locally adjusts mod-
els after the overall training has reached a predefined per-
formance threshold. In this way, client selection increases
global model performance, while personalization increases
local performance. Another strategy of model personalization
is clustered FL, where the idea is to divide clients into clusters
to train models with similar data and achieve higher accuracy.

3.1 Selecting Clients for Efficient Training

Luo et al. [2022] and Lai et al. [2021] propose client selec-
tion schemes that optimize model convergence speed in feder-
ated learning environments. Selecting clients based solely on
data representativeness decreases the total number of epochs
for model convergence. Nevertheless, clients that have more
relevant data for the problem might have a longer training
time for each epoch, according to the amount of data and char-
acteristics of the hardware used. On the one hand, increasing
the time between epochs implies a higher overall delay, as
federated learning environments are generally synchronous
and wait for all clients to respond or time out. On the other
hand, selecting clients with higher computational power to
reduce the time between epochs may incur more epochs for
convergence if the selected clients have statistically insignifi-
cant data for the learning task. There is a trade-off between
the number of epochs for model training and the total time for
each epoch. Thus, the authors simultaneously consider the
devices’ characteristics and their data distribution relevance
to reduce the convergence time of the global model. While
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Luo et al. propose a non-convex function regarding the ex-
pected number of epochs based on clients’ previous updates,
Lai et al. avoids the linear programming, creating a selection
function that evaluates clients’ training losses.

Wang et al. [2020a] propose to apply reinforcement learn-
ing for client selection. The reinforcement learning agent is
tuned to select the best clients for each training epoch and
provide the best subset of clients given the current global
model state. The system estimates clients’ statistical rele-
vance through the loss gradient vector sent to the aggregation
server. This procedure maintains the privacy of the client’s
data. Fu et al. [2022] present a survey of client selection
systems and frameworks in federated learning. Their paper
presents the state-of-the-art in client selection and compares
their main differences, demonstrating that client selection has
great potential to produce more accurate models in federated
learning with less training time.

FedProx is a framework to reduce the effects of statistical
and system heterogeneity Li et al. [2020]. The difference
between FedProx and FedAVG is the flexible amount of
work the clients perform. While FedAVG distributes an equal
amount of work to all clients, FedProx considers individual
hardware constraints to assign work to clients proportionally.
Also, the authors propose inserting a regularization term on
the local objective function to minimize the impact of non-1ID
data in the federated network.

Nishio and Yonetani [2019] propose a protocol for client
selection in federated learning in which clients with higher
processing capabilities and lower communication latency are
prioritized in the presented selection scheme. Liu ez al. [2020]
propose a hierarchical architecture for federated learning,
which performs local aggregations on clients, partial aggrega-
tion at the network edges, and global convergence in the cloud.
Processing data at the edge decreases communication latency,
but the restricted number of devices can make it difficult for
the global model to converge. Cloud processing, however,
can access more devices and capture more data variance at the
cost of higher communication latency. Thus, the authors ap-
ply federated training on levels: client-edge and edge-cloud.
Clients maintain low latency for communication with the
edge, and the cloud can access the models generated at the
edges. Hierarchical Split Federated Learning (Hier-SFL) Qin
et al. [2023] is an FL framework that divides the neural net-
work into three different levels, client-edge-cloud, to train the
model. Thus, each one of the neural network parts has an as-
sociated loss function, which is adjusted separately. Hier-SFL
objective is to reduce the communication overhead during
the training. However, the distribution of data generated by
clients is not considered, which can affect the performance
of models in scenarios with non-IID distributions.

Rai et al. [2022] propose the irrelevance sampling metric
for client selection to improve the final accuracy of federated
learning models in IID and non-1ID scenarios. The objective
is to select clients considering the quality and quantity of
their samples. Each client computes its irrelevance sampling
metric and sends it to the server. The server then clusters the
clients according to the informed value in the following three
clusters: positive, negative, and zero. Finally, the proposed
methodology randomly selects the clients of each cluster to
achieve faster model convergence.
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Fraboni et al. [2021] propose a clustering sampling method
for client selection. The authors provide two approaches for
clustering clients: client sample size and model similarity.
Nevertheless, the first approach highly depends on the clients’
informing their exact sample size to the aggregation server for
cluster definition. Therefore, this approach is susceptible to
clients’ malicious behaviors. On the other hand, the method
uses all model weights in the model similarity proposal, which
introduces communication overhead.

The selection of clients decreases the time to convergence
and increases the final accuracy of the model. The client
selection, however, is insufficient for practical purposes in
environments with heterogeneous data. Thus, an alternative
is model personalization, which fine-tunes clients” models
according to their local data and improves their final perfor-
mance.

3.2 Personalized Models in FL

FedTP (Federated learning by Transformer Personaliza-
tion) is a framework for reducing data heterogeneity by trans-
forming datasets and personalizing models Li et al. [2023b].
The objective of FedTP is to define the basis of a transfor-
mation. In this transformation, the client data is similar, and
they can personalize their models in some layers overcoming
the convergence problems. However, the proposal gener-
ates significant communication overhead, requiring a long
time to adjust the projection parameters and for the model to
converge.

FLEE (Federated Learning Early Exit of inference) Zhong
et al. [2022] is a hierarchical-federated learning framework
that splits the model into three different geolocations. The
model’s division between the cloud, edge, and end device
allows using the method of early exit inference from neural
networks. Furthermore, the hierarchical division of the train-
ing reduces the impact caused by non-IID data distributions
on the model convergence, as the authors assume that the data
have higher similarity according to the geographic distance
of the clients.

Ditto Li et al. [2021] is a framework for personalized feder-
ated learning. The authors separate the optimization problem
into two parts: global optimization and local optimization.
Global optimization considers the contribution of all clients
to the model, while local optimization regularizes the client’s
model according to the local data. Also, the authors provide
two definitions: robustness and fairness in federated learning
environments. Robustness expresses the model’s capacity
to achieve high accuracy even in heterogeneous data or data
poisoning attacks. Fairness represents how different clients’
performance is when using local test data. We use these
definitions to evaluate our proposal.

3.3 Clustered Federated Learning

Clustered federated learning is a subfield of model person-
alization in federated learning research. This subfield focuses
on creating strategies to arrange FL clients into groups, re-
ducing data heterogeneity. The proposals are mostly differ-
entiated by clustering strategy, metrics, and training.
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Table 2. Comparison of related works
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[ Work | Heterogeneity Reduction | Strategy Algorithm [ Strategy Input | Tterative | Hierarchy |
Ouyang et al. [2021] Client Clustering Periodic clustering All models’ weights YES 1
Wang et al. [2020a] Client Selection Reinforcement learning All Weights NO 0

Luo et al. [2022] Client Selection Optimization Users’ resources NO 0
Lai et al. [2021] Client Selection Client’s utility measurement Users’ resources NO 0
Li et al. [2020] Client Selection Model regularization Proximal term value NO 0
Nishio and Yonetani [2019] Client Selection Optimization Users’ resources YES 0
Liu et al. [2020] Hierarchical Training Geographical training Users’ Location NO 2
Qin et al. [2023] Hierarchical Training Hierarchical early-exit Transformed Data YES 2
Rai et al. [2022] Client Selection Irrelevance measurement Irrelevance Metric NO 0
Fraboni ef al. [2021] Client Selection Clustered sampling Sample size or similarity NO 0
Li et al. [2023b] Model Personalization Learn-to-personalize Local data NO 0
Zhong et al. [2022] Hierarchical Training Hierarchical early-exit Users’ Location NO 2
Li et al. [2021] Model Personalization Two-steps optimization All Weights YES 2
Dennis et al. [2021] Client Clustering Distributed clustering Users’ centroid NO 1
Zhu et al. [2021] Model Personalization One-versus-All Users’ response NO 0
Chu et al. [2022] Client Clustering Louvain method Euclidean distance NO 1
Zeng et al. [2023] Client Clustering Cosine similarity Users’ loss function NO 1

Ghosh et al. [2020] Client Clustering Iterative clustering Clients’ decision YES Multiple
Duan et al. [2022] Client Clustering DCS All Weights YES 1

Sattler et al. [2020] Client Clustering Recursive clustering Loss gradient vector YES Multiple
Our Client Clustering Generic clustering Last Layer Weights NO 1

CEFL (Communication-Efficient Federated Learning) is
an FL-based framework for medical-data model training Chu
et al. [2022]. The authors determine the similarity between
clients by calculating the Euclidean distance of the clients’
neural network weights. Based on similarity, the system clus-
ters clients using the Louvain method Blondel et al. [2008]. In
each group, the client with the highest sum of similarity is the
leader. The leader performs federated training of the model’s
first layers with leaders from other groups. The model’s final
layers are trained individually in each group.

StoCFL (Stochastic Clustered Federated Learning) Zeng
et al. [2023] is a federated learning framework that clusters
clients according to the cosine similarity. The proposal intro-
duces two models: the global model and the cluster model.
The global model maintains information from all clusters,
while clients only participate in model training inside the
cluster they are involved. Meanwhile, there is a high cost to
the system’s clients, who must simultaneously train the two
models.

IFCA (Iterative Federated Clustering Algorithm) Ghosh
et al. [2020] is a proposal for clustering clients to personal-
ize their models. In the proposal, clients are responsible for
choosing their clusters. In addition, the authors propose the
use of multi-task learning, which consists of sharing some
neural network weights for clients who have data distributions
with intersections but are in different clusters. Nevertheless,
the downside of delegating the process of identifying groups
to the clients is that the environment becomes susceptible to
malicious behavior and requires more computational costs
from the clients’ devices. Another disadvantage of this pro-
posal is to assume that the number of groups is known a
priori, which may be unfeasible and can either overestimate
or underestimate the number of existing clusters.

CFL Sattler et al. [2020] recursively partitions federated
learning clients into more homogeneous groups. This pro-
cedure mitigates the problems generated by non-IID distri-
butions. Partitioning occurs whenever the loss gradient vec-
tor exceeds a pre-established distance threshold. However,
clients’ recursive partition leads to computational overhead

on the aggregation server since it needs to run the procedure at
each global training epoch. ClusterF1 Ouyang et al. [2021] is
a framework for creating homogeneous clients’ clusters in fed-
erated learning environments. The authors propose clusters’
periodic verification to detect inefficient clients, aiming to
reduce the convergence time for the cluster model. However,
the proposal may present unnecessary high computational
overhead, as the authors foresee models’ periodic retraining.
Furthermore, CFL and ClusterFI proposals do not combine in-
formation from models of other clusters, which might reduce
the accuracy for clients with generic tasks.

FlexCFL Duan et al. [2022] is a framework that considers
clients’ data distribution time shifts. The grouping strategy
is static, which avoids rescheduling clients for each epoch
as Sattler et al. [2020] and Ghosh et al. [2020] do. Also,
the framework uses only a subset of clients to determine the
number of clusters in the system. The remaining clients are
clustered after the decision about the number of clusters. Be-
fore each round, the authors execute a strategy to detect if the
clients remain with the same distribution or if it has changed.
When the distance exceeds a predefined threshold the client
needs to perform the clustering step again. Nevertheless, the
proposal requires higher computational resources than our
proposal to detect the data shift.

de Souza et al. [2023a] propose a cluster federated learning
system in which each cluster trains a single model. Clients
use FedAVG to train the cluster model after the clustering
step. This approach increases the final model’s accuracy and
reduces the time to convergence. However, the proposal is
limited to specific tasks, like classifying data similar to the
cluster training data. Thus, clients only retain local cluster
knowledge. Our current work improves the system, providing
a way to combine the models generated in different clusters
through the One-versus-All model.

We propose ATHENA-FL, a federated learning system
based on clustering clients by data distribution similarity and
training neural network models through the One-versus-All
(OvA) approach. Initially, our proposal clusters clients us-
ing their neural network weights as input for the clustering
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algorithm. Like other CFL proposals, the clustering process
increases the accuracy and reduces the training time of the
models of each cluster, as it makes the training data more
homogeneous. Unlike previous proposals, each group trains
multiple models, which are detectors of the classes present
in the clients’ datasets. At the end of training the models of
each group, it is possible to combine them to detect the class
of samples outside the cluster by using the OvA model. The
performance of ATHENA-FL is compared to FedAVG using
the MobileNet Howard et al. [2017] and MobileNetV2 San-
dler et al. [2018] architecture, lightweight deep neural net-
works for image classification. Furthermore, the experiments
compare the communication cost of the two approaches, cal-
culated through the number of bytes transmitted per client
during training. We show that there is a trade-off between the
number of existing classes and the accuracy of the one-versus-
all model when the clusters have few classes. More classes
in the system imply more detectors, which must be trained
with more diverse data for a better distinction between classes.
Thus, detectors trained with few classes present a lower per-
formance on out-of-group data, reducing the accuracy of the
OvVA model. This paper extends a Portuguese-written paper
previously published de Souza et al. [2023b] by executing new
experiments about the communication impact. We consider
the transmission time among epochs and how the number
of layers used to cluster impacts the system. Also, we show
that our proposal of using just the final layer significantly
reduces the input size to define clusters. Finally, we add an
experiment considering a distribution generated by the LDA
function, which is a more realistic form to generate non-I11D
data.

Table 2 summarizes the characteristics and comparisons of
all related works. We classify the works due to the strategy
to reduce heterogeneity, the algorithm used, the algorithm
input, whether the approach is iterative, and how many hi-
erarchical levels there are. The strategies to reduce training
heterogeneity are client selection, hierarchical training, model
personalization, or client clustering. Besides, there are multi-
ple algorithms used, which depend on different inputs. The
algorithm also determines if the strategy is iterative. Regard-
ing the clustering level, 0 means that the proposal uses a
single global model, and 1 the proposal has clusters where
each one has a cluster global model. Multiple or 2 clustering
levels mean that the cluster can be divided into one or more
sub-clusters.

4 The ATHENA-FL System

ATHENA-FL is a federated learning system for training
models ensuring data privacy. Our system relies on a set
of clients clustered according to data similarity. Client clus-
tering allows the training of machine learning models more
efficiently than the initial federated learning proposal McMa-
han et al. [2017] under non-IID data distributions, increasing
the final accuracy and reducing the total epochs for model
convergence. Nevertheless, clustering creates specific mod-
els, which usually can only classify samples generated from
the same cluster. Thus, we propose the adoption of the one-
versus-all (OvA) model to share models trained on different
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clusters and to create generic models. The OvA learning
model consists of training binary detectors for each data la-
bel. Each detector gives the probability that a sample belongs
to its class. Since they execute a binary classification, their
training process is easier and converges faster than a deep
neural network for multi-class classification. We combine
the detectors and take the one that provides the greatest prob-
ability to assign a sample predicted label. Figure 2 displays
the steps proposed for executing the system.

4.1 Problem Formulation

We assume a federated learning scenario with horizontal
data distribution that the clusters are formed homogeneously,
therefore, clients have similar samples of the same classes.
The group trains detectors for all existing classes in the client
datasets. In addition, the server together with the clients
uniquely identifies existing classification tasks and labels. In
this way, new classes can be incorporated into the system
without loss of generality in relation to existing models. Fur-
thermore, there are no equal labels for samples belonging to
different classes in the system before grouping. Therefore,
our non-IID tests are based on the label distribution skew
scenarios.

We cluster clients based on their data similarity to reduce
non-IID effects during the training. ATHENA-FL uses the
weights of the last layer as input for a clustering algorithm,
which assigns clients to one of the GG clusters.

ATHENA-FL uses one detector per class. Thus, instead of
minimizing a single objective function, our system minimizes
the classification error for each detector r; by adjusting the
parameter wy:

N
def
; = F 4
wr:g(/za (rk(wk) ngzlpkn En (wk)> ; 4)

where 71 (wy,) is the detector of the k-th class, py, is the
weight of the n-th client during the k-th detector’s training.
Finally, Fy, (wg) is the local objective for the n-th client to
the k-th detector.

4.2 Data Similarity-based Clients Clustering

Initially, the system arrange clients into clusters according
to the data similarity. This step produces clusters in which
the training data are independent and identically distributed.
IID datasets facilitate model convergence and increase final
classification performance Wang ef al. [2020b]. Nevertheless,
to maintain the privacy assumptions of Federated Learning,
ATHENA-FL indirectly obtains from clients’ data distribution
for client clustering. Thus, we use a test model, in which
clients execute a few training epochs with their local data. The
aggregation server uses these model weights as input for the
Density-Based Spatial Clustering of Applications with Noise
(DBSCAN) clustering algorithm to identify the different data
distributions and assign clients to their clusters.

Figure 2 shows the steps executed by ATHENA-FL. Firstly,
Steps 1 to 4 group clients according to data similarity. Ini-
tially, the system broadcasts a generic test model to all the
clients. Then, clients adjust the neural network’s weights,
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Figure 2. The ATHENA-FL execution scheme consists of 6 steps. Steps 1 to 3 mitigate the system’s statistical heterogeneity by clustering clients according
to the similarity of the data. In Step 4, clients train the models inside the cluster, while Step 5 shares detectors among other clusters. Finally, in Step 6, a client

can combine models from different clusters to create a generic OvA model.

which depend on the private data used. After training locally,
each client holds the same neural network structure, but with
different weights. The clients share neural network weights
with the aggregation server in Step 2. As the neural network
weights are correlated with the local data, users with similar
data have closer weight vectors than users with different data
distributions. Therefore, they are assigned to the same cluster
in Step 3. We use the DBSCAN Ester et al. [1996], to identify
the clusters as done in a previous work de Souza et al. [2023a].
Unlike detectors, the model used for testing is a deep model
for multiclass classification, as it is necessary to compare
data distributions across all clients at this step. The clustering
process ends with Step 4, which trains the detectors. New
clients, absent in the group creation stage, must request the
server to be allocated into a cluster by executing the previous
steps.

4.3 From Specific to Generic Models

Training starts with the selection and aggregation server
determining which detector will be trained federated into a
group. After defining the class of interest to be trained, the
server sends this information so that clients can pre-process
the labels. Thus, in Step 4 of Figure 2 the system trains
detectors for each class. Detector models are trained inde-
pendently, concerning models from different clusters and
detectors trained within each cluster. Thus, this step can be

parallelized to reduce the models’ training time. Each group
has a total of k detectors, which can vary according to the
group, and the system has R detectors in total.

The convergence time for each detector is reduced due to
the clients’ clustering that has approximately IID datasets.
However, the models generated in the group are specific and
detect only the existing classes that belong to the cluster.
Thus, after its convergence, each detector is made available
in the detector’s database of the system in Step 5 of Figure 2.
This allows clients from other groups to build one-versus-all
models with detectors generated in the whole system.

Step 6 allows the creation of a generic model, which uses
detectors trained in other clusters. After sharing models in
the ATHENA-FL’s detectors database, clients select the de-
tectors of interest to create the one-versus-all model, C,,,.
ATHENA-FL allows a parallel classification process, given
that, as detectors are independent of each other, each model
can simultaneously generate the sample’s probability of be-
longing to the detector’s class.

5 Development of the Prototype and
Experimental Results
We developed the ATHENA-FL prototype using the

Python v3.9.1 programming language with the Flower
v1.1.0 Beutel et al. [2020] framework for building the feder-
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ated learning environment and the Scikit-learn v1.0.2 library
for creating clustering models and the Keras v2.6.0 library
to create the deep learning models. The experiments were
executed on an Intel Xeon CPU E5-2650 2.00 GHz server
with 32 processing cores and 504 GB of RAM. We show
experimental results of the models’ evaluation, with the av-
erage accuracy obtained among all the clients and a 95%
confidence interval. We compare our proposal with FedAVG
because other approaches use different models or datasets.
Thus, FedAVG establishes a baseline comparison with the
state-of-the-art algorithms.

The federated learning scenario has 50 clients that train the
model during 5 local epochs for a total of 200 global epochs,
with a selection probability of 20%. The selection probability
is the percentage of clients selected within each cluster for
training global epoch. We use a batch size of 32 samples,
and the accuracy results are obtained from the selection of
all clients at the end of each global epoch. The clustering
algorithm is defined with the distance parameter d = 0.0279
and the minimum number of clients per group equal to 2.

The neural network architecture used in the one-versus-all
model was adapted from a dog and cat image identification
problem, establishing a simple model for binary classifica-
tion Sanguineti [2021]. Then, this neural network architecture
was adapted to be the basis of the detectors used in the one-
versus-all model due to its small size and its high capacity to
correctly identify samples.

The deep architectures used in classification tasks with mul-
tiple classes are MobileNet and MobileNetV2. MobileNetV2
was chosen because it is the architecture used in the clas-
sification example of the CIFAR-10 dataset in the Flower
framework and MobileNet because it has a shorter inference
time and it is shallower than MobileNetV2.

We evaluate the training and performance of models on
three image datasets: CIFAR-10 Krizhevsky ef al. [2014],
MNIST LeCun et al. [2010], and Fashion-MNIST (FM-
NIST) Xiao et al. [2017]. The CIFAR-10 dataset has 60,000
samples and a total of 10 classes representing objects or an-
imals. The images are colored with 3 matrix which repre-
sents RGB channels and have 32x32 pixels each. The second
dataset, MNIST, has 70,000 samples divided into 10 classes,
which represent handwritten decimal digits. FMNIST also
has 10 classes and 70,000 samples that represent different
fashion clothes, divided into 60,000 for training and 10,000
for testing. MNIST and FMNIST images are provided in
grayscale, originally 28x28 pixels. We process the datasets
to extend to 32x32 pixels to use the same neural network
architecture in all data. The datasets are equally balanced
among existing classes.

We conduct four evaluations: (i) we study the impact of
using different layers during the clustering step, (ii) we ver-
ify the detectors’ accuracy and compare it with a complex
model trained with FedAVG; (iii) we define the number of
epochs necessary for both models to converge, and finally,
(iv) we estimate the total amount of bytes transmitted dur-
ing the training process for the two alternatives. Evaluation
(1) is discussed in Section 5.1, then Section 5.2 presents the
discussion of evaluations (ii) and (iii), while the last one is
presented in Section 5.3.
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5.1 Test Model Size Evaluation
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Figure 3. Amount of bytes transmitted according to the number of neural-
network-layers used during the clustering process.

The goal of this experiment is to determine the amount of
information needed to classify the clients into clusters better.
We want to prove that using the last layer of the neural net-
work is sufficient to cluster the clients efficiently. Thus, we
execute two procedures to verify the impact on the communi-
cation of using the entire neural network. The first procedure
determines how many bytes we need to transmit as a function
of the number of layers used in the clustering. Secondly, we
evaluate the success rate according to the number of layers
used. The experiment determines the clustering efficiency
using the scenario 2 classes per client as a ground truth to the
KMeans number of expected clusters.

Figure 3 shows the results for the first procedure. We
observe that sharing all neural network weights is required
for each client 12.98 MB. Thus, it is essential to reduce the
amount of transmitted bytes for a scalable scenario. Then, we
evaluate different layers as the clustering input. To define a
layer, we use the non-IID scenario with 2 classes per client
as the ground truth for the KMeans clustering algorithm. Ex-
ecuting this procedure for each layer in the neural network,
we observe that the final layers have more correlation with
the data than the initial layers, since using the layers near
the output all clients are correctly assigned to the expected
clusters.

The evaluation also demonstrates that the last layer has
only 41.48 kB. Therefore, using the last layer as input for the
clustering algorithm reduces 99.68% of the transmitted bytes
to generate the clusters.

5.2 Accuracy Evaluation

We evaluate ATHENA-FL on IID and non-IID data distri-
butions. The non-IID data distributions are considered in two
scenarios, in the first one each client has samples of only two
classes of the dataset, and the second considers clients with
samples of five different classes.
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Figure 4. Evaluation detector’s accuracy when clients have IID data distributions.
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Figure 5. Models’ accuracy evaluation in the IID setting.
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Figure 6. Final models’ accuracy in federated learning with Non-IID distribution of 5 classes per client.

5.2.1 IID Data Scenario

The detectors quickly converge to a high accuracy value,
as shown in Figure 4(a), and the final performance of the one-
versus-all model for the CIFAR-10 dataset is (95.5 £ 0.3)%.
Meanwhile, the architecture MobileNetV2 has a final accu-
racy of (73 + 1)% and the MobileNet has (66 £ 2)%. In the
MNIST dataset, the performance is better, with (99.3+0.1)%
and (99.8 £ 0.1)% for MobileNet and ATHENA-FL, respec-
tively. However, MobileNetV2 is too complex for this data
and has an overfitting problem, leading to only (7.694+0.01)%
accuracy. Finally, the FMNIST shows that MobileNetV2
has the best performance in the IID setting, with (91 £ 1)%
against only (8 & 1)% for the MobileNet and (67.0 £ 0.5)%
for ATHENA-FL, as shown in Figure 5.

Thus, the experiment shows that under IID settings,
ATHENA-FL has competitive results, but in some scenarios,

the detectors might need to be well-adjusted to have a bet-
ter performance. The variation in performance between the
datasets is due to the difficulty of the problem presented by
each one. MNIST has simpler grayscale images, which are
simpler for classification. Therefore, the detectors have higher
accuracy and less variance in this dataset than in CIFAR-10,
which has color images with more elements. Finally, the
shapes of clothes in the FMNIST dataset are difficult to dis-
tinguish. Thus, we need more complex models to differentiate
them. This behavior is also observed in the other evaluated
scenarios.

5.2.2 Scenarios with Non-IID Data

Scenarios with non-IID data consider distributions of data
where clients own only a subset of the classes of the dataset.
In the first non-IID case, clients have samples from five dis-
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tinct classes. Figure 7 exhibits the accuracy evolution of
each classifier among training epochs and Figure 6 shows the
final performance of the one-versus-all model, MobileNet
and MobileNetV2. ATHENA-FL provides the best accuracy
results for all datasets in this setting, having with the CIFAR-
10 dataset 10% higher accuracy compared to the MobileNet,
which is the second-best model, and 10.9% higher accuracy in
the MNIST dataset. Thus, the experiment demonstrates that
ATHENA-FL has the potential to increase the classification
accuracy up to 10.9% under the Non-IID setting compared to
the MobileNet model trained purely with FedAVG.

The last scenario considers a Non-IID data distribution
with two classes per client. Figure 8 shows the evolution of
detectors accuracy among the training epochs for CIFAR-
10 and MNIST datasets, while Figure 9 demonstrates the
performance of the classifiers combined. The accuracy
of ATHENA-FL was (47 £+ 1)% for the MNIST dataset,
while the deep models achieved an accuracy of (40 £ 10)%
and (10 £ 5)% for MobileNet and MobileNetV2, respec-
tively. For the CIFAR-10 dataset, the observed accuracy is
(30 £ 3)% combining the detectors, while the MobileNet
and MobileNetV2 architectures have a final accuracy of
(20 + 10)% in this configuration. Lastly, MobileNet has
(22 £ 2)%, MobileNetV2 has (60 £ 20)%, and ATHENA-FL
has (50.0 £ 0.7)% accuracy in the FMNIST dataset.

The results show that when the detectors are trained on
datasets with more classes, the final classification perfor-
mance is better since they can learn more patterns of the
whole data distribution. This behavior can be explained by
the higher variance of data from classes that are not of the
detector’s class. The greater variance of data in other classes
allows the detector to identify more relevant features in the
data of interest, instead of just differentiating specific image
features that are not representative of the problem. For in-
stance, the detectors trained in the MNIST dataset with only
classes 2 and 3 have trouble differentiating 5 and 8 which
have similar shapes. Nonetheless, we see that in MNIST and
CIFAR-10, ATHENA-FL was able to reach up to 7% and
10% accuracy compared to the best deeper model.

Finally, our last experiment evaluates the accuracy of
ATHENA-FL compared with the traditional FL approach in
a non-iid scenario where the clients’ datasets are not limited
to samples of a subset of classes. This configuration offers a
scenario closer to those encountered in real-life. We gener-
ate the dataset of each client using the Label-based Dirichlet
Partition (LDA) Tang et al. [2021]. ATHENA-FL increases
the traditional FL accuracy by almost 7, as depicted in Fig-
ure 10.

5.3 Communication Evaluation

The objective of this experiment is to evaluate the cost of
communication between the clients and the aggregation server
while training the one-versus-all models and a deep neural
network to classify multiple classes. The communication
evaluation considers the total number of bytes transmitted on
average to perform model training. Let Ty.. be the size in
bytes of the detector, ey be the probability density function
that indicates the number of epochs necessary for the detec-
tor to converge, and R the number of existing detectors in
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the problem of classification, the average amount of bytes
transmitted per client B,,,, can be expressed by the following
relation, for the one-versus-all learning model:

Bova = Tdec X R x E[edec]- (5)

On the other hand, the communication cost of neural net-
work architectures for multi-class classification B, is given
by:

Beme = Teme X E[ecmc]a (6)

where T, is the size and e, is the probability density
function that indicates the number of epochs required for
the convergence of the multiclass classification model. The
values of Tye. and T, are deterministic and depend on the
neural network architecture used.

Figure 11 shows the comparison between the size in bytes
of the different neural network architectures evaluated in this
work. Using the Keras library to create the models, each de-
tector has Tjz.. = 551k bytes. Nonetheless, the MobileNetV2
architecture has 9.2MB, while MobileNet and Xception have
13MB and 81MB, respectively. The number of detectors is
also a deterministic value that depends only on the dataset
used for evaluation, which in the tested cases has the value
R = 10. Furthermore, the expected values of ege. and ecpc,
Eledec) and E[eqpmc], are obtained experimentally, through
training performance along the epochs. When the model
does not show a significant improvement concerning previ-
ous epochs, the training is considered finished. Analyzing
the costs presented, so that the communication cost of the
one-versus-all model is lower or equivalent to the multiclass
neural network model, it is necessary that the total amount
of bytes transmitted for training the models are related as fol-
lows: Boya < Beme. To verify the validity of the relationship
and thus the communication efficiency of the one-versus-all
model, it is necessary to estimate the values of E[eg..] and
E[ecmc] .

The criterion to determine the epoch at which the model
converged consists of comparing the accuracy in the current
epoch with the accuracy in the previous epoch. If the epoch is
in the limit of tol = 0.001% the previous epoch, we consider
that the model has converged. The adopted value of tol allows
considering cases in which the model is stable only over a
short interval. Increasing the value of tol implies reducing the
number of epochs required for convergence, but it decreases
the final classification performance. The opposite occurs
when we reduce the parameter.

The accuracy results from analysis over the training epochs
presented in Section 5.2.1 according to the adopted conver-
gence criterion, allows the estimation of the value E[eg,.] and
E[ecm.] for the datasets in each experimental setup. We show
the results of ATHENA-FL compared with MobileNet in Ta-
ble 3. The MobileNetV2 model needs hundreds of epochs
to converge. For conciseness, we only show the results of
MobileNet due to its faster convergence in tens of epochs in
most scenarios.

After estimating the number of epochs necessary for the
models to converge, it is possible to compare them in its
scenario using properly the Equations 5 and 6. The results
show how many bytes each neural network model needs to
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Figure 7. Evaluation detector’s accuracy when clients have non-IID data distributions with 5 classes per client.
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Figure 8. Evaluation detector’s accuracy when clients have non-IID data distributions with 2 classes per client.
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Figure 9. Final models’ accuracy in federated learning with Non-IID distribution of 2 classes per client.

100 transmit during the training, and finally, we compare the
economy of both approaches of computing 1 — Byya/Beme-

In the IID setting, the detectors converge in a few epochs,
reducing over 75% of bytes transmitted. A second highlight
is the data used to train and test the models. ATHENA-FL
converges faster than MobileNet in MNIST and FMNIST,
which have grayscale images and, therefore, use a single
channel to represent the pixels.

Accuracy (%)

FedAVG ATHENA-FL
- 10 Final (M“"“SNS? el ,(Si‘i"‘g“‘?ziy];A distribution in th We observe that in all scenarios, ATHENA-FL reduces
Fﬁ;?;'r (iat;g:t acouracy of models trained wit stributioninthe 6 total amount of bytes transmitted during the training ex-

ecution. In the worst-case scenario, our approach saves at
least 25% of the bytes transmitted. For the best case scenario,
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Table 3. Communication requirements to train the models until convergence in different datasets and sample distribution settings considering
the Total Data Transmitted (TDT).

1ID Non-IID 5 Classes Non-IID 2 Classes
Dataset Model E[e] (#) | TDT (MB) | E[e] (®) | TDT (MB) | E[e] (#) | TDT (MB)
ATHENA-FL 7 37.635 12 64.517 14 75.270
CIFAR-10 | FedAVG (MobileNet) | 30 378.106 23 289.881 8 100.828
Economy (%) - 90.05 - 717.74 - 25.35
ATHENA-FL 4 21.506 24 129.034 4 21.506
MNIST FedAVG (MobileNet) | 7 88.225 58 731.005 65 819.230
Economy (%) - 75.62 - 82.35 - 97.37
ATHENA-FL 5 26.88 81 435.49 21 112.91
FMNIST [ FedAVG (MobileNet) | 44 554.56 151 1903.10 80 1008.30
Economy (%) - 95.15 - 77.12 - 88.8
o The results of this experiment show another advantage of
our proposal. To compare the total training time, we use the
o values of the total number of epochs exhibited in Table 3. It is
worth noting that the local updates for different detectors can
g, be executed in parallel as long as the system has computational
?0 resources. Thus, even though it is necessary to train more
2 models, we do not need to multiply the computational time by
2 . . .
A the number of models in the system. For instance, using the
MobileNet in the non-IID scenario with the MNIST dataset
1o’ takes 65 epochs to train the model will generate a delay of
65 x 15 = 975 seconds, or more than 16 minutes. On the
10° MobileNetv2 MobileNet  Xcepetion  Sanguineti M. other hand, for the same scenario, ATHENA-FL generates a

Figure 11. Comparison between the size in bytes of different neural network
architectures. The size of the model directly depends on the number of
parameters used by the architecture.

we can reduce by approximately 97% the communication
requirements for training the model.

5.4 Computational Time

Finally, we evaluate the computational time among the
local updates. The local update is equivalent to 5 local epochs
since each client updates its model 5 times in our scenario
before sending it to the aggregation server. To be concise,
we show the results for the CIFAR-10 and MNIST datasets
because samples in the FMNIST dataset have the same shape
as samples in the MNIST dataset. Besides, to measure the
time to a local update, only the number of training samples
produces an impact. Clients have the same number of training
samples in IID and non-IID distributions. The only difference
is the data distribution. Therefore, we exhibit the time for
the IID distribution, equivalent to the others. Also, the com-
parison considers the models of Table 3. Figure 12 exhibits
the computational time results for both datasets using the two
models.

Once the detectors consist of shallow neural networks, thus
it takes less time to compute the local update. When using the
ATHENA-FL, each client experiences a mean delay value
near 8 seconds in CIFAR-10, while this value increases to
10 seconds in the MNIST dataset. Meanwhile, MobileNet
introduces a higher delay, close to 13 seconds in CIFAR-
10 and 15 seconds in MNIST. Despite the MNIST dataset
having fewer features, it has more samples, which explains
the increased delay compared to the CIFAR-10 dataset.

delay of 4 x 10 = 40 seconds, which is less than a minute.
Nonetheless, in the IID scenario with the CIFAR-10 dataset,
our detectors need 14 x8 = 112 seconds, while the MobileNet
needs 8 x 13 = 104 seconds to be trained. Despite the
MobileNet learning faster in this case, the total time is closer,
leading to nearly 2 minutes for each approach to train the
models. Hence, ATHENA-FL reduces the training time in
most of the experiment scenarios.

6 Conclusion and Future Work

We presented ATHENA-FL, a federated learning system
that clusters clients to reduce data heterogeneity during train-
ing. Furthermore, the system applies the one-versus-all model
to create a generic classifier, which shares knowledge among
clusters. The results show that communication during the
training epochs is efficient, reducing between 25.35% and
97.37% total transmitted bytes compared to the FedAVG ap-
proach with the MobileNet neural network. The accuracy
of the one-versus-all model depends on the data distribution
scenario used during the training step, being up to 10.9%
higher in the best case and presenting a better performance
than the model trained with FedAVG in most of the evalu-
ated scenarios. ATHENA-FL also outperforms traditional FL
in non-iid scenarios closer to those encountered in real-life
while reducing the required communication overhead by over
99%. ATHENA-FL also reduces the training time in most
of the experiment scenarios especially due to the capability
of training detectors’ models in parallel. In future works,
we will detail the proposal’s security guarantees, providing a
protocol tolerant to malicious participants’ updates.
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