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As redes de canais de pagamento (Payment Channel Networks - PCN ) represen-
tam a principal solucao para escalar pagamentos baseados em blockchain aos niveis
de desempenho de sistemas de pagamento centralizados. No entanto, as PCNs atuais
exigem que os nos estejam permanentemente online e possuam recursos suficientes
para executar mecanismos de seguranca de pagamentos. Tais premissas sao dificeis
de garantir em dispositivos alimentados por bateria e com padroes de conectividade
intermitente, como telefones celulares, objetos inteligentes e sensores. Esta tese
aborda vérias frentes do caso de PCNs com dispositivos com recursos limitados.
Primeiro, o trabalho formaliza um modelo de PCN hibrida que considera nés leves
e propoe um mecanismo para proteger canais de pagamento com dispositivos com
recursos limitados. Os experimentos mostram que o mecanismo proposto é eficiente
para dispositivos com alta e média disponibilidade em conexoes de banda larga
moével. Em seguida, o trabalho propoe o PCNsim, um simulador que replica as
principais funcionalidades de uma PCN no arcabougo (framework) OMNeT++. O
PCNsim permite que pesquisadores experimentem pagamentos em condigoes de
rede especificas que representam conexoes de dispositivos com recursos limitados.
As demonstragoes do PCNsim mostram que o simulador reproduz corretamente o
comportamento de uma PCN em canais de comunicagao nao-confiaveis. Por fim, a
tese aborda o problema de roteamento de pagamentos a partir de dispositivos com
recursos limitados. O trabalho apresenta um esquema de pagamento que antecipa
confirmacoes de pagamento para aplicativos sensiveis ao tempo e dois algoritmos
de roteamento que direcionam pagamentos considerando restri¢coes especificas de
cada aplicagao. Os resultados mostram que os algoritmos de roteamento propostos
sao eficientes tanto para pagamentos de caminho tnico quanto para pagamentos de
caminhos multiplos, e que os algoritmos atingem seu pico de desempenho quando as
restricoes do problema sao estritas.
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Payment-channel networks (PCN) represent the leading solution to scale
blockchain-based payments to the performance levels of centralized payment systems.
However, current PCNs require nodes to stay permanently online and have enough
resources to execute payment security mechanisms. Such assumptions are difficult
to guarantee in battery-powered devices with intermittent connectivity patterns,
such as mobile phones, smart objects, and sensors. In this thesis, we address the
case of PCNs with resource-constrained devices on several fronts. First, we for-
malize a hybrid PCN model that considers light nodes and propose a mechanism
to protect payment channels with resource-constrained devices. Our experiments
show that the proposed mechanism is efficient for devices with high and medium
availability in mobile broadband connections. Next, we propose PCNsim, a simulator
that replicates the main functionalities of a PCN in the OMNeT++ framework.
PCNsim allows researchers to experiment with payments under custom networking
conditions representing resource-constrained devices’ connections. PCNsim’s demon-
strations show that it correctly reproduces the behavior of a PCN over unreliable
communication channels. Finally, we address the problem of routing payments from
resource-constrained devices. We present a payment scheme that anticipates payment
confirmations for time-sensitive applications and two routing algorithms that route
payments considering application-specific constraints. The results show that our
routing algorithms are efficient both for single-path and multi-path payments and
reach their top performance when the problem’s constraints are tight.

vil



Contents

[List of Figures | Xi
IList of Tables | XVi
[1__Introduction | 1
[1.1 Storyline and Problem Statement . . . . .. .. ... ... ...... 2
1.2 ntributions . . . . . ... 4
M3 ThesisOuiling . . . . . .. ... 6
[2 Blockchain Scalability and Layer-Two Protocols | 8
2.1 Blockchains and Consensus . . . . .. ... ... ... ......... 8
[2.2 The Blockchain Scalability Trilemma . . . .. ... ... ....... 9
2.3 _The Trade-o of Consensus Protocdls . . . ... ... ......... 11
24 O-chainProtocols . . . ... .. .. ... . .. .. .. .. 13
241 DeninglayerTwo . . . ... .. .. ... .. ... ...... 14
25 Summary ... e 15
3 Payment Channel Networks 16
3.1 Overview of Payment Channels . . . . . ... ... .......... 16
3.2 Channel State Updates . . . . . .. .. .. ... .. ... ....... 18
3.2.1 One-way Payment Channels (Spillman Channels) . .. .. .. 18
3.2.2 Bidirectional Payment Channels (1/2): Limited Duration Model 19
3.2.3 Bidirectional Payment Channels (2/2): Standard Model . . . . 20
3.3 Payment Channel Networks . . . . .. .. ... .. ... ....... 23
3.3.1 Securing Payments with Hashed Timelock Contracts . . . . . 23
3.3.2 Paymentsvs. Transactions . . . . . .. ... .......... 26
3.4 PCNs: The Lightning Network . . . . . . ... ... ... ....... 27
3.5 PCNs: Other Networks . . . . . . .. .. ... ... ... ....... 29
3.6 Summary ... e e e 31

Payment Channel Networks with Resource-Constrained Devices 33
4.1 The Challenges of PCNs with Light Nodes . . . . .. ... ...... 33

viii



4.2 Hybrid Payment Channel Networks (HPCNs) . . .. .. .. ... .. 34

4.3 The Coin Theft Problem in HPCNs . . . . . . ... ... ... .... 36
4.4 De ning a Minimum Time Window . . . . .. ... .. ........ 38
4.5 Proof-of-Concept Analysis . . . . . . ... . ... ... . ... ... 40
451 EvaluationSetup . ... .. ... ... ... ... 40
452 DIisCuSSION . . . . . 42
46 RelatedWork . . . . . . . . . . ... 43
4.7 SUMMANY . . . o o e e e e e e e e 43
PCNSim: Payment Channel Network Simulation 45
5.1 The Need for a PCN Simulator . . . . ... ... ........... 45
5.2 PCNsim's Architecture . . . . . . . . . . . ... 46
5.2.1 Topology Generator . . . . . .. .. .. ... .. ........ 47
5.2.2 Workload Generator . . . ... ... ... .. ... .. ..., 47
5.2.3 Core Simulator . . . .. .. ... ... .. 48
5.2.4 Result Visualizer and Storage . . . . .. ... ... ...... 52
5.3 A Demonstration of PCNsim . . . . ... .. ... ........... 53
5.3.1 Comparison of Payment Routing Methods . . . . . .. .. .. 53
5.3.2 Payments Over Generic Communication Channels . . . . . .. 54
5.3.3 Payments Over IEEE 802.11g Channels . . . . . ... ... .. 56
54 RelatedWork . . . ... ... ... 57
5.5 Summary ... 59
Payment Routing with Resource-Constrained Devices 61
6.1 Background on Payment Routingin PCNs . . . .. ... ... .... 61
6.1.1 Channel Capacities, Balances, and Liquidities . . . . ... .. 61
6.1.2 Uncertainty of Channel Liquidites . . . . . ... ... .. .. 63
6.1.3 Routing Payments through Minimum-cost Flows . . . . . . .. 65
6.1.4 Liquidity Updates and Channel Probing . . . . ... ... .. 68
6.2 Routing Payments from Light Nodes . . . .. ... ... ....... 69
6.3 Accelerating Payment Conrmations . . . . ... ... ........ 71
6.3.1 Delayed Payments with Reduced Con rmation Latency . . . . 72
6.3.2 Payment Security and Adversary Model . . . .. ... .. .. 75
6.4 Finding Constrained Optimal Flows . . . . . . . ... ... ... ... 76
6.4.1 The Generalized Pulse Algorithm . . . . .. ... ... .. .. 82
6.4.2 The Multipath Pulse Algorithm . . . . .. ... ... ..... 84
6.5 Proof-of-Concept Evaluation . . . . . ... ... ............ 86
6.5.1 Evaluation Setup . . ... .. .. ... ... ... 87
6.5.2 GenPulse's Performance . . . .. ... ... ... ....... 89
6.5.3 MultiPulse's Performance . .. .. ... ... ......... 90

iX



6.6 Summary . . . ... e 95
7 Conclusion and Future Perspectives 97
7.1 Open Challenges and Opportunities . . . . . .. ... ... ...... 98
7.1.1 Short-term Challenges . . . .. ... ... .. ... ...... 98
7.1.2 Mid-term Challenges . . . . .. .. .. .. ... .. ...... 99
7.1.3 Long-term Challenges . . . ... ... ... ... ....... 100
7.2 FinalRemarks. . . . . .. . .. ... .. 100
References 101
A Deferred Proofs 119
A.1 Flow Decomposition . . .. .. .. .. ... ... .. .. .. . 119
A2 FlowDierences. . . . . . . . . . i i i i e 120
A.3 Negative Cycle Optimality . . . . . .. ... ... ... ... ..... 120
A.4 Optimality of MultiPulse . . . . . . ... ... ... .. ........ 121
B List of Publications 122



List of Figures

11

2.1

2.2

2.3

2.4

2.5

A payment-channel network (PCN) composed of bidirectional payment
channels with limited capacity. Users can route payments through
intermediaries to reach their destinations. . . . . . . . ... ... ... 2

Data structure of a blockchain, in which each block is linked to the
previous block through a cryptographic hash function. The replication

of such structure in independent nodes provides transaction immutability. 9
The validation of a block using a generic consensus protocol. On each
round, the consensus leader proposes a new block that changes its
local state fromS to S°and broadcasts it to the network. The other
participants independently verify and add the proposed block to the
blockchain, replicating the stateS°consistently. . . . . ... ... .. 10
lllustration of the trilemma observed in blockchain-based systems.
The trilemma states that no consensus protocol can simultaneously
provide security, scalability (measured in transaction throughput), and
decentralization (measured in the number of nodes participating in
consensus). Graphically, all blockchains correspond to a point inside
the trlemmatriangle. . . . . . . ... ... ... 11
Comparison between the main consensus protocols of blockchain-
based systems. The observed trade-o between performance and
decentralization makes it di cult to propose a scalable protocol that

is tolerant of collusion attacks. . . . . .. ... ... .......... 12
Layered stack of blockchain systems, adapted from Gudgeon et dl]. [

The right side of the gure names a few scalability solutions that focus

on the corresponding layer. O -chain protocols operate on top of the
blockchain and consensus layer. . . . . ... ... ... ........ 13

Xi



3.1

3.2

3.3

3.4

3.5

4.1

Payment channel operation. Users Alice and Bob contribute 5 coins
each to issue the funding transaction and create a payment channel.
After the channel is open, Alice and Bob can exchange coins by issuing
private commitment transactions that rewrite their balances in the
channel. For example, Alice sends 2 coins to Bob by signing the rst
commitment transaction, which changes her balance to 3. Alice or
Bob can publish the commitment transaction containing the most
up-to-date balances to close the channel and claim the coins on-chain. 17
An example of state revocation in payment channels. Alice closes the
channel with C1A, in which she had a higher balance than the current
state, and then attempts to withdraw the coins with a revocable
delivery transaction. Bob detects the attack and issues the penalty
transaction within W blocks as a response, revoking Alice's delivery

and transferring her coins to his address. He can still claim his rightful
coins with a common delivery transaction. . . . . . .. ... .. ... 22
Example of payment in a PCN. To send Charlie 5 coins, Alice uses the
existing channel with Bob, who forwards the coins to the destination.

The payment modi es the balance of the channels involved in the
paymentpath. . . . . . . . . .. ... 24
Steps involved in a multi-hop payment in an example PCN. 1) Charlie,

the recipient, generates a preimage and sends the hash of this preimage

to Alice, the sender. 2) Alice establishes a Hashed Timelock Contract
(HTLC) with Bob promising she will deliver 1.1 BTC (Bitcoin) if he
reveals the preimagex within 9 blocks time. 3) Bob performs the
same procedure with Charlie, slightly reducing the value and time
limit. 4) Charlie reveals the preimage to Bob and claims the money

Bob promised. 5) Bob reveals Charlie's preimage to Alice, claiming

the money she promised and nishing the payment. . . . . .. .. .. 25
Evolution of the Lightning Network from January 2020 to August 2021.28

An example of a hybrid payment channel network. The light nodes

(LN) represent wireless resource-constrained devices, and the full nodes
(FN) represent capable nodes that store a copy of the blockchain. Light
nodes establish TCP/IP connections to multiple full nodes to verify

the states of their channels in the blockchain. . . .. ... ... ... 35

xii



4.2

4.3

4.4

5.1

5.2

5.3

5.4

5.5

5.6

5.7

An example of the coin theft vulnerability in HPCNs. On the left,

a continuous amount of coin ows from buyer b to sellers until it
depletes the channel between, and s. Then, on the right, s becomes
highly vulnerable if it disconnects because, has nothing to lose by
closing the channel with a previous state. . . . . . . .. ... .. ... 37
Normalized bias of payment channels in the Lightning Network.

60% of channels present over 95% bias towards one party, and the
average bias is 81%, which indicates a heavily asymmetric behavior of
payment OWS. . . . . . . . e e e e e e e 41
Lock time window sizes for all levels of availability with 6-block

con rmation. When the availability is high, the distance d between

the 50% and 95% thresholds remains below one block time, which
indicates a small window is safe for most users. For medium and low
availability, the distance increases signi cantly and forces the user to
select a time window that better ts his/her security and delay needs. 42

PCNsim's architecture. Users can easily customize topologies and

workloads via conguration les.. . . .. ... .. ... ........ 46
Topology generator. Users can create-sized PCNs from random
network models or a snapshot of the Lightning Network [2].. . . . . . 47
Workload generator. Users can create workloads af paymentswith
random or sampled values from built-in data sets. . . . .. ... ... 48

Sequence diagram of the channel update protocol implemented in
PCNsim. The protocol follows the Lightning Network BOLT speci -
cations B]. Nodes start an internal timer when they receive the rst
HTLC change and trigger a new state commit when the timer expires.49
Sequence diagram of payments from a user A to a user C as imple-
mented in the PCNsim simulator. We omit channel update messages
for simplicity. The example shows a case where A only sends payment

2 after payment 1 to clarify the gure, but in reality (and in the

simulator), payments can be sent concurrently. . . . . . .. ... ... 51
A graphical example of a PCN in our core simulator. The simulator
displays logs for each node and channel in the network. . . . . . . .. 52
An example of PCNsim's result visualizer being used to monitor
channel balances overtime. . .. ... ... ... ... ... ..... 53

Xiii



5.8

5.9

Payment success rate in our simulated PCN for several payment
values Py ) and routing methods Ry ). The results demonstrate that
Dijkstra's shortest path approach with channel capacities as weights is
more e ective than the Lightning Network's fee minimization approach
forallcases. . . . . . . . . 54
An analysis of two simulated transport protocols in PCNsim. On the

left, the payment success rate degrades when sending payments over

a UDP-like protocol that does not retransmit packets. On the right is

the payment latency versus packet loss rate when adopting a TCP-like
protocol that attempts to retransmit packets. The results show that
unreliable communication channels impact the e ciency of payment
channels. . . . . . . . 55

5.10 Payment success rate and latency of payments from resource-

6.1

6.2

6.3

6.4

constrained devices connected via 802.11g wireless channels with

di erent bitrates in Mb/s. When frame retransmission is deactivated,

the success rate decreases with the distance from the entry node due

to higher bit error rates. With retransmission, the average payment
latency increases with the distance from the entry node. . . .. . .. 56

The graph structures involved in payment routing. The numbers
represent edge capacities. Each noae transforms the public channel
graph into a local liquidity graph that estimates the actual liquidities
inthe network. . . . . . . . ... ... 65
The messages involved in our proposed payment scheme. The payment
recipient, t, receives an anticipated con rmation from the payment
sender,s, before receiving the payment. The con rmation allows
actions to be performed before the payment completes, reducing the
application's latency. The messages involved in the scheme are piggy-
backed into Lightning's peer-to-peer messages de ned in BOLT#2 [3]. 72
An example of a time-sensitive electronic toll collection application

that adopts the proposed payment scheme. The application leverages
the reduced con rmation latency to open the toll gate without stopping
thecar. . . .. . . . . e 74
An example of constrained shortest path problem with three metrics:
routing fees (), HTLC-resolution delays ( ), and delivery probabil-

ities (p). For clarity, we show the original probabilities instead of

their negative logarithms, yielding a lower bound instead of an upper
bound. The optimal solution is the path that minimizes the main
metric while not violating any bounds. . . . . .. ... ... ..... 81

Xiv



6.5

6.6

6.7

6.8

Al

Distributions of routing fees ( j ), HTLC-resolution delays ( ), and
channel capacities ; ) in the Lightning Network snapshot. The peaks
in j correspond to the default values of the main Lightning Network
implementations [46]. . . . . . . ... ... 88
Performance of the GenPulse algorithm for several graph sizes and
values in a randomly-generated scale-free network and a Lightning
Network snapshot. The markers indicate a constrained shortest path
has been found. The results demonstrate that the tightness of side

constraints signi cantly impacts the algorithm's performance. .. .. 90
Comparison between MultiPulse and other path nding algorithms in
the literature considering known liquidities. . . . . . . .. .. .. ... 93
Comparison between MultiPulse and other path nding algorithms in
the literature considering unknown liquidities. . . . . . .. ... ... 94

An illustration of the di erence between two equal-value feasible ows
f%andf (adapted from [7]). The di erence cancels the ow out ofs
and into t, creating a circulation composed of at least one cycle. . . . 120

XV



List of Tables

5.1 Comparison between the existing PCN simulators in the literature.

6.1 Summary of recurrent notations used in this chapter.
6.2 Summary of the networks we use in our experiments.

XVi

60



Chapter 1
Introduction

Blockchain technology has revolutionized the transfer of digital assets by moving
transaction processing from a central entity to a decentralized network of validatorg, [
8, 9]. However, the consensus protocols validating transactions in such networks still
need to improve the performance if they are to e ectively replace standard payment
methods. Publishing a transaction in Bitcoin §] takes approximately one hour, can
incur over $20 fees, and spends an amount of energy equivalent to the consumption
of a US average household over 50 daydJ[. Bitcoin's and Ethereums' throughput
of approximately 7 tx/s and 15 tx/s, respectively, are orders of magnitude smaller
than the average 6,000 tx/s achieved by large credit card companiekl]] Such
performance issues are known in the literature as th#ockchain scalability problerh
which, if solved, has the potential to enable a worldwide adoption of blockchain
systems in the life of ordinary citizens.

Payment-channel networks (PCNs) represent the leading solution to solve the
blockchain scalability problem regarding payments. In PCNs, two users wishing
to transact continuously can transfer some of their coins to a joint address in the
blockchain. This process creates payment channelbetween them in which the
locked coins can be transferred immediately. It su ces to reallocate the channel
funds through o -chain private transactions. The collection of payment channels
between users forms a peer-to-pepayment channel networkn which payments can
be routed like packets.

Figure 1.1 depicts an example of a PCN. In the example, Alice has a payment
channel of 12 coins with Bob, of which 10 are on her side. This means she can send
up to 10 coins to Bob in one or more transactions without validating the transactions
in the blockchain. She can also send coins to Charlie through a multi-hop payment.

1Scalability here refers to Buterin's concept of scalability, i.e., the ability to process more
transactions per second 12]. This contrasts with the notion of scalability in distributed computing,
which is the ability to maintain performance when the number of nodes in the system increases.
We discuss such notions in Section 2.2.



Figure 1.1: A payment-channel network (PCN) composed of bidirectional payment
channels with limited capacity. Users can route payments through intermediaries to
reach their destinations.

In this case, she sends the coins in her channel with Bob, and Bob relays them to
Charlie. The routing process happens in a few seconds, even if Alice and Charlie do
not share a direct payment channel. To ensure Bob cannot steal Alice's coins while
forwarding them, a hash-based fund-locking mechanism puts Bob's coins in custody
until he proves he forwarded the payment. We detail this process in Chapter 3.

PCNs reduce transaction latency from minutes to, at most, a few seconds and
yield near-zero transaction costs, which signi cantly improves the e ciency of
blockchains L3 18]. The ability to execute fast and secure payments without con-
sensus validation narrows the gap between cryptocurrencies and real-life payments,
enhancing the use of blockchain systems. For instance, PCNs have played a crucial
role in the recent adoption of Bitcoin as an o cial currency in El Salvador [19].

1.1 Storyline and Problem Statement

Despite e ciently scaling blockchains, current PCN implementations present a
signi cant limitation: they rely on powerful nodes to work. Speci cally, they require
that nodes stay online at all times and have enough resources to execute the security
mechanisms involved in a payment. For example, Bitcoin's Lightning Network]
and Ethereum's Raiden Network 20] assume that nodes maintain an updated view
of the network topology, that they can verify channels in the blockchain whenever
needed and that all nodes adopt onion routing?fl] as the only payment forwarding
mechanism to guarantee privacy22]. This implies that nodes must have high
availability to keep the topology up-to-date, enough bandwidth and storage capacity
to download and maintain blocks, and strong computational power to encrypt onion
packets. Furthermore, PCNs often assume connections between nodes are reliable so
that payments are never dropped.

Such assumptions may be reasonable for servers or desktops but are di cult to
guarantee in battery-powered devices with intermittent connectivity patterns, such as
mobile phones, smart objects, and 10T sensors. These devices typically have limited



resources and communicate through lossy wireless connections that do not provide
the required reliability to send payments. Furthermore, it is unrealistic to assume
light nodes will maintain updated topologies or execute security mechanisms that
spend most of their energy reserve.

Surprisingly, very few works consider PCNs in which users send or route payments
from light nodes through wireless connection23 26]. This thesis aims to |l this
gap in the literature by analyzing what challenges arise when we include resource-
constrained devices into a PCNSpeci cally, we identify four main challenges to
overcome:

Challenge #1 (Architecture): De ne a PCN architecture considering
resource-constrained devices. We need a network model in which not all
nodes can store a copy of the blockchain and verify channel states. Apart from
payment channels, this model should consider direct communication between
nodes used to request blocks or e ciently update the network graph on demand.

Challenge #2 (Channel Security): Adapt channel security mecha-

nisms to the needs of resource-constrained devices. Attack prevention
through constant blockchain monitoring is infeasible for resource-constrained
devices that disconnect frequently. We should provide a simple yet e ective
way to secure payments from such devices while they are o ine.

Challenge #3 (Simulation): Provide a way to observe payments from
resource-constrained devices in unfavorable networking conditions.
Resource-constrained devices often operate under unreliable networking con-
ditions that can lead to interruptions or delays in the payment process when
the signal is lost. We should provide a way to simulate these conditions to
understand how unfavorable scenarios a ect payments.

Challenge #4 (Routing): Provide a payment scheme to route pay-

ments from resource-constrained devices with low latency. Resource-
constrained devices cannot be assumed to have the same computing power
as common nodes. Therefore, nding paths and nalizing payments in these
nodes can be too slow for some applications. We need a payment scheme that
considers such limitations and speeds up payments from light nodes.

Besides introducing interesting research challenges, developing e cient mecha-
nisms for resource-constrained devices in PCNs would extend the bene ts of PCNs
to over 13 billion mobile devices that already account for over half of all the tra c
on the Internet [27, 28]. In this thesis, we expect to provide meaningful insights

2This thesis considers the terms resource-constrained devices and light nodes interchangeable.
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that will help develop new PCN-based applications for light nodes. We highlight
that Challenge #4 represents an exciting challenge for readers familiar with classical
path nding algorithms and ow allocation methods, as payment routing borrows
many concepts from transportation networks.

1.2 Contributions

Our work starts with the goal of analyzing the blockchain scalability problem.
We compare several state-of-the-art consensus protocols to understand their main
advantages and drawbacks, providing a direction on which protocol we should adopt
for each use case. We analyze quorum-based protocols, in which a committee of
nodes decides what blocks go into the blockchain, and proof-based protocols, in
which any node can propose a block if it proves it has the right to do so. This initial
work yielded two main publications (see Appendix B for the full list of publications):

" Rebello, G. A. F., Camilo, G. F., Guimaraes, L. C. B., Souza, L. A. C,,
Duarte, O. C. M. B. - Security and Performance Analysis of Quorum-based
Blockchain Consensus Protocols , in 6th Cyber Security in Networking Confer-
ence (CSNet'22) - Rio de Janeiro, Brazil, October 2022.

" Rebello, G. A. F., Camilo, G. F., Guimarées, L. C. B., de Souza, L. A. C,,
Thomaz, G. A., Duarte, O. C. M. B. - A Security and Performance Analysis
of Proof-based Consensus Protocols, in Annals of Telecommunications, no. 7,
pp. 517-537, 2021.

The discoveries from this analysis concluded that consensus, regardless of type,
is the main bottleneck for transaction processing in blockchains. Hence, we move to
consensus-free approaches such as payment channel networks. The rst contribution
of this thesis is a survey about such approaches, which are formally calleechain
or layer-two protocols:

Contribution 1: A survey on layer-two protocols for blockchains. We
provide a survey on the recent e orts to improve the scalability of blockchains,
focusing on layer-two protocols such as payment channel networks and rollyps.
These technologies process computations o -chain and only use consensus for
solving disputes. A large portion of the work addresses the open challenges of
payment channel networks, such as payment routing, channel rebalancing, netwprk

design strategies, security and privacy, payment scheduling, congestion control,

simulators, and support for light nodes.

The survey has been submitted to an international journal and is currently under
revision:



" Rebello, G. A. F., Camilo, G. F., Souza, L. A. C., Potop-Butucaru, M., Amorim,
M. D., Campista, M. E. M., Costa, L. H. M. K. - A Survey on Layer-Two
Protocols for Blockchains , submitted to IEEE Communications Surveys &
Tutorials in April 2023.

As we prepared the survey, we noticed that PCNs have their own challenges,
especially regarding resource-constrained devices. The main problem is that the
security of channel funds is only guaranteed if both channel parties are online, which
cannot be assumed for light nodes. Thus, we propose the following contribution:

Contribution 2: A mechanism to secure channels with light nodes. We
formalize the concept of hybrid PCNs, i.e., PCNs with capable nodes and wireless
resource-constrained devices, and address the coin theft problem, a vulnerabijlity
that a ects nodes with intermittent connectivity. We propose a countermeasurg
based on minimum time windows that lock funds whenever a user disconnects. The
duration of the window is proportional to the mean time to recovery (MTTR) of
devices, which gives them enough time to reconnect and contest attacks.

This work adapted the default dispute periods of existing PCNs to accommodate
light devices P, 20]. We evaluated our proposal with real channels from Bitcoin's
Lightning Network [2] and estimated the MTTR of devices using data from 3G/4G
mobile broadband connections [29, 30]. The work resulted in another publication:

" Rebello, G. A. F., Potop-Butucaru, M., Amorim, M. D., Duarte, O. C. M. B.
- Securing Wireless Payment-Channel Networks With Minimum Lock Time
Windows , IEEE International Conference on Communications (ICC 2022),
Seoul, South Korea, May 2022.

Experimenting with mobile connections showed that its often di cult to predict
the behavior of payment channels when they operate under unstable networking
conditions. Besides, we missed an automated tool that would accurately simulate
payment channel networks with several network topologies and communication
protocols. This need generated our second contribution:

Contribution 3: PCNsim. PCNsim is an open-source payment channel netwark
simulator that reproduces the state machine of the Lightning Network on top of the
OMNeT++ framework [ 31]. The simulator allows users to model channel parameters
such as channel capacity and routing fees and to test routing protocols on real
data obtained from payment datasets. Because OMNeT++ o ers a wide range pf
communication protocols through the INET library?, PCNSim also supports testin
PCNSs with di erent networking protocols in lower layers. PCNsim is available t
the scienti c community at https://github.com/gfrebello/pcnsim.




We published the details of PCNsim and some simulations of payment routing
protocols:

" Rebello, G. A. F., Camilo, G. F., Potop-Butucaru, M., Campista, M. E. M.,
Amorim, M. D., Costa, L. H. M. K. - PCNsim: A Flexible and Modular
Simulator for Payment Channel Networks , IEEE International Conference
on Computer Communications Workshops (INFOCOM WKSHPS), Virtual
Conference, May 2022.

Our simulations with PCNsim helped us realize that routing payments e ciently
is the most interesting part of dealing with resource-constrained devices in PCNSs.
Particularly, routing payments from light nodes can be too slow for applications
requiring minimum payment latency to work, such as stock markets, cross-chain
trades, and electronic toll collection. We contribute to this direction:

Contribution 4: A payment scheme for payments from light nodes. We
propose a special payment scheme that reduces con rmation latency when issuing
payments from resource-constrained devices. The payment scheme securely o gads
payments to gateway nodes which compute routes and forward payments as a
service. This saves energy, speeds up payments, and allows light nodes to remain
o ine most of the time at the expense of a small service fee.

Finally, we also propose new routing algorithms for gateways to route payments
considering side constraints:

Contribution 5: GenPulse and MultiPulse. We develop two optimal payment
routing algorithms that consider application-speci ¢ needs when computing paths.
The Generalized Pulse (GenPulse) algorithm nds a constrained shortest path
in the graph, i.e., a path that minimizes a routing metric while keeping some
side constraints. Multipath Pulse (MultiPulse) extends GenPulse to issue optimal
multipath payments via successive ow allocation. GenPulse and MultiPulse can
be used in PCNs, for instance, to minimize the routing costs of a payment that|is
subject to a maximum payment latency or network resource consumption.

Note that despite being proposed for PCNs with light devices, GenPulse and
MultiPulse can be used in traditional PCNs. We are currently writing a paper that
includes these contributions.

1.3 Thesis Outline

This thesis contains two main parts. In the rst part, we present the background
needed to understand the challenges of payment channels with resource-constrained
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devices. Chapter 2 presents the blockchain scalability problem and our main ndings
regarding the limitations of consensus protocols. We present the technical concepts
of payment channel networks in Chapter 3, including the mechanisms that guarantee
the security of payments. The same chapter briey overviews the main PCN
implementations.

In the second part, we answer the research challenges presented in Section 1.1.
We address Challenges #1 and #2 in Chapter 4. The chapter formalizes a key
vulnerability of PCNs with resource-constrained devices and proposes a countermea-
sure to avoid fund losses. Chapter 5 addresses Challenge #3 and presents PCNSim,
our proposed PCN simulation platform. We provide some demonstrations of the
simulator's capabilities. We address Challenge#4 in Chapter 6, which discusses
payment routing in PCNs with resource-constrained devices. The chapter presents
the rationale behind our proposed payment scheme and the details of the GenPulse
and MultiPulse payment routing algorithms. Finally, Chapter 7 concludes the work,
presenting future perspectives for resource-constrained devices in PCNs.



Chapter 2

Blockchain Scalability and Layer-Two
Protocols

Despite providing disruptive and innovative features, blockchains still present signi -

cant latency, power consumption, and transaction throughput issues. The collection
of such issues is known as the blockchain scalability problem in the literature

and is today one of the most important research topics on blockchain technol-
ogy [15, 18, 32 33. In this chapter, we introduce the proper background needed to

understand the problem and formalize it through the enunciation of the blockchain

scalability trlemma. The chapter elucidates the main reasons why layer-two protocols
exist.

2.1 Blockchains and Consensus

A blockchain system is a distributed ledger technology (DLT) that leverages indepen-
dent validator nodes to record, share, and synchronize transactions in a decentralized
peer-to-peer network. Each node in the network stores a local copy of the blockchain,
which can verify any transaction since the creation of the system. The blockchain
data structure is a chained list of signed transactions batched into blocks. Each
block contains a header with the hash of the predecessor block and a content section
that stores transactions, as shown in Figure 2.1. A transaction represents an atomic
action that transfers assets between a sender and a receiver. To transfer assets, the
sender must sign a transaction that transfers the ownership of the assets he/she owns
to the receiver and send it to a subset of nodes calledlidators. The transaction

is con rmed once it appears in a block, meaning that it has been selected by a
validator node and approved by the others. The combination of signed transactions,
linked blocks, and replication of the complete data structure provides immutability
to any data stored in a blockchain, creating an incorruptible and distributed log of



Figure 2.1: Data structure of a blockchain, in which each block is linked to the
previous block through a cryptographic hash function. The replication of such
structure in independent nodes provides transaction immutability.

transactions.

Consensus in blockchain systems is the process by which the independent valida-
tors in the network decide, collectively, whether to accept or refuse the addition of
a new block into the blockchain. A blockchain consensus protocol is a distributed
algorithm that ensures consensus evolves correctly, adding one new block at a time.
Figure 2.2 illustrates how a generic blockchain consensus protocol works. We assume
every validator starts at a previously-validated stateS. In each round, the consensus
leader, i.e., the validator with the right to