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Abstract— Network slicing, network function virtualization
(NFV), and software defined network (SDN) technologies pro-
vide agile on-demand end-to-end services. The identification of a
faulty virtual function becomes mandatory because services al-
locate resources across a distributed and trustless environment
composed by multi-tenant competing service providers. In this
paper, we propose and develop a blockchain-based architecture
to provide auditability to orchestration operations of network
slices and to provide secure VNF configuration updates while
ensuring isolation and privacy between network slices. A proof
of concept prototype using the Hyperledger Fabric platform was
developed in which network slice runs on an isolated channel.
The results show that we can secure a network slice creation,
but that the consensus and the number of transaction required
by the slices are a great challenge.

I. INTRODUCTION

Mobile networks provide a connectivity model with mul-
tiple network services tailored to meet the demand of
each customer segment. Software-defined networking (SDN)
and network function virtualization (NFV) are the main
technologies that enable virtualization to provide network
programmability. Therefore, NFV and SDN technologies
create an end-to-end network function chain (SFC) [1] to
provide on-demand services tailored for each application.
Even though the association of NFV and SDN provides the
agility and low cost desired by telecommunications, it also
brings new security challenges [2]. Furthermore, the impact
of possible attacks increases because attacks on network
function hosts may simultaneously compromise thousand
of users. Therefore, it is of major importance to reduce
the possible VNF attack vectors and to provide secure
and reliable configuration management. Ensuring isolation
between network slices is essential to avoid common attacks
in shared infrastructures. In addition, tenants from each slice
share the same cloud infrastructure, and chains could involve
virtualized functions instantiated in competing providers
domains. The multi-tenant and multi-domain environment
increases the possibility of attacks inside the cloud, while
hindering accountability of service providers when a fault
occurs. Therefore, we must ensure that the service chain is
built in a trustful manner in a trustless environment.

We argue that auditability is mandatory to identify a faulty
or compromised VNF configuration, and that blockchain
technology provides the required characteristics of non-
repudiation and immutability of previous configuration his-
tory. We propose to use blockchain technology to register

all commands that create, modify, configure, migrate, and
destroy the network functions of each network slice as
signed transactions. Therefore, all network malfunctions can
be verified and an error could be correctly accounted to
the network provider in the trustless multi-tenant competing
environment.

In previous papers, we evaluate the performance of using
blockchain in network function virtualization (NFV) for
securing management commands, updates, and migration of
virtual network functions while ensuring anonimity [3], [4].

In this paper, we focus the use of blockchain in net-
work slicing. Network slices support requirements for delay-
tolerant vehicular networks, Internet of Things, Industry 4.0
and critical services such as e-Health, smart cities, and smart
grids. The extraordinarily diverse scenario requires different
blockchains with specific characteristics adapted to the re-
quired service. Hence, we propose to address different slice
requirements through different categories of blockchains.
The blockchain data structure, the consensus protocol, and
the communication protocol are tailored to each specific net-
work slice functionality. We present a blockchain architecture
for creating secure network slices tailored for each end-
to-end use case. We develop and evaluate a prototype of
our architecture with different types of blockchain using the
open-source Hyperledger Fabric [5] platform. The prototype
implements two smart contracts, Hyperledger chaincode,
with specific transaction formats for protecting network slice
management and VNF configuration operations. Each net-
work slice runs in an isolated Hyperledger channel. The re-
sults show that we can secure the network slice construction,
but that optimized data structures are required for scaling the
number of transactions required by the slices.

II. RELATED WORK

Several works explore the blockchain state of the art
applied to communication network problems and 5G [6],
[7], [8], [9], [10], [11], [12]. They focus on the use of
blockchain as a replicated incremental data repository in
which all past transactions are signed and recorded with
asymmetric cryptographic keys. Yahiatene et al. and Ortega
et al. leverage the use of blockchain as a mechanism to
provide security in vehicular networks [6], [7]. They argue
that blockchain can provide authenticity and trust with low
latency to enable secure networks. Thuemler et al. and



Capossele et al. discuss 5G requirements for enabling e-
Health based on real world experiences [8], [9]. The paper
results show that blockchain provides the necessary privacy
and data protection for securing medical records in a trustless
environment. Rawat et al. propose a blockchain-based solu-
tion for virtual wireless networks that enables trust in cloud
providers [10]. Rosa and Rothemberg provide guidelines to
incorporate blockchain-based Distributed Applications into
multiple administrative domain scenarios [11]. Boudguiga
et al. present a solution for updating IoT devices through
blockchain-stored information [12]. Our proposal provides
a blockchain slice taxonomy that encompasses and general-
izes all aforementioned blockchain applications as network
slicing use cases.

Other works investigate the problem of security vulnerabil-
ities in multi-tenant and multi-cloud NFV environments [13],
[14]. They show that trust in cloud providers is uncertain and
that compromising a single VNF at the network core endan-
gers entire end-to-end services. Zaowat and Hasan proposed
SECAP, a blockchain-based framework to securely store a
provenance tree of cloud applications [15]. The framework
protects the logs of application state changes. Bozic et al.
propose an architecture for managing execution states of
virtual machines using a blockchain-based system [16]. The
system uses a blockchain structure to log the virtualization
hypervisor instructions as transactions.

Concerning network slicing security, Bordel et al. propose
a solution for providing intra-slice security for IoT devices
and base stations in 5G systems based on pseudo-random
number generators [17]. Khettab et al. propose to use NFV
and SDN technologies to secure multi-domain network slices
by dynamically instantiating security network functions such
as firewalls and intrusion detection systems [18]. These
works, however, do not address possible malicious behavior
from network administrators.

Other works propose the use of blockchains to ensure trust
in network administrators and slice brokers. Valtanen et al.
analyze the use of blockchain in 5G network slice brokers for
resource gathering, configuration, and allocation in industrial
automation [19]. The paper points out the advantages to use
blockchains in 5G use cases. Backman et al. propose to use
blockchain for managing virtualized 5G network resources
in a multiple-administrated scenario [20].

III. SECURING NETWORK SLICING WITH BLOCKCHAIN

Blockchain is a replicated data structure that ensures the
trust and proper functioning of a distributed system without
the need for a common central authority. A representation
typical of blockchain is shown in Figure 1. A value resulting
from a cryptographic hash function identifies each block and
each block contains both the transactions performed in a
given time interval and the identifier of the previous block.
In this distributed structure, each node participating in the
consensus has a local copy of the blockchain that contains
all transactions from the beginning. Since the current copy is
the same on any network node, the non-repudiation property
between members is guaranteed because all transactions are
signed and each member uses its public key as identification.

Fig. 1. Structure of a blockchain in which each block is associated with the
following block and the cryptographic hash function ensures the integrity
of each block.

Blockchain utilization is required in distributed environ-
ments where participants are unable to agree on a centralized
authority that governs all sensitive network procedures.In
virtualized data centers in which multiple cloud services
are orchestrated, the presence of a malicious VNF in a
service can affect the entire chain through which packets
are routed without the knowledge of the cloud administrator.
Furthermore, if an attacker has access to the orchestrator,
the operations log can be manipulated to hide a threat. The
use of blockchains, although involving a greater amount of
processing as a whole, allows managing and updating VNFs
in a distributed and secure way, where transactions can be
checked locally by each node with the guarantee of non-
repudiation and integrity.

A. Attacker Model

We consider a Dolev et al. attacker model, that is, the
attacker is able to read, send, and discard a transaction ad-
dressed to the blockchain, or any packet of the network [21].
The attacker may either passively connect to the network and
capture message exchanges or actively inject, replay, filter,
and exchange information. The attacks can target tenants,
VNFs, the blockchain itself, and the network.

Blockchain attacks attempt to prevent a legitimate trans-
action or block from being appended to the blockchain.
In order for a blockchain attack to succeed, the attacker
must control a significant portion of the network to affect
the consensus algorithm. A fault-tolerant consensus protocol
mitigates this type of attack. Attacks that require transaction
corruption or tampering are impossible when every transac-
tion includes its correspondent signed hash.

Attacks on tenants or VNFs consist on attempting to
obtain configuration information or impersonate the target.
Personification attacks are not possible when every transac-
tion sent to the blockchain is signed by its issuer. Sensitive
information encryption mitigates attacks that seek to obtain
configuration information, where the attacker needs to obtain
the private key of the targeted recipient. Our work does not
address the case in which a tenant or VNF is compromised
through terminal invasion or key hijacking. The proposed
architecture, however, provides for the absence of any active
listening service in a VNF and for the use of a terminal in
read-only mode, hence mitigating attack vectors.In addition,
the proposed architecture permits auditing of all past trans-
actions at will. Therefore, if an attacker tries to modify the
blockchain using stolen key pairs, the attempt will be logged.
Upon discovery of an incident, the tenant can easily replace




