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Abstract. In 2014, the Mt.Gox Bitcoin exchange had its internal dataset
hacked and leaked. After that, some studies employ this dataset to eval-
uate if Mt.Gox was doing market manipulation on Bitcoin. Also, they
identify patterns of this manipulation. Based on these studies, this paper
analyzes the Bitcoin blockchain in the period where Mt.Gox was active.
We model the transactions in the blockchain as a graph and evaluate
the degree centrality of each node. We thus analyze how the ranking of
nodes with the highest centrality values changes over time. Our conclu-
sions indicate that top nodes are stable, but there is a period where it
changes. To better understand this behavior, we simulate the insertion
of transactions in the network and verify how the ranking changes. As
a result, we provide indications that we can use ranking changes to de-
tect malicious activities. We also show a case study using this ranking
to predict abnormal behavior in the network.
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1 Introduction

A Bitcoin exchange is a place where people can store, buy, or sell Bitcoins
using fiat currencies or other cryptocurrencies (i.e., altcoins). Despite their im-
portance, the interaction with these companies can represent a risk factor for
Bitcoin holders. It is true since storing fiat or cryptocurrencies in accounts at
these companies can be seen as a type of centralization, that is, a single point of
failure. Also, the lack of Bitcoin regulation makes it difficult to recover money
in fraud cases on an exchange platform. Between 2010 and 2013, 45% of the
exchange were closed, and 45% of these platforms did not compensate their cus-
tomers for their losses [19]. Another problem raised by some companies is the
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suspicion that they perform market manipulation and their activity artificially
increases the USD-BTC price [5].

In 2014, the major Bitcoin exchange, called Mt.Gox, was filed for bankruptcy
and had its trade history leaked. This leakage allows researchers to analyze more
closely the behavior of this exchange since not all trading in an exchange appears
in the blockchain [2]. It happens because some users store their bitcoins in the
exchange wallet. As the exchange controls these wallets, their transactions are
not added to the blockchain. In this case, the exchange keeps the Bitcoin in
its address and uses internal data to controls the users’ amount. The users do
not have Bitcoins, as they do not have a pair of keys to prove their ownership.
The same occurs when two users of the same exchange transfer values between
them. In these two cases, these transactions are called off-chain transactions. A
different scenario occurs when a user buys Bitcoin in an exchange and transfer
the Bitcoins to his wallet (i.e., any wallet that this user has the pair of keys). In
this case, a transaction must be added to the blockchain. It is called on-chain
transactions.

The leaked data from Mt. Gox is analyzed in papers that try to find ev-
idence of market manipulation. They find transaction patterns in the leaked
data that support the hypothesis that Mt.Gox was making market manipula-
tion [2,5]. Based on the analysis of [2,5], this work performs a graph analysis of
the blockchain, focusing on the same period used in these papers. We hypothesize
that the market manipulation made by Mt.Gox changes the expected behavior
of blockchain nodes, generating instability in it. To investigate this hypothesis,
we are interested in knowing how the top-ranked users change over time and
examining if these changes can be related to the Mt.Gox malicious activity and
the increase in the Bitcoin price.

Our primary contribution is analyzing how the top-ranked nodes change in
the blockchain to identify malicious activity in the network. We show how these
changes occurred during the Mt.Gox activity period and how the network’s be-
havior was different from the others. Also, we provide a forecast model to predict
this unstable behavior.

This work is organized as follows. Section 2 describes related work. Section 3
presents information about data acquisition and graph construction, including
also a preliminary analysis. Next, Section 4 presents the stability analysis and
discusses our main findings. Section 5 presents the case study, while Section 6
concludes the paper.

2 Related Work

Different papers analyze aspects of the Bitcoin network. One important as-
pect is its decentralization, addressed in [3,8]. These works show that few entities
control most of the computing power used for Bitcoin mining.

Anonymity is another aspect addressed in Bitcoin literature. The studies
about this aspect show that Bitcoin is not entirely anonymous. Fleder et al.
were able to link Bitcoin addresses to real user identities [4], using data from
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Internet forums. Other approaches also break user anonymity, such as linking
Bitcoin addresses to IP addresses [11]. The work in [12] provides a survey covering
aspects of Bitcoin anonymity [12].

Extracting complex network characteristics from the Bitcoin environment is
also an interesting research topic. For example, the studies conducted in [14]
and [16] identifies that the degree distribution of Bitcoin nodes follows a power
law. Another fact about the Bitcoin network is that it has characteristics of the
small-world phenomenon but with a high diameter [15,17]. The authors also
studied the outliers in the in-degree and out-degree distributions. Maesa et al.
consider as outliers the nodes with the in-degree or out-degree with at least one
order of magnitude higher than the average degree. Both behaviors are associated
with the presence of artificial transactions in the network [16,18]. One example
of an artificial transaction is a transference where one node transfers the exact
amount 0.00001 BTC to 101 other nodes.

Another topic of interest in the Bitcoin network is the analysis of frauds
and market manipulation. In [5], the Mt. Gox leaked data is used to verify
if this exchange made market manipulation. The authors find out suspicious
trade activity in accounts listed in the leaked data. These accounts were called
Willy and Markus bots. The article shows evidence that the increase in the
Bitcoin price is related to these bots’ activity. In 2017, during a trial in Japan,
the Mt. GOX CEO confirmed that the company was responsible for the Willy
activity [24].

Chen et al. also analyze market manipulation by Mt.Gox [2]. They perform
this investigation in the Bitcoin network through graph analysis. The authors
use the Mt.Gox leaked data to make a graph analysis to find malicious trade
evidence. They classify the accounts of the dataset into three categories (i.e.,
extremely high, extremely low, and normal) based on the amount that each ac-
count paid for the Bitcoins and the daily price reference. They consider that
the extremely high account and the extremely low account are abnormal ac-
counts and verify that they have different characteristics when compared with
the normal ones. After that, they analyze the dataset looking for patterns in
the transactions made by the abnormal accounts. They find out the existence of
many self-loops, unidirectional transactions, triangles, and other structures and
conclude that these patterns are strong evidence of price manipulation. Most
of these abnormal transactions occurred during the last 12 months of Mt.Gox
operations, with a more relevant presence in the last six months of 2013.

Although the investigations of [5] and [2] give essential contributions to the
studies about market manipulation in the exchanges, they focus the analysis on
the Mt. Gox leaked data. As details about internal transactions in other ex-
changes are not available (i.e., transactions that occur in the exchange and do
not appear in the blockchain), their analysis is not extensible to other periods
where the Bitcoin price had a high increase. Our work contributes to the liter-
ature showing that the abnormal transaction patterns identified in [2] change
blockchain’s graph behavior. This analysis can be a base to design mechanisms
to identify malicious activities, regardless of leaked data.
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3 Base Methodology and Preliminary Analysis

In this section, we present the methodology applied in our analysis, together
with preliminary results. We start with the details of our dataset. Then we show
the graph definitions used in this work. We also conduct the first part of our
graph analysis to analyze if there is a relationship between the top user ranking
and the Bitcoin price.

3.1 Data Acquisition

To receive an amount of money in the Bitcoin network, a user needs to create
a wallet with at least one pair of public/private keys. The public key is used to
create the Bitcoin address, used as an input or an output in the transaction.
The private key proves the ownership of this address. If a user has Bitcoins in
one address and wants to send these Bitcoins to other users, he/she has to prove
the ownership of this address. It means that only the user who has the private
key can transfer the Bitcoins of the corresponding Bitcoin address.

When a transaction occurs, it is broadcasted to the other nodes in the net-
work. The miners get this transaction, groups with others, and create a block.
The transaction is only complete when included in a block in the blockchain.
The blockchain contains blocks with all the transactions that have ever hap-
pened in the network since its creation. The entire Bitcoin transaction history
(i.e., blockchain transactions) is available for download using a Bitcoin client,
such as Bitcoin Core [21].

We use the ELTE Bitcoin project dataset, available in'. This dataset has
pre-processed blockchain data, organized into spreadsheet format. Using this
data, instead of downloading and processing more than 270GB of data (i.e., the
corresponding size of the Bitcoin blockchain), we have to deal with less than
40GB (the size of the ELTE dataset) of data. Also, we choose the dataset to
avoid dealing with the script code format of the blockchain.

An additional pre-processing is necessary to remove inconsistent data from
the dataset, such as the mining rewards, represented in the dataset as trans-
actions without input addresses. We also aggregate the Bitcoin addresses that
belong to the same entity. However, as we are interested in transactions between
the same exchange, we choose to use the well-known aggregate heuristic rule
noted in [20]. Using this heuristic, if a transaction has multiple input addresses,
we consider all these addresses belonging to the same entity. This assumption
is reasonable since the entity that creates the transaction must have all input
addresses’ private keys to prove its ownership.

The final dataset used in this work has all the transactions up to 02-2018.
However, we select the interval between 06-2012 up to 05-2015 to analyze. This
period is selected because we are interested in the blockchain’s behavior during
the reported malicious activities of Mt.Gox, which occurs in the year 2013. We
select an interval before and after this year to compare the behavior. For each
month in this interval, we create a graph and perform our analysis.

! https://senseable2015-6.mit.edu/bitcoin/
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3.2 Graph Definition

We model our data as an undirected weighted graph, G, (Vi Ep,, w) where
Vi, is the set of nodes representing users that made transactions during the
month m. FE,, is the set of edges representing the transactions between users
that occur in m, and w is a weight associated with each edge. If two users have
at least one transaction between them during the month m, there is an edge
connecting these nodes. This edge’s weight is the total number of transactions
made between them in m.

We make our analysis using degree centrality, which measures a node’s im-
portance based on its number of edges. Equation 1 shows how to evaluate the
degree centrality. In this equation, N — 1 is the maximum number of edges that
a node can have in month m, and e;; is one if there is a link between node 7 and
node j in month m. If a node has N — 1 edges, it has one edge with all other
nodes.

N
Dim1 Cij

Cp = N=1)

(1)

3.3 Rank Analysis

We start our analysis by creating one graph G,, for each month between
06-2012 (m = 1) and 05-2015 (m = 36). Figure 1 shows the number of nodes
and edges of each G,,. As explained in Section 3.1, we use an aggregate rule to
group Bitcoin addresses. It means that the total number of nodes for each G,
is less than the total number of Bitcoin addresses used as input and output each
month.
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Fig. 1. Total Number of Nodes and Edges in each G,



6 D. M. Pereira and R. S. Couto

After the graph creation, we evaluate the degree centrality of Equation 1 for
all nodes V,,,, for each G,,. We then list the k nodes with the highest degree
centrality in each month m. We use this top-k nodes to build the set N%. This
set has the top-k nodes. We evaluate different values for k, and we use the
number of transactions these nodes have made to uphold our decision. The top-
10 nodes are responsible for almost 20% of transactions. For the top-100, we get
precisely 33%. For the top-150, we have 34%. As we increase k to top-1000, we
have approximately 40%, and for the top-2000, we have 44%. We choose to use
k = 100 to simplify our analysis. Also, because these few nodes are responsible
for an expressive number of transactions.

After selecting the top-k nodes, we analyze how this ranking changes over
time. To this end, we compare the nodes of each set N¥ with the set A% _, of
the month before. In this analysis, we are interested in finding out the number
of repeated nodes. It means that we are interested in the cardinality of the
intersection between N¥ and VX _,. We call this number User Repetition, and
Equation 2 formalizes it.

User Repetition = [INE ANE_|. (2)

Figure 2 shows how User Repetition changes over time?. This figure also
includes the Bitcoin price difference during this period by comparing the bitcoin
price in the month m with the month m — 1. We use the bitcoin historical
market price, available in [1]. We can note that, in the period between 2013-
02 and 2013-12, User Repetition has its lowest values. It means that we have
fewer nodes repeated in the top-100 ranking list. This behavior is different from
the previous and the next months, where we have a higher User Repetition.
These higher values in the other months show that the 100 top-ranked nodes
change little, indicating stability in this ranking’s behavior. An exception occurs
between 2014-12 and 2015-05. Although, in this case, User Repetition remains
low for a short period, it could indicate that external factors (e.g., political
scandals, terrorist attacks, government decisions, etc.) can influence the metric.
This analysis is not covered in this paper and will be studied in future work.

We also calculate the average User Repetition in each six-month interval of
the considered period, shown in Table 1. We use the interval names of this table
in the rest of this paper. The six intervals were called A0, A1, A2, B1, B2, and
C1. The intervals Al and A2 represent the period where the evidence points
out that the exchange Mt.Gox made most of its suspicious transactions [2]. Al
and A2 are also intervals with the lowest User Repetition. In the interval A0, we
already had Mt.GOX activity, but based on the leaked data analysis, the number
of suspicious transactions was inferior to the number presented in A1l and A2.
We can also see that the interval A2 (i.e., between 06-01-2013 and 11-30-2013)
has the lowest average, as expected based on Figure 2. This paper focuses on
understanding network behavior during interval A2 because of its low average

2 To evaluate User Repetition in the first month (i.e.,m = 1), we use the set N9 and
the set Ng%, where m = 0 indicates the month 2012-05.
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Fig. 2. Bitcoin Market price and User Repetition per Month

User Repetition, its high exchange market price, and the reported malicious
activity [2,5].

Table 1. Average Rank Difference

Date Range (From ~To)|Interval Name|Average Rank Difference
06-01-2012 ~11-30-2012 A0 46.5
12-01-2012 ~05-31-2013 Al 40.6
06-01-2013 ~11-30-2013 A2 28.8
12-01-2013 ~05-31-2014 B1 49.0
06-01-2014 ~11-30-2014 B2 49.3
12-01-2014 ~05-31-2015 C1 43.5

The results of Figure 2 and Table 1 lead to a hypothesis that there is a rela-
tionship between the User Repetition metric and the market manipulation made
by Mt.Gox, noted by the relationship between our metric and the Bitcoin price.
In Section 4.2, we investigate if this hypothesis holds, analyzing the behavior of
the User Repetition metric in G,,. In a nutshell, we analyze how a node enters
the top-k ranking. It gives us information about how many transactions a node
needs to perform and how it needs to behave to enter in this ranking.

4 Stability Analysis

As explained in Section 2, there is evidence of fraudulent behavior of Mt.Gox
during the months before its filing for bankruptcy. The leaked data analysis
shows evidence of artificial trades, mostly during its last months of operations,
which correspond to our interval A2 and part of interval A1 of Table 1. Based on
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our analysis of Section 3.3, where we observe low values in User Repetition, we
want to verify how the insertion of new transactions affects our User Repetition
metric. To this end, we perform a stability analysis. In this section, we first
describe the employed methodology and then present its results.

4.1 Methodology

To perform the analysis, we select a six-month interval to insert the new
transactions. For each month in this interval, we create the graph G,, and we
use a uniform distribution to choose a subset S,, with £ = 100 nodes from V/,.
The nodes in S, are responsible for the input of the new transactions. We choose
each transaction’s output from V,, or S,,, depending on the methodology that
we are applying.

As Mt.Gox suspended all trading in 02-2014, we insert the new transaction
in the interval B2 (06-01-2014 ~11-30-2014) to make sure we are making our
analysis without the influence of this exchange. Hence, in the rest of this section,
the variable m refers to the months included in the interval B2, m € B2. In
other words, it means that our m values range from 25 to 30. The amount of
new transactions inserted in each month m is based on a percentage of the total
number of transactions that occurred in it.

The percentage of the total number of transactions that we choose goes from
2% up to 16% of the total number of transactions that occurred in the month,
increasing 2% at each step. It means that, at each step, we generate a new graph
G;n(V,;Z, E;n, w/), where V,;l, E,In, and w’ are the set of nodes, edges and weights
updated with the new transactions included. We calculate the degree centrality,
select the top-100 nodes, and calculate User Repetition for each step, repeating
the same procedure in all months m € B2.

We employ three different methods to add new transactions. Our objective
is to analyze how organized the transactions must be to change the ranking. In
Method 1, we want to investigate our metric’s behavior when we increase the
network transactions, but with a high number of nodes responsible for making
them. In Method 2, we also analyze our metric’s behavior when we increase the
network transactions, but this with fewer nodes being responsible for making
them. In Method 3, we stably insert new transactions keeping the same nodes
during all months.

Our goal with Method 1 is to analyze the impact of random transactions
in User Repetition. It means that we want to verify User Repetition’s behav-
ior when random users made many new transactions. We assume that random
transactions are not organized and controlled by an entity. It represents nodes
that increase their number of transactions without any control of the network’s
major players.

In Method 1, for each percentage, we make the following procedures. First,
we randomly choose the subset S, (i.e., a subset with 100 nodes) used in the
transaction generation. We remove these nodes from V,,,. After that, we generate
new transactions using uniform distribution to select an input node from S,,.
We randomly choose the output node from V,, (i.e., a subset with all nodes
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that make transactions during the month m) or S,,. At each transaction, we use
one of the sets in the output. The selection from S, increases the number of
self-loops and triangles, as this group has fewer nodes than V,,,. When we select
from V,,,, we increase the chance that this transaction will create a new edge. It
happens because, as this set has a higher number of nodes, we have less chance
of selecting a node that already has an edge with the input. Next, we create
G;n and evaluate Cp, using Equation 1. Then, we select the top-k nodes and
evaluate User Repetition, using Equation 2.

Method 2 and Method 3 have many similarities with Method 1. Because of
that, we explain next only the differences between these methods and Method
1. The difference is in how we choose S, .

In Method 2, we select only one subset S,,, for each m, and this subset
is responsible for creating all-new transactions in G,,. This process is different
from Method 1, where we select one subset for each percentage. The behavior
simulated in Method 2 is the insertion of a high number of transactions made
by the same group of nodes. The consequence is that few users control the
transaction. Thus, these users make a considerable amount of interactions (from
2% up to 16% of all transactions in the network).

In Method 3, instead of selecting S, from each G,,, we create a graph
G(V,E,w), using the entire B2 dataset and select the S,, from this graph. It
means that all months use the same subset S,,. In other words, an edge exists
between two nodes if they have a transaction in any month of the B2 dataset.
In the same way as Method 2, in Method 3, the subset S, is responsible for
the input of all new transactions for each m. If in a month m the node selected
in S;, is not in G,,,, we add this node to the graph. Our goal in this method is
to analyze the stability of the original top-k changes, as we force nodes to be
inserted and repeated each month. It gives us information about the behavior
in the periods with high User Repetition (e.g., A0, A1, B1, and B2).

4.2 Results

We apply the three methods described in Section 4.1 to the employed dataset.
The figures below show the average values of User Repetition and the confidence
intervals, evaluated with a confidence level of 95%. It is difficult to visualize the
confidence intervals in our curves because our results have a narrow confidence
interval.

Figure 3 shows User Repetition after applying Method 1. The mark by a
shaded area in the graph shows the B2 interval. As described before, this method
changes S,,, for each percentage. There is a difference in User Repetition between
the original dataset curve and the curve for 2%. However, as we keep adding
transactions, this difference does not have a considerable change, even when
inserting 16% of new transactions. This happens because the subset S, changes
constantly, and we select |.S,,| = 100 new nodes in the entire G,,. Even without
any rules forbidding a node to be selected again, the probability that it happens is
small. It implies that a node’s chance to make more than 2% of new transactions
is small.
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Method 1 gives us information about the concentration of transactions in
the network. With 2% of transactions created by random users, we decrease
User Repetition by 15 positions. As User Repetition represents the number of
repeated nodes in the top-100 rank, this decrease means that we insert 15 new
nodes in the top-100 by just creating 2% of new transactions. Figure 3 shows
this decrease as the maximum difference between the original dataset curve and
the curve for 2%.

As we insert further transactions, the other curves (i.e., 4%,8%, and 16%) do
not change significantly. It happens because of the randomness and frequency
in selecting the subset S,,. We change the nodes in this subset frequently (i.e.,
at each percentage of new transactions). Hence, at each change, a different set
of new nodes enter the top-k rank and keeps User Repetition with this decrease
by almost 15 nodes.

Before the insertion of new transactions, our top-100 nodes were responsible
for almost 30% of the total number of transactions each month. Based on that,
the fact that we can change 15 positions in this rank with 2% of new transactions
indicates a higher concentration of transactions in the first ranking positions,
showing that the addition of random transactions can change the subset of top-
100 nodes, but not the major part of these nodes.
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Fig. 3. User Repetition using Method 1

Figure 4 shows User Repetition after applying Method 2. In this method,
we do not change the subset S, for each percentage (i.e., as in Method 1).
Instead, we change it only once each month. For example, in a given month, to
evaluate User Repetition for 16% of new transactions, we use the same subset S,
employed for 8%, and so on. Figure 4 shows that, for 4% of new transactions, we
include almost 35 new nodes in the top-k ranking (i.e., the maximum decrease in
User Repetition). Furthermore, with 16% of new transactions, User Repetition
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is low. It means that at each month in B2, we insert most of 5, nodes in
the top-k list. As this list changes once per month, User Repetition keeps low
values because fewer nodes are repeated. The behavior of User Repetition in
Method 2 looks more similar to the one of the A2 interval (i.e., the period where
Bitcoin prices have increased due to market manipulation). It reinforces our
initial hypothesis that the decrease in User Repetition is related to the activity
of Mt. Gox.
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Fig. 4. User Repetition using Method 2

Figure 5 shows User Repetition after applying Method 3. In this method, we
keep the same subset S, of nodes during all months. We thus verify the behavior
of User Repetition when these nodes insert new transactions. As expected, when
the same subset of nodes is responsible each month for a considerable number
of transactions (from 2% up to 16% of new transactions), we have a high User
Repetition. This result reproduces the stability present outside the A2 interval.
It also indicates that a different behavior occurs in User Repetition during the
A2 interval, as the top-k nodes change more during the months in this interval.

This section showed User Repetition’s behavior after applying the three
methods described in Section 4.1. Method 1 showed us that an arbitrary trans-
action insertion is not able to decrease User Repetition considerably. This result
reinforces that the decrease during the A2 interval is not a natural behavior in
the network. Method 2 showed that to reproduce the behavior present during
the A2 interval, we need to insert the random transactions in a more organized
way. Method 3 reproduced the natural behavior during the intervals outside A2,
where we have stability in the top-k rank. These results reinforce our initial in-
tuition that the low values during the interval A2 are related to the fraudulent
behavior of Mt.Gox.
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Fig. 5. User Repetition using Method 3

5 Case Study

This section provides a case study using a time-series model to forecast the
User Repetition metric. This model allows an online behavior estimation of the
best-ranked nodes and, together with the previous analysis, can indicate mali-
cious activity in the network. Next, we first detail the data pre-processing steps.
After that, we explain the forecast model and show an example of its execution.

5.1 Data pre-processing

As mentioned before, the previous sections perform a per-month analysis.
The forecast model uses the User Repetition metrics per hour since this case
study can be a base to an online mechanism. Hence, it is more helpful for this
mechanism to have malicious activity clues in a shorter period.

In the first part of our data-preprocessing step, we repeat the graph analysis
of Section 4, evaluating the User Repetition metric. Different from Section 4, we
have one graph per hour instead of one graph per month. Hence, our dataset has
the information of User Repetition in a one-hour interval. We employ a fixed-size
sliding-window approach. It means that we break our dataset into sequences with
the same length. We choose to use the last 24h to predict the User Repetition
metric in the next hour. Consequently, we use the windows with a length of 25
(i.e., 24 for the input and 1 for the target). We also use the same approach to
forecast for two hours in the future, based on the last 48h. Consequently, we use
the windows with a length of 50 in this case.

Next, we split our dataset into three parts, with the data grouped into win-
dows. One for training, with 80% of the data. Another for validation, with 10%
of the data. And the last one for the test, with the remaining 10% of the data.
We use the training dataset and the validation dataset to build the model (i.e.,
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training and tuning the hyperparameters). We use the test dataset to evaluate
the performance. We standardize all three parts using the mean and standard
deviation calculated using the training dataset only.

We choose to use in the forecasting a baseline model and a Recurrent Neural
Network (RNN) model, which is a widely used model for time-series analysis [9].
A time-series analysis can apply other approaches, but our focus is to present a
case study of our User Repetition metric and not compare different methods.

5.2 User Repetition Forecasting

A Recurrent Neural Network (RNN) is a type of neural network that can
recognize patterns in a sequence of data, where the notion of temporal order in
the inputs affects the output. It happens because an RNN model takes as input
the current input sequence but also information from the past. It means that
the decision made at a time step t is affected by the decision made at a time
step t — 1.

Figure 6 shows an example of a model using a single RNN neuron. It is an
unrolled through time representation [6]. In this figure, (t) is the input, g(¢) the
prediction, h(t) is the transferred state, and the target is the correct value that
we are trying to predict. This example shows that this model predicts one value
of (t) in the future (i.e., (¢ + 1)). We can also note that we use the transferred
state h(t) as an input in the next time step. As h(t) is a function of the current
input z(¢t) and the previous state h(t — 1), it illustrates the idea of memory in
an RNN, as the state transferred to the next time step depends on the current
value of the input and the previous state.

X(t-3) x(t-2) x(t-1) X(t) Input
l h(t-2) )\ h(t-1) l ht) l
> e — Model
y(t-3) y(t-2) y(t-1) 9 Prediction
X(t-2) X(t-1) x(t) X(t+1) Target
Time

\j

Fig. 6. Simple Recurrent Neural Network Model

RNNs are common in speech recognition, language modeling, stock price
prediction, and other tasks based on time-series data [7]. The RNNs models have
problems modeling long-term dependency, which means that they are not able
to remember information for long periods [7]. One alternative is to use LSTM
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(Long Short-Term Memory) networks [22]. LSTM is a special type of RNN that
can learn long-term dependency. To be able to do that, an LSTM cell has its
internal states split into two, h(;) and c(). We can consider the first one as a
short-term state and the second one as a long-term state. The long-term state
allows the LSTM to remember information for long periods. At each timestep,
the LSTM updates the c(;) by forgetting unnecessary information and adding
new ones.

Given the above discussion, we use an LSTM model in our case study. We
implement this model using Keras and TensorFlow libraries®. Our architecture
has two hidden layers and 128 neurons each. We use the TANH (Hyperbolic
Tangent) activation function [23] in both layers and a dense layer in the output.
We choose to use the ADAM optimization algorithm [13]. The model is trained
during 300 epochs, using the infrastructure of Google Colaboratory *.

Figure 7 shows a one-window example of our prediction during the test.
This window is used to predict one hour in the future. At each time step in
this window, we plot the input (i.e., the 24 consecutive User Repetitions), the
correct value of our target (i.e., 24 target values), and the predictions made by
our model (i.e., 24 predictions). We can see that our model gets close to the
Target value in most of the points.

-3
h=
=
©
o2 ]
Q *
>4
,_l —— Inputs
;1 o Target

* +«  Predictions

0 5 10 15 20 25

Fig. 7. User Repetition forecasting (1h)

This case study also uses a trivial baseline solution adopted in the litera-
ture [10]. As mentioned before, our focus is to show a case study of the User
Repetition metric and not investigate the best forecasting method. As we are
dealing with a time-series, we choose to use as a baseline an approach where we
consider the forecast at time t 4 1 to be equal to the value at time ¢. It means that
y(t + 1) = y(t). For the two hour prediction, we use y(t +2) = y(t + 1) = y(t).
We evaluate the RNN model’s performance and the baseline using the MAE
(Mean Absolute Error) and the RMSE (Root Mean-Square Error). MAE com-
putes the absolute average distance between the real value and the predicted
value. RMSE evaluates the root squared difference between the real value and
the predicted value.

3 https://www.tensorflow.org/
4 http://colab.research.google.com
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Table 2 shows the performance of both models, considering our test set. In
this table, we also provide the error for the forecast 2 hours in the future. We
can see that the RNN model performs slightly better than the baseline model in
both cases.

Table 2. Model evaluation

1h 2h
RNN Baseline| RNN Baseline
MAE (0.3650(0.3722 {0.3990|0.4239
RMSE|[0.4781]0.4998 |0.5228|0.5646

Metric

In this section, we provided a case study using two approaches to forecast
User Repetition. This analysis, together with the one made in Section 4, makes
it possible for us to identify periods of suspicious activities by forecasting the
User Repetition metric. For example, if the difference between our predicted and
current User Repetition is high, we can consider that the network is in a suspi-
cious state. If so, we can trigger a more detailed analysis to detect anomalous
behavior.

6 Conclusion and Future Work

In this work, we analyzed the Bitcoin transaction graph, focusing on how
the most important nodes (i.e., the top-ranked nodes) change each month. This
analysis shows us a stable behavior in repeating these top nodes in almost all
the months analyzed. However, this pattern changes during the period when Mt.
Gox made its major number of fraudulent trades. We analyze the period where
this pattern was changed by simulating new transactions in the network. This
analysis gives us evidence that this change can be the consequence of market
manipulation.

We also use an RNN model, together with a simples baseline one, to forecast
User Repetition. As the results show, the RNN model was able to predict the
behavior of our metric. With further analysis, the idea is that this prediction
model can be extended to build an online model to identify periods of abnormal
behavior.

As future work, we want to investigate the behavior of our metric in the entire
blockchain to measure its ability to detect malicious activity. This analysis will
also allow us to understand how facts not related to Bitcoin can influence our
metrics. We also plan to perform the same analysis for other centrality metrics,
such as Eigenvector Centrality and Closeness Centrality.
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