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Abstract Software Defined Networking is being widely adopted by enter-
prise networks, whereas providing security features in these next generation
networks is a challenge. In this article, we present the main security threats
in Software Defined Networking and we propose AuthFlow, an authentication
and access control mechanism based on host credentials. The main contribu-
tions of our proposal are threefold: i) a host authentication mechanism just
above the MAC layer in an OpenFlow network, which guarantees a low over-
head and ensures a fine-grained access control; ii) a credential-based authen-
tication to perform an access control according to the privilege level of each
host, through mapping the host credentials to the set of flows that belongs to
the host; iii) a new framework for control applications, enabling Software De-
fined Network controllers to use the host identity as a new flow field to define
forwarding rules. A prototype of the proposed mechanism was implemented
on top of POX controller. The results show that AuthFlow denies the access of
hosts either without valid credentials or with revoked authorization. Finally,
we show that our scheme allows, for each host, different levels of access to
network resources according to its credential.
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1 Introduction

Providing security is a fundamental need for enterprise networks, multi-
tenant data center networks, and critical-infrastructure networks, such as smart
grids [16,9]. The main difficulties to ensure a high level of security in networks
are the variety of networking equipment, such as switches, routers, and mid-
dleboxes, as well as, end host vulnerabilities. Thus, the deployment of security
policies requires specific network settings, according to standards and features
of each network equipment, which operators have to set manually [6].

Software Defined Networking (SDN) paradigm decouples network control
from data forwarding, offering high programmability of control plane and a
global view of the network. The adoption of this paradigm promotes the de-
velopment of logically centralized and integrated security policies, which sim-
plifies the solution of complex network security problems [13]. OpenFlow [10]
is an Application Programming Interface (API) that is the most successful
implementation of Software Defined Networking!. The OpenFlow controller
is a software module that logically centralizes the network control plane. The
centralization provided by this new paradigm, however, must be carefully pro-
tected because of network security concerns. A malicious or misused behavior
of a unique component can compromise the proper operation of the entire
network, for example, performing a denial of service against the network con-
troller. Therefore, an access control mechanism is mandatory for SDN security.
Both authentication and the privilege level assigned to each host are essential
to ensure the proper SDN operation.

In this article, we propose AuthFlow, an authentication and access con-
trol mechanism for Software Defined Networking. Our proposed mechanism
provides the following contributions. Provision of a host authentication mech-
anism at a low layer, for instance, immediately above the Medium Access
Control (MAC) layer, guarantees a low overhead and a fast access control
procedure. A fine-grained access control facility based on mapping authenti-
cation credentials of the supplicant host into the flow set belonging to each
host. A control framework feature that allows control applications to define
flow rules according to the authentication credentials of supplicant hosts. The
authentication procedure occurs just above the MAC layer and complies with
IEEE 801.X standard. The IEEE 801.X assures that authentication informa-
tion exchanging is standardized between the supplicant host and the authen-
ticator. Thus, it does not require any change into current hosts. As AuthFlow
authenticates at lower layer level, it introduces lower overhead when compared
to authentication processes at the Network Layer or at the Application Layer.
Authentication at higher layers depends on the assignment of an IP address
to the end host and, also, depends on exchanging information on the authen-
tication application.

1 Considering a three-layer SDN model, we identify three API levels: southbound API,
east/westbound API, and northbound API. In this model, OpenFlow is an example of
southbound APL.
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Current proposals for providing security to Software Defined Networking
seek to develop security modules in the controller that facilitate the develop-
ment of new secure applications [20,22]. Other proposals give hosts a tempo-
rary IP address to access a Web site, where they present the credentials [18,3,
23]. These proposals, however, are prone to address spoofing attacks, and they
introduce greater control overhead when compared to AuthFlow. A prototype
of AuthFlow mechanism was developed and evaluated in the experimental en-
vironment Future Internet Testbed with Security (FITS)? [17]. The results
show that AuthFlow is effective to authenticate and to control access of Soft-
ware Defined Networking, while it keeps a lower overload of control data when
compared to a standard network authentication approach.

The rest of the paper is organized as follows. Section 2 discusses the se-
curity limitations of the Software Defined Networking paradigm. We describe
AuthFlow mechanism on Section 3. Section 4 presents our experimental re-
sults and evaluates the proposed mechanism. Section 5 presents related works.
Section 6 concludes the paper.

2 Security Threats of SDN

The global and logically centralized network view on SDN allows the con-
trol logic of security applications to be more complete and integrated than the
ones of legacy networks [22,5] and, thus, simplifies handling complex network
security problems. Security applications rely on the centralized global network
view for implementing flow definition policies based on states, and also flow
based security, such as intrusion and malfunction detection algorithms [19].
Nevertheless, the creation of security applications on SDN is a challenge, be-
cause the security of the SDN itself is still questionable [12,11,14]. Therefore,
we propose the classification of the security threads on Software Defined Net-
working into three categories: Denial of Service (DoS), lack of trust between
components and vulnerabilities of components.

Denial of Service (DoS) can occur in both data and control planes. In
data plane, a malicious host that generates false flows can exhaust both band-
width resources and memory resources, or flow table entries, of switches on
the network. Denial of Service against the control plane can be achieved in two
different locations of the network: The controller and the communication chan-
nel between controller and switches. An attacker may exhaust the processing
capacity of the network controller by sending a lot of packets with different
headers, which do not match any already defined flow, and, thus, are sent to
the controller. Likewise, Denial of Service can be achieved when the commu-
nication channel between switches and controller is intentionally jammed. A

2 FITS is an inter-university testbed network which was developed through
a partnership between Brazilian and European institutions. More information on
http://www.gta.ufrj.br/fits/.
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malicious node can generate enough traffic to overload the channel and pre-
vent communication between the controller and the switches. Authentication
of end hosts and switches, using Secure Socket Layer (SSL) and Public Key In-
frastructure (PKI), is able to avoid these threats. Authentication is important
because only authorized nodes access the network and, in case of malicious be-
havior, the node authentication can be revoked and the node may be isolated
from the network.

Lack of Trust between Network Components hampers the SDN, as ap-
plications running on top of the controller can behave maliciously. Controller
must identify which applications are trustworthy and which are malicious.
Thus, possible measures to increase security are applying mechanisms for cer-
tifying applications and for establishing chains of trust and attestation. Fort-
NOX and FRESCO create a safe execution core at the SDN controller, which
manages and limits applications actions on the network [20,22]. Besides, lack
of trust affects logging, since untrustworthy applications may log fake records.
Hence, applications should sign their own logs, and developers should be cer-
tified. Moreover, certified developers could securely certify their applications.

Vulnerability of Components is a security challenge not restricted only to
SDN, but it becomes more critical since a vulnerability of a controller lets the
entire network vulnerable. Thus, there are three possible sources of vulnera-
bilities: switches, controller and management hosts. Vulnerabilities at a switch
may allow an attacker, who gains access to a switch, to attack the control
plane, such as forging messages from other switches to exhaust the resources
of the controller. Vulnerabilities at the controller allow an attacker to alter
the control plane or even to run a new application for controlling the network.
Vulnerabilities in a management host allow an attacker to incorrectly setup
control plane policies. To prevent these attacks, there are some measures, such
as, attestation of the control applications, use of dual certification protocols
between applications and management hosts and, finally, replication of control
applications for fault and intrusion tolerance.

Among the major challenges of securing Software Defined Networking, we
also highlight three main required features: scalability, responsiveness, avail-
ability, and reliability [18]. A step forward for providing these features is to
solve the challenge of placing controllers in the network [8,21,1].Moreover,
authentication, authorization and access control are essential primitives for
Software Defined Networking. These primitives, together with the attestation
and distribution of controllers, are the basis of a secure network, in which
malicious components can be detected, identified and isolated [18,22,19].

3 AuthFlow Mechanism

The main idea of AuthFlow is performing authentication using Layer 2
protocols and mapping the identity of a host into the flows created by itself on
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the network. The proposed mechanism applies the IEEE 802.1X standard and
Extensible Authentication Protocol (EAP). EAP encapsulates authentication
message exchanged between the supplicant host® and RADIUS authentication
server. The translation of IEEE 802.1X messages into RADIUS packets is
performed by the Authenticator. AuthFlow Authenticator is a software module
that also communicates with our AuthFlow application running on top of the
controller. The application allows or denies network traffic from a supplicant
host depending on the result of authentication between the supplicant and
authenticator.

AuthFlow applies the IEEE 802.1X because, while it specifies the au-
thentication just above the MAC Layer, it is a widely adopted standard.
IEEE 802.1X requires no changes on end hosts for network authentication, be-
cause IEEE 802.1X is trivially support by common Operating Systems. When
a host, compatible with the IEEE 802.1X, starts, it also starts the authentica-
tion phase by sending a start message to a reserved multicast MAC address
(01:80:€2:00:00:03) with Ethernet type 0x888E. Therefore, authentication
procedure neither depends on any host’s prior knowledge about the network,
nor on a translation of an IP address into a MAC address. The AuthFlow au-
thentication limits new host accesses just to the authentication system, which
prevents a host of receiving a temporary IP only for authentication.

Following, we discuss the architecture of AuthFlow. We consider a use case
in which AuthFlow authenticates virtual routers on a network infrastructure of
a hybrid pluralistic Xen and OpenFlow virtualization platform [16,17,4]. Our
proposal, however, is not limited to this use case and AuthFlow can be used,
without any change, in the authentication of end hosts, switches or routers
on an OpenFlow network. In the considered use case, supplicant hosts, that
compose the OpenFlow network, are virtual machines that behave either as
end hosts or as routers.

In our considered use case, the architecture of AuthFlow consists of physical
machines running OpenFlow switches, a POX controller, an Authenticator and
a RADIUS authentication server, as shown in Figure 1. Physical and virtual
machines act as routers and, then, are called respectively physical routers and
virtual routers. Physical routers are nodes with Xen virtualization system and
host virtual routers. Packet forwarding between physical and virtual routers
is performed by a software switch compatible with OpenFlow API, the Open
vSwitch. The adopted virtualization model is the hybrid Xen and OpenFlow
model used in Future Internet Testbed with Security (FITS) [17,16]. The POX
controller runs our AuthFlow application that handles packet forwarding, in
particular, packets* of the IEEE 802.1X. IEEE 802.1X packets are forwarded
directly to the Authenticator. Authenticator is a RADIUS client that imple-
ments IEEE 802.1X and forwards the content of EAP messages to RADIUS.
The authenticator was developed as an adapted version of hostapd®, an Au-

3 The nomenclature for supplicant, authenticator and authentication server is defined by
the IEEE 802.1X standard.

4 For the sake of generality, we call packets for datagrams of all layers.
5 http://hostap.epitest.fi/hostapd/.
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Fig. 1 The architecture of AuthFlow is composed of three main nodes: OpenFlow con-
troller, the Authenticator and the RADIUS server. OpenFlow controller runs the AuthFlow
application. To be authenticated on the network, a virtual machine starts EAP authentica-
tion according to IEE 802.1X standard. Authenticator decapsulates authentication messages
from EAP packets, performs authentication of the virtual machine against RADIUS server,
and informs OpenFlow controller of the result.

thenticator that is originally used to provide wireless networks. The hostapd
was modified to inform our AuthFlow application, on top of POX, about the
authentication of virtual networks. Our hostapd sends a confirmation message
of authentication success for POX over a secure, encrypted and authenticated
channel using SSL 3.0 (Secure Socket Layer) and Public Key Infrastructure
(PKI). The authentication server is a RADIUS server that extracts the in-
formation encapsulated into EAP and validates the credentials presented by
virtual routers against a database. As EAP allows the use of several different
authentication methods, the method adopted was MS-CHAP v2 ( Microsoft
Challenge-Handshake Authentication Protocol), which authenticates virtual
router against a database using username and password as credentials. We
deployed a Lightweight Directory Access Protocol (LDAP) database to store
username and password pairs for each router. LDAP is also able to store other
parameters that can define the privileges of the router on the network access.

The AuthFlow authentication mechanism works as follows. A virtual router
sends an authentication request, standardized by IEEE 802.1X, and POX con-
troller redirects it to the Authenticator. Authenticator responds it and the
Supplicant host sends its credentials. The Authenticator checks the credentials
of the Supplicant against RADIUS server, running the authentication method
defined in EAP. If the authentication procedure succeeds, the Authenticator
sends a success message for Supplicant host and sends an authorization and
confirmation message for POX through a SSL channel. This message identifies
the Supplicant by its MAC address, confirms the success of the authentica-
tion, and also informs the identity of the Supplicant host. After authentication,
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our AuthFlow application running on top of POX allows the Supplicant host
to access network resources. In case of revocation of the authentication of
the Supplicant host, the Authenticator communicates AuthFlow application,
which immediately denies the host access to the network, erasing and blocking
all flow entries from and to the banned host.

AuthFlow application controls access of end hosts by denying or allow-
ing virtual machines to access virtual links and services. The main idea is to
block or to allow the creation of new flow entries that uses the virtual links.
Thus, when starting an OpenFlow network that employs AuthFlow, all links
are initially denied for any communication, including links that interconnect
OpenFlow switches, i.e., links in the network core. Hence, these links do not
need to perform authentication process to allow their traffic. Thus, AuthFlow
mechanism performs the topology discovery of the network core via Link Layer
Discovery Protocol (LLDP). LLDP packets are forwarded link to link and, as
the controller generates and verifies each LLDP packet transmitted in the net-
work core, the controller is able to identify which links are between OpenFlow
switches and which links are connecting end hosts. LLDP packets generated
by the controller are tagged with a Nonce, an arbitrary number that is only
used once, to avoid replay or spoofing attacks. This procedure is only possi-
ble because switches are assumed to be trustworthy entities; they are already
authenticated into the controller through the OpenFlow secure channel, i.e.,
the SSL tunnel that is established between controller and all switches on the
network. The trust of the switches is also assumed because switches run only
the control measures deployed by the controller. In case of switches run other
control measures than which controller deploys, it is not possible to assume
the trustworthy of all switches.

New Host
(MAC, Port) /~
Log Out . Authentication
Nonauthenticated — e 5071
[ [
Y
: g 5 Authentication H
Authorized = b e Pending
g f_:D_ ai

New Packet : _Confirmation
(MAC, Port) Authenticated Secure Chanel

Fig. 2 AuthFlow access control is a four-state mechanism. i) Nonauthenticated, hosts that
have not yet initiated the authentication process; ii) Pending, while the authentication pro-
cess occurs; iii) Authenticated, when the host has already successfully completed authenti-
cation; iv) Authorized; when a host is authorized to access the network and the host owns
a set of authorized flows already defined on the network.

Figure 2 presents the state diagram of the access control mechanism of
AuthFlow. In Figure 2, a host is always represented by a tuple (MAC,port),
where MAC is the MAC address of the host and port defines the port of the
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ingress switch where the host is connected. A host joining the network is ini-
tially in Nonauthenticated state and all traffic generated or addressed to
it is dropped, except for Ethernet traffic with type 0x888E (IEEE 802.1X).
IEEE 802.1X traffic is forwarded from host to the Authenticator as a multi-
cast flow and, in the opposite direction, it is forwarded as unicast flows, as the
Authenticator learns the MAC address of the Supplicant host after receiving
the first packet of IEEE 802.1X. As soon as the host starts, it also starts the
authentication procedure by sending the start message. A state change of the
host to Pending ensues. In Pending state, all traffic of the host is still dropped,
but host is awaiting the confirmation from the Authenticator to POX of the
success of its authentication and what were the used credentials. As authenti-
cation is successfully confirmed, POX moves the host to the Authenticated
state. In this state, our AuthFlow application on top of POX releases access
to the network resources that the host is allowed to, according to its iden-
tity. Thus, when there is traffic to the host, POX checks whether traffic is
in accordance with the policies related to the host credential. If policies are
consistent with the use of the network, the host is moved to Authorized state
and accesses network resources according to its privileges and policies.

It is noteworthy that the tuple (MAC, port) is defined on the ingress switch
of host in the network. Therefore, the tuple authenticates a host to access the
network by a single port on a defined switch. Besides, controller authenticates
each flow-entry on every switch because of the global network view, as the
controller knows which host is authenticated on each port and on which switch.

Considering the proposed access control, allowing or denying end hosts
traffic is performed depending on the credentials presented by the host while
it authenticates. The authentication tuple (MAC, port) is paired with the iden-
tity of the host. Thus, it is possible to correlate a flow of a given host and its
identity. If a flow has the source MAC address (d1l_src) and the incoming
port on the switch (in_port) equal to those in the authentication tuple, the
authentication credentials and identity® of the host are assigned to this flow.
The forwarding decision about this flow takes also into consideration the cre-
dential of the host. Thus, access control is fine-grained as it is done according
to the credential of the flow and not only according to the OpenFlow fields.
The process is similar to flows which have destination MAC address (d1_dst)
and output port (output) equal to those in the authentication tuple. Auth-
Flow access control policies define both outgoing and incoming rules to end
hosts according to their identities.

4 Experimental Results

AuthFlow prototype is deployed on an island of the Future Internet Testbed
with Security (FITS) [17]. The prototype runs Xen hypervisor 4.1.4 and Open-
Flow network is realized by a software switch Open vSwitch 1.2.2. Open

6 We consider that credential is the proof of the identity of a host.
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vSwitch is set to be controlled by POX”. The AuthFlow application for for-
warding and for access controlling was developed in Python and runs on top of
POX. Our prototype employs a modified version of hostapd as Authenticator
that creates a secure channel from the Authenticator to POX to inform the
controller whether there is a new authentication, or a loss of authentication
of an end host. AuthFlow prototype adopts FreeRADIUS v2.1.12 as its RA-
DIUS server. As proof of concept, the authentication method of the prototype
was EAP-MS-CHAP v2, in which (username, password) is checked against
a LDAP database.

We evaluated the performance of the prototype with Iperf, nmap, and
tcpdump tools. For the sake of simplicity, but without losing generality, four
personal computers running AuthFlow compose our experimental scenario,
and each personal computer hosts a virtual machine that acts as a router or as
a host in a virtual network. All computers are equipped with Intel Core 2 Quad
2.4 GHz processor, 3 GB of RAM and run Debian Linux 3.2.0-4-amd64. Each
computer has at least two network interfaces and all of them are set to operate
at 100 Mb/s, to homogenize the experimental setup. Virtual machines are
configured with one virtual CPU, 128 MB of RAM and run Debian Linux 3.2.0-
4-amd64. Virtual machines run routing protocols over eXtensible Open Router
Platform (XORP).

The first experiment evaluates the effectiveness of AuthFlow into drop-
ping unauthorized traffic. The experimental scenario is simple: Virtual Ma-
chine 1 (VM1) sends packets to Virtual Machine 2 (VM2), and a virtual
router between VM1 and VM2 forwards the packets. It is assumed that Vir-
tual Machines 1 and 2 were previously authenticated and the virtual router is
in Nonauthenticated state. The VM1 generates a UDP flow of 1472 B packet
size at a constant rate of 50 Mb/s. As the router is not authenticated, the
flow does not reach the VM2. After 30 s, the router is authenticated, as shown
in Figure 3(a), and the UDP flow reaches VM2. Figure 3(a) shows that there
is a delay of the order of 2 s till 2.5 s between starting router authentication
and the effective releasing of network access. This delay is due to mainly the
IEEE 802.1X authentication process plus an insignificant time of definition
of new OpenFlow flow entry. This delay only occurs when a node joins the
network. After the host have been authenticated, any new flow will be delayed
just by the time of a new flow installation, which is up to 30 ms [16]. The
following packets match on an already installed flow, and, thus, have no extra
delay due to OpenFlow operation.

The second experiment shows the effectiveness of AuthFlow when expe-
riencing a revocation of a credential, as shown in Figure 3(b). The scenario
consists of a virtual machine VM1, which communicates directly with another
virtual machine, VM2, without a router between them. Again, we assume that
initially both virtual machines are authenticated. After 20 s, VM2 authenti-
cation is revoked, and VM2 access to the network is blocked for both sending

7 The POX controller used in our prototype is a development branch of the controller
used in FITS, to support AuthFlow.
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(a) After 30 s, the virtual router between Virtual Machines 1 and
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(b) At 20 s, VM2 authentication is revoked and, thus, network
traffic is blocked. At the end of the experiment, the authentication
is restored and the traffic of VM2 is allowed again.

Fig. 3 Traffic is dropped before authentication and when credentials are revoked. Virtual
Machine 1 (VM1) sends packets to the Virtual Machine 2 (VM2). (a) Authentication of
virtual router between VM1 and VM2. (b) Revocation of VM1 authentication.

and receiving packets. The delay of blocking the network traffic of VM2 is
less than 1 s. After 57 s, VM2 authentication is restored and VM2 restarts
to receive packets. Restoring authentication delays approximately 2 s, as well
as the authentication of a new host. AuthFlow benefits Software Defined Net-
working solutions for Denial of Service protection due to the unambiguous
identification mechanism and fast responsiveness.

The next experiments show the network view from the perspective of au-
thenticated hosts, i.e., which hosts and services an authenticated host reaches.



AuthFlow 11

[$;]

30s i45s (605 |
a : : :
14
% 3l Router 4
3 X
& XORP Authenticates
S Network
92 View Router 3
~ Authenticates
1
Router 2
Authenticates
0 20 40 60 80 100 120

Time (s)

(a) Number of neighbors that a virtual router discovers at the
network according to the number of authenticated routers.

[e2]

SSH+HTTP+
Telnet+HTTPS

[}

SSH +
HTTP+
Telnet

=

Number of Services
[\S] w

—_

ID2 ID3
Identities

(b) Number of services provided by the network in accordance
with the credentials which the end host presented to authenticate
on the network.

Fig. 4 (a) Network view from a virtual router and (b) network view from an end host.
Each credential is associated with an identity and accesses a set of services on the network.

Figure 4(a) shows the network view of a virtual router running a link state
routing protocol, OSPF (Open Shortest Path First). We consider a ring topol-
ogy, connecting all four virtual routers. We verify the OSPF database of an
already authenticated router each second and, then, identify how many neigh-
boring the observed virtual router already knows. At the beginning of the
experiment, the observed virtual router is the only one that is already au-
thenticated. After 30 s, the second virtual router authenticates. At 45 s, the
third, and finally at 60 s, the fourth router authenticates. The delay between
authentication and discovery of each new virtual router, shown in Figure 4(a),
is due to the handling broadcast/multicast packets adopted by our OpenFlow
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network. Each flood packet is matched against a rule to drop packets with the
same headers for the next 5 s to avoid overloading the network.

The fourth experiment defines forwarding rules based on the authentication
credential. The key idea is to assure that authentication provides an “iden-
tification” of flows corresponding to services that are authorized for a host.
The experiment consists of a supplicant host, authenticated against one of the
four possible identities (ID1, ID2, ID3 and ID4), accessing a service provider.
Each identity allows access to a set of services (one, two, three or four services,
respectively). Therefore, the supplicant host performs a port scan (nmap) on
the provider. The supplicant host is the same for the four identities, keep-
ing the same IP and MAC addresses during the entire experiment. The only
modification between each test scenario is the authentication of the supplicant
host against another identity. Figure 4(b) shows the number of services that
the supplicant host access on the service provider. The host can only access
the services released to that identity with which it is authenticated. Port scan
returns the “filtered” state for these ports that has no service allowed. It shows
that blocking other services is performed by dropping SYN packets.
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Fig. 5 Comparison between the authentication overload of a captive portal and the Auth-
Flow authentication through the IEEE 801.X standard.

The last experiment compares the authentication overload on the host side
between two authentication mechanisms: A captive portal, and the IEEE 802.1X
used on AuthFlow. The experiment runs ten authentication on the network,
both on captive portal and on the IEEE 802.1X. The results are shown as
average of the ten runs and with a 95% of confidence interval. Figure 5 shows
that a simple captive portal web page (Captive Portal)®, as proposed by
Resonance [18] and Ethane [3], may introduce up to 300 kB of authentication

8 For the sake of simplicity, we evaluate a standard page of NoCat captive portal. Available
at http://nocat.net.
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overload. The large variation of the overhead on the captive portal approach
is due to cache on the web browser. The IEEE 802.1X (IEEE 802.1X), as pro-
posed by AuthFlow, introduces a small overhead of 4 kB. Hence, AuthFlow
authentication method introduces fewer overheads than other approaches of
authentication on SDN.

5 Related Works

The security of Software Defined Networking, particularly the security of
OpenFlow networks, is a subject fully debated currently. There are proposals
for developing security applications on OpenFlow network infrastructure, as
there are also others that seek to ensure the security of the infrastructure itself.
Nevertheless, secure authentication, access control, scalability, responsiveness,
availability and confidentiality are still challenging on SDN [11]. Main security
proposals for SDN, however, focus on developing auxiliary system for enhanc-
ing security, instead of embedding security on the network infrastructure itself.

Kreutz et al. classify the main attack vectors on Software Defined Network-
ing and present possible countermeasures to protect the network against these
attacks [12]. Their work is, meanwhile, restricted to attacks on the resilience
and on the trustworthy of the network.

FITS, Future Internet Testbed with Security, is based on a hybrid virtual-
ization system over Xen and OpenFlow [17,2]. FITS ensures the confidentiality
and availability of SDNs. The main idea of FITS is to provide isolation of com-
munication and resources between virtual networks on a SDN infrastructure.
FITS adopts a forwarding scheme based on packet queuing to ensure band-
width allocation for each virtual network. FITS tags packets of each virtual
network to multiplex the virtual network to which a packet belongs. In FITS,
however, there are no mechanisms for authentication or access control between
virtual machines and network infrastructure.

The UPV/EHU network [15], an European OpenFlow-testbed network,
also adopts a proposal for authentication based on IEEE 802.1X standard.
This proposal, however, does not consider the use of authentication credentials
of a node for controlling the access of flow definition. The main difference
between the UPV/EHU and AuthFlow is that the latter maps authentication
credentials into the set of flows belonging to a host. Hence, at any time, it is
possible to identify which host has generated or is receiving a flow on a switch.

Guenane et al. propose an authentication mechanism for virtual networks
using EAP-TLS. The mechanism is implemented on smart cards [7]. The pro-
posal focuses on guaranteeing access for virtual machines and for customers of
virtual networks to smart cards, which implement the TLS protocol and en-
capsulate messages on EAP. EAP messages are sent to a RADIUS server that
authenticates the components and customers of the virtual network through
mutual authentication provided by exchanging certificates signed by a Certifi-
cation Authority. Nevertheless, Guenane et al. do not define how the authen-
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tication and access control may be performed to authorize customer to access
network resources.

Resonance [18] and Ethane [3] are other proposals to authenticate nodes
in Software Defined Networking. Both argue that node authentication must
be done through a web site, in which the user must submit their credentials.
These approaches present a basic restriction that is the need for a node to have
a browser installed to accesses web content. It is quite limiting when consid-
ering virtual network environments composed of extremely lightweight virtual
machines that do not have graphical interface or web browsers. Moreover,
another disadvantage of these proposals is to limit authentication to user-
name and password method, while AuthFlow adopts authentication based on
EAP encapsulation, thus, authentication method may be whatever, since it is
compatible with EAP. In AuthFlow, when a host joins the network, it starts
its authentication according to IEEE 802.1X standard, just above the MAC
Layer. It authenticates the MAC address only at the switch port that the host
is connected. This procedure prevents a node of using a spoofed MAC ad-
dress, unlike proposals that are not intended for preventing forgery of network
addresses.

The proposals FortNOX [20] and FRESCO [22] define a set of security
primitives for OpenFlow networks. FortNOX advocates the creation of a se-
cure execution core for applications over an OpenFlow-network controller. The
secure core prevents an application to perform actions that interfere in control
rules of other applications. FortNOX slices the network between applications
on the same controller, which provides a finer control of privileges and better
limits the control domain for each application than FlowVisor [10]. FlowVisor,
in its turn, slices the network between multiple controllers; however, it does not
provide a secure policy between controllers, to isolate actions of a controller
from others. Besides the definition of a new set of primitives, FRESCO defines
a modular language for the development of secure applications for OpenFlow
networks. As AuthFlow provides a new mapping scheme of host credentials
into the set of flows, these proposals can be extended to use AuthFlow to
create a new primitive, the host authentication.

6 Conclusion

The security of enterprise networks depends on efficient mechanisms for
access control and authentication of hosts. As Software Defined Networking
(SDN) is being widely adopted by enterprise networks, the challenge of provid-
ing security to SDN has become even more critical. In this article, we proposed
the AuthFlow, a mechanism for authentication and access control to the in-
frastructure of an OpenFlow Software Defined Networking. The mechanism
authenticates hosts just above the MAC Layer using IEEE 802.1X standard
and RADIUS authentication server. We implement the AuthFlow mechanism
as a RADIUS authentication against a LDAP database, however, the proposal
is extensible to other authentication methods, such as EAP-TLS which authen-
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ticates hosts based on certificate exchanging. We developed and evaluated a
prototype and our results show that the proposed authentication mechanism
prevents unauthorized hosts from accessing network resources, even when hosts
are already authenticated and, after some time, they lose their privileges. Au-
thFlow is more efficient than other proposals, as it introduces lower overhead
of control data, and allows the definition of policies for flow access control
according to the credential of the host.

As future work, we intend to deploy AuthFlow in Future Internet Testbed
(FITS) as its authentication mechanism and its default access control. We also
intend to extend AuthFlow for new authentication methods, such as EAP-TLS,
allowing the use of signed certificates as access credentials.
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