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Abstract—Attackers create new threats and constantly change
their behavior to mislead security systems. In this paper, we
propose an adaptive threat detection architecture that trains
its detection models in real time. The major contributions of
the proposed architecture are: i) gather data about zero-day
attacks and attacker behavior using honeypots in the network; ii)
process data in real time and achieve high processing throughput
through detection schemes implemented with stream processing
technology; iii) use of two real datasets to evaluate our detection
schemes, the first from a major network operator in Brazil
and the other created in our lab; iv) design and development
of adaptive detection schemes including both online trained
supervised classification schemes that update their parameters
in real time and learn zero-day threats from the honeypots,
and online trained unsupervised anomaly detection schemes
that model legitimate user behavior and adapt to changes. The
performance evaluation results show that proposed architecture
maintains an excellent trade-off between threat detection and
false positive rates and achieves high classification accuracy of
more than 90%, even with legitimate behavior changes and zero-
day threats.

I. INTRODUCTION

Attackers keep changing their behavior and searching un-
known vulnerabilities to bypass traditional security mecha-
nisms. Therefore, zero-day attacks are increasing by more
than 125% each year, and we are expecting one new zero-
day attack per day by the year 2021 [1]. This kind of attack
is hard to identify, because information becomes available, on
average, 312 days after the attack occurs [2]. Current security
systems, such as Security Information and Event Management
(SIEM) are not effective, since 85% of network intrusions
are detected weeks after they occurred [3]. Therefore, a long
threat detection time makes any kind of defense unfeasible.
Honeypots complement traditional security mechanisms by
performing two main tasks: confuse attackers in order to pro-
tect the infrastructure; and collect information about attacker
behavior and attack patterns [4]. Hence, honeypots are able to
spot zero-day attacks and give insights on attacker actions and
behavior.

In this paper, we propose an adaptive real-time threat
detection architecture composed by the use of distributed
stream processors with honeypot collected data to train in real-

time machine-learning algorithms. We consider all honeypot
traffic as malicious, since there are no useful resources [5], [6],
and we use the collected data to update the threat detection
algorithms. Our architecture adapts itself to attacker behavior
changes and learns zero-day attacks. The proposed architec-
ture features both online supervised threat classification and
unsupervised anomaly detection to better protect the network.
Moreover, we propose distributed stream processing for the
detection schemes to achieve the minimum detection time, to
gain scalability while processing huge amounts of data, and to
extract security analytics [7]. We design, develop, and evaluate
the performance of four detection schemes using real datasets,
one created in our lab and the other containing data from one
of the major network operators in Brazil to prove the efficiency
of our architecture. The results show that the online classifi-
cation schemes are capable to learn unknown threats from the
honeypot data and to maintain high accuracy rates, higher than
90%, as traffic streams arrive. Furthermore, the implemented
anomaly detection schemes present an exceptional trade-off
between false positive and threat detection rates, proving that
the architecture can model well legitimate user behavior, even
with its ever-changing nature.

The rest of the paper is organized as follows. Section II
discusses related work. The proposed Threat Detection Archi-
tecture is presented in Section III, along with the developed
threat detection schemes. Section IV discusses the results.
Finally, Section V concludes the work.

II. RELATED WORK

Big data threat detection architectures are mainly based
in batch processing schemes. Bostani and Sheikan use the
popular implementation of MapReduce, Hadoop, to implement
an unsupervised anomaly detection algorithm [8]. The work
uses Optimum-Path Forest (OPF) algorithm to project clus-
tering models and detect anomalous behaviors. Nevertheless,
the paper only focuses on two specific Internet of Things
(IoT) attacks, sinkhole and selective-forwarding, disregarding
unknown threats or zero-day attacks. A similar architecture is
proposed by Singh et al. The authors also use MapReduce to
perform big data analytics. In this case, big data analytics aim



to detect Peer-to-Peer botnets [9]. A limitation of this approach
is that the analysis is executed offline. Rathore et al. [10]
propose a Hadoop based real-time Intrusion Detection System
(IDS) for detecting threats in high-speed networks. Unlike our
proposal that trains the models and classifies threats in real-
time, they use the term real-time referring to stream processing
classification with offline training. Moreover, their proposal
and many other conventional traffic classification papers are
based on artificial and outdated datasets, such as the KDD99
dataset. In this paper, we use two real-world traffic datasets
collected recently.

Many zero-day attacks detection approaches use unsuper-
vised algorithms, such as clustering and outliers detection.
Owerzarski et al. [5] propose an unsupervised clustering
algorithm for anomaly characterization of honeypot traffic.
Their approach assumes all honeypot traffic is malicious and
classifies it into different anomalies. Wang et al. propose
a seed expanding (SE) cluster technique for earlier attack
detection [11]. The unsupervised algorithm clusters 14 features
outperforming traditional KMeans algorithm. However, the
SE algorithm is unable to adapt in real-time to zero-days
threats. In contrast, our work performs both supervised and
unsupervised detection, detecting threats among legitimate
network traffic. Saied er al. propose the use of Artificial
Neural Networks (ANN) to detect Distribute Denial of Ser-
vice (DDoS) attacks [12]. The approach presents up to 98%
of accuracy, when compared with traditional methods. The
training process, however, is realized offline and cannot adapt
to changes and zero-day threats.

Unlike the previously cited papers, we propose a specific
architecture that allows hybrid real-time supervised threat
classification and unsupervised anomaly detection. Hence, our
architecture learns and adapts to new threats captured by the
honeypots and monitors legitimate user behavior to detect
anomalies. Moreover, we implement the schemes using stream
processing. Stream processing enable us to detect threats in
real-time and to scale using distributed processing.

III. PROPOSED THREAT DETECTION ARCHITECTURE

We propose an architecture that uses live feeds of honeypot
data to train real-time threat detection schemes. Moreover,
our proposal considers the use of stream processing tech-
nology to speed up detection and enable counter measures.
Figure 1 shows the proposed architecture which is divided
in three modules: the data capture module, the distributed
processing module, and the visualization module. The data
capture module deals with the incoming data from different
data sources in real-time. The processing module uses real-
time stream processing to detect threats, train online detection
algorithms, and uses offline processing to tune the threat
detection mathematical models improving the online detection.
Finally, the visualization module provides threat detection
alerts in real time.

The input to the data capture module is heterogeneous, com-
ing from several traffic analyzers and distributed honeypots.
In order to capture data from different sources, we deploy

the traffic analyzer at different network locations. Network
flows are characterized by synthesizing packet information and
grouping them in time windows. Several honeypots compose
the second data source. We collect honeypot data to train
online classification schemes that adapt to new threats. In
this work, we use the low-interaction open-source honeypot
Dionaea to emulate decoy services and we employ the
packet analyzer t codump to capture the incoming data traffic.
Hence, we perform several attacks on the honeypot and use
the collected data to adapt our detection schemes in real-time.
We consider the honeypot threats as zero-day threats since
the classification algorithms have no prior knowledge of their
signatures when the training process initializes. To avoid data
overload, we place a buffer that adapts different generation
and processing rates using the publish/subscribe model.
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Figure 1: Proposed architecture for real-time stream processing and historical
data batch processing. Honeypot data feed and train the detection models in
real-time, adapting to zero-day threats.

The distributed processing module is the core for our real-
time threat detection architecture. In our previous work [13],
we compare the three most famous open-source tools for
stream processing. We chose Storm due to the higher pro-
cessing throughput and the possibility to process samples in
parallel. Storm also offers a distributed fault tolerant stream
processing framework and processes data in memory, ensuring
low latency. In Storm we implement the online detection al-
gorithms and the adaptive training, this two modules exchange
parameters to detect threats.

Results are stored in a dynamic database for posterior
analysis. The stored data contain the information gathered
during the threat detection and can be processed offline to
tune parameters for real-time models. At this point, there is a
feedback, since the parameters calculated offline from histor-
ical data improve our adaptive real-time processing schemes.

A. Proposed Adaptive Threat Detection Schemes

We propose four adaptive threat detection schemes based on
online machine learning algorithms, i.e., schemes that adapt
their parameters in real time, as the data streams arrive. The
first two online classification algorithms aim to classify the
attacks based on threat behavior captured by the honeypots,
whereas the other two are anomaly detection algorithms, to
detect suspicious behavior in the network.

Real-time Classification: In our architecture, we label all
data coming from honeypots as threats, since there are no
real service in them and all access is meant to exploit a
vulnerability intentionally installed [5], [6]. Therefore, all



flows that arrive in the honeypots are labeled as threats and are
used by the algorithms to update the parameters, since online
classification schemes require labeled data to be updated. This
real-time data feed ensures adaptive behavior to detect new
threats. Then, whenever an attacker performs a new threat or
changes his behavior, the classification models update.

We propose a data collection scheme that ensures adaptabil-
ity for both legitimate and malicious behavior. The architecture
considers as normal data the incoming flows from the traffic
analyzers in the network during the setup time, which is a
period that the network usage is monitored to guarantee that
all the flows are legitimate. After this time, if an incoming
flow from the network analyzer is classified as a threat, an
alert is sent to the visualization module and the parameters are
not updated. If the flow is considered normal, the algorithms
update their parameters, adapting to network behavior changes.
Hence, the architecture adapts to acceptable normal behavior
changes in the network and, at the same time, learns new
threats performed in the network honeypots. Our proposed
data collection scheme is capable of learning and detecting
zero-day attacks, while these attacks would pass unnoticed by
signature-based intrusion detection systems or offline classifi-
cation schemes.

1) Stochastic Gradient Descent with Momentum: The
Stochastic Gradient Descent (SGD) algorithm is a stochastic
approximation of Gradient Descent, in which the gradient
is approximated by a single sample. In our application, we
consider two classes, normal and threat. Therefore, we use
the Sigmoid Function, expressed by

1

= T
to perform logistic regression. In the Sigmoid function, low
product values of the parameters 67 times the sample feature
vector x return zero, whereas high values return one. When
a new sample z(; arrives, the SGD evaluates the Sigmoid
function and returns one for hg(x(;)) greater than 0.5 and zero
otherwise. This decision presents an associated cost, based on
the real class of the sample y;). The cost function is defined
in Equation 2. This function is convex and the goal of SGD
algorithm is to find its minimum, expressed by

Jiy(0) = yoylog(ha (i) + (1 —yi))log(1 = he(z (). (2)

On each new sample, the algorithm takes a step toward the cost
function minimum based on the gradient of the cost function.

Algorithm 1 shows the developed SGD algorithm. At each
incoming sample vector x(;), the architecture determines the
class y;) based on the source. If it comes from a honeypot, the
label is 1, while if it comes from a traffic analyzer the label
is 0. If the sample comes from a traffic analyzer and SGD
predicts it as a threat, it sends an alert. Otherwise, it updates
the parameters based on the cost function gradient. The term
A0 is the momentum and has the value of the previous
parameter update. In SGD context, this term considers the past
move when updating the parameters 6. The parameters o and
[ are periodically updated in an offline manner based on the

ho(x) D

input : Incoming flow characteristics x, Class y
output: Predicted Class predict, training parameters 6

Initialize 6, AG, o, (3,
for : < 1 to m do
ho(2(;)) = ﬁ
predict = round(ho(z;)));
if predict ==1 and y;y == 0 then
‘ Send Alert;
else
0=0-— OZVJ@)(Q) + BAG;
Al = OéVJ(i) (9),
end

end
Algorithm 1: Stochastic Gradient Descend with Momentum.

historical cost for each sample, due to the batch processing
feedback to the stream processing components, shown in
Figure 1.

2) Online Support Vector Machine: The Support Vector
Machine (SVM) is a binary classifier, based on the concept
of a decision plane that defines the decision boundaries. A
hyperplane constructed in a multidimensional space splits the
data into classes. The online SVM algorithm uses a soft margin
approximation with the convex hinge-loss function, given by

max {0,1 — y0Tx}. 3)

The objective of this algorithm is to minimize the loss func-
tion. Just like the previous algorithm, the SVM determines the
class y(;) based on the source. If it comes from a honeypot
the label is 1, while if it comes from a traffic analyzer the
label is —1. When a traffic flow from a network sensor is
classified as threat, an alert is sent and the model is not
updated. Algorithm 2 shows the implementation of online
SVM. The parameters «, A\ are periodically updated based
on the evaluation of the hinge-loss function over the samples.

input : Incoming flow characteristics z, Class y
output: Predicted Class predict, training parameters 6

Initialize 0, o, \;

for i + 1 to m do

predict = sign(07z ;) );

if predict == 1 and y;y == —1 then
‘ Send Alert;

else

if y(i)GTx(i) > 1 then
| Vi =0

else
| Vi) = =Mm Ty

end

0=0-— aV(i)

end

end
Algorithm 2: Online Support Vector Machine.



Real-time Anomaly Detection: We propose two anomaly
detection schemes to protect the network if a zero-day attack is
performed first against a user. The anomaly detection provides
the capability to discover zero-day attacks that are hard to
detect because there are not yet any data about the attack.
The proposed schemes are based on unsupervised algorithms
that model legitimate behavior and detect threats by analyzing
unexpected behaviors.

3) Normal Distribution: We propose anomaly detection
by the sample feature distance from a normal distribution.
Hence, anomalies are detected when the distance from a
sample feature to the mean is greater than a threshold times
the variance for at least one of the features. The real-time
implementation requires anomaly detection as the streaming
data is arriving. Therefore, an anomaly is detected if at least
one of the following conditions is true for at least one feature j,

X; > py +threshold*o]2» 4) X; < ,uj—threshold*a? o)

taking into account the means p; and the variances UJ?
calculated online. Furthermore, when a new sample arrives
and it is not detected as an anomaly by conditions (4) and

(5), the mean p; and variance 0]2- of each feature, defined by

1 & N
Hi=N ZXj © o2 = %Z(Xj —u;)* (D
=1 i=1
are updated, considering the new sample. Current values of
the total samples N and its sum are stored and incremented
when a new sample arrives, considering each feature X;.
Consequently, the normal distribution parameters are always
updated by samples considered normal, ensuring adaptability.
4) Entropy Time Series: We further propose anomaly de-
tection by analyzing the entropy value of a sliding window of
flows. The sample entropy expressed by
gy n;
(2 (2
H(X) = ;(s>log2(5> ®)
indicates the concentration degree of a characteristic, where
S is the total number of observations, n; is the number of
observations within the value range ¢, and N is the number of
ranges. When all values are concentrated in one range, H(X)
is equal to zero and when each value is in a different range ¢,
the value of H(X) is logy(IN). Then, given a series of obser-
vations X, the sample entropy summarizes the concentration
degree in one value. We define a sliding window of 40 flows
and calculate the value of H(X) for each window, generating
the time series. Another parameter determined in the set up
phase is the range with most samples. These parameters are
updated in real time. We observed that the normal traffic
entropy values tend to be concentrated and the most frequent
value tends to be in its center. Thus, we propose the detection
by defining a threshold that limits the accepted distance of
the entropy H(X) to the most frequent range. The algorithm
updates the most frequent value online, adapting to different
networks behaviors.

IV. RESULTS

The two best-known available datasets are DARPA [14]
and KDD 99 [15]. However, these datasets present several
limitations [16] because the traffic does not correspond to a
real network scenario, since it was simulated. Furthermore,
they are over 15 years old and do not represent current
threats [17]. Therefore, we evaluate the adaptive detection
based on two datasets, one captured by a major network
operator in Brazil, NetOp dataset, and the other created in
the GTA/UFR] lab.

The Network Operator (NetOp) dataset is composed by
real-access information from 373 residential broadband users
from Rio de Janeiro for a period of one week [18]. Network
traffic is anonymized due to privacy concerns. The traffic was
filtered by an Intrusion Detection System (IDS), Suricata. We
analyzed the logs from the IDS and the proportion of filtered
attacks was around 15%. Therefore, in order to evaluate our
proposed threat detection, we added real botnet malicious
traffic captured in the work of Garcia et al [19]. In the
combined dataset, we keep 15% threat traffic proportion. The
botnet data consists of 13 different scenarios of malware
infection. The NetOp dataset contains 5,320,955 flows.

Another contribution of this work is the creation of the
GTA/UFRIJ dataset with real network traffic to evaluate the
proposal. The dataset was created with a traffic capture from
our lab, GTA at Federal University of Rio de Janeiro, contain-
ing both normal traffic and real network threats. We enrich the
dataset with several attacks. Altogether, the dataset contains
seven types of Denial of Service (DoS) and nine types of port
scan. The DoS attacks are ICMP flood, land, nestea, smurf,
SYN flood, teardrop, and UDP flood. The different types of
probe in the dataset are TCP SYN scan, TCP connect scan,
SCTP INIT scan, Null scan, FIN scan, Xmas scan, TCP ACK
scan, TCP Window scan, and TCP Maimon scan. We perform
the threats using tools from the Kali Linux distribution, which
focus on penetrating testing. These attacks were labeled based
on the destination, since the attacks were sent to honeypots.
The GTA/UFRIJ contains 154,187 flows with 30% of threat
traffic. The GTA/UFRJ dataset can be obtained by emailing
the authors.

For both datasets, we group packets into flows. A flow is
defined as a packet sequence from the same IP source to the
same IP destination during a time window. Each flow has 26
features, generated by the TCP/IP header data. The features
are: TCP, UDP, ICMP and IP packet rate (4); number of source
and destination ports (2); number of each TCP and IP flags
(9); mean and variance of inter-packet arriving time and packet
length (4); average TTL (1); average header and packet length
(2); average offset and fragment offset (2); number of I[CMP
types and codes (2).

As mentioned before, we use Storm stream processing
tool because it provides a high processing throughput, the
possibility to process data in memory and samples in parallel,
which ensure low latency. Figure 2a shows the number of
processed samples per minute by our threat detection schemes



as we vary the parallelism parameter, i.e. the number of threads
per component in Storm. With parallelism of four threads, we
achieve more than 10 million processed samples per minute,
showing the scalability potential of our architecture. We use
historical data, gathered during the threat detection, to improve
our adaptive real-time processing model. Figure 2b shows the
detection accuracy in the GTA/UFR]J dataset. Based on these
results, we use the 2-second flow time window in our sensors,
because it is the shortest time to achieve high accuracy for all
three offline algorithms.
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Figure 2: a) Online processing performance and b) Offline study of flow
window size.

A. Real-time Classification Results

We achieve great adaptability with the proposed real-time
honeypot-based architecture. Figure 3 shows the accuracy
behavior over time for each incoming sample. Figures 3a
and 3b show the results for each dataset. The accuracies for the
implemented algorithms stabilize at high values, always above
90%, even when unknown threats appear in the datasets. At
the beginning of the analysis, the methods do not know any
threats. However, as honeypot data arrives, the methods learn
the threats and achieve high threat detection rates. Since the
detection methods do not know any of the 16 threats in the
GTA/UFRIJ dataset and the 13 threats in the NetOp dataset,
these threats are considered zero-day threats that are learned
and detected online as new samples arrive.
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Figure 3: Accuracy for both proposed schemes as samples arrive. In both
datasets, the accuracy stays stable even with new attacks and legitimate usage
behavior changes.

Table I shows SGD precision and recall for both classes in
the datasets. At the very beginning of the analysis, overfit
occurs because the algorithm has few samples and adapts

specifically to them, resulting in very high accuracy. As
samples arrive, however, the SGD stabilizes and acquires great
capability to generalize and adapt to new traffic samples,
including new threats that appear in the traffic, ending with
accuracies of 90.81% for the GTA/UFRIJ dataset and 95.07%
for the NetOp dataset. Despite threat detection rates of 76.2%
and 65.7%, respectively, this algorithm has very low false
positive rates of 2.7% and 0.5%. Low false positive rate is a
well-desired characteristic, since it ensures confidence in the
security alerts.

Table I: SGD Precision and Recall for both classes.

Dataset Normal Threat
Precision | Recall | Precision | Recall
GTA/UFRJ 90.2% 97.3% 92.5% 76.2%
NetOp 95.1% 99.5% 94.9% 65.7%

Table II shows SVM precision and recall for both classes.
The overall accuracy is better than SGD, because SVM is a
robust classifier that maximizes the margin to the hyperplane
decision boundaries. Figure 3 also shows that the algorithm
adapts really well to usage changes, maintaining high accuracy.
SVM learns as threats appear in traffic, showing potential to
learn zero-day threats. The overall accuracies are 92.09% for
the GTA dataset and 97.22% for the NetOp. As Table II shows,
the attack detection rate is higher than SGD, with values of
87.5% and 82.0% respectively. In addition, SVM also gets
low false positive rates, with values of 5.9% and 0.5%. SVM
presents an overall result better than SGD, since SVM achieves
higher accuracy and threat detection rate. However, SGD is
a suitable choice in networks that must present lower false
positive rate.

Table II: SVM Precision and Recall for both classes.

Dataset Normal Threat
Precision | Recall | Precision | Recall
GTA/UFR] 94.5% 94.1% 86.8% 87.5%
NetOp 97.4% 99.5% 96.1% 82.0%

B. Real-time Anomaly Detection Results

Since both anomaly detection schemes are unsupervised and
model normal user behavior, we only use the honeypot data to
evaluate algorithm performance. The parameters are updated
during the setup time based only in the data captured by the
traffic analyzers. After this period, if a sample is considered
normal, the parameters are updated. On the other hand, if it
is considered malicious, an alert is sent and the algorithms
parameters are not updated. To evaluate the algorithms, we
use 70% of the normal data in the setup time and the other
30% to evaluate the false positives. The attack detection rate
is obtained based on all the threats in the datasets.

Figure 4 shows the Normal Distribution results for different
threshold values. For the GTA/UFRIJ dataset, we observe that
selecting a threshold of 2, the algorithm presents a very good
trade-off between 96.4% of detection rate and 5.6% of false



positive rate. The same behavior is presented for the NetOp
dataset, with a good trade-off with a threshold of 3, presenting
88% of threat detection rate and 6.7% of false positive rate.
The threshold parameter can be adjusted according to the
desired network security level. For networks with high security
requirements, this threshold should be small, resulting in high
detection rate at the cost of a higher false positive rate.
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Figure 4: Normal Distribution Detection and False Positive rates for different
threshold parameters. The threshold can be chosen considering different
network security requirements.

Figure 5 shows the Entropy Time Series results for different
thresholds. For small threshold values, the detection rate is
very high, also resulting in a high false positive rate. For
low values, the opposite occurs, a low false positive rate at
cost also of a low detection rate. However, there are threshold
values that present good trade-off between these rates. For the
GTA/UFR]J dataset, the threshold 1.3 results in 86.8% of attack
detection rate with only 2.8% of false positive rate, whereas for
the NetOp dataset, the threshold of 3 gets a low false positive
rate of 4.7% with a remarkably high attack detection rate of
97.1%.
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Figure 5: Entropy Time Series Detection and False Positive rates for different
threshold parameters.

V. CONCLUSION

This paper proposes an adaptive real-time threat detec-
tion architecture that uses honeypot data to learn zero-day
attacks. The architecture uses a hybrid detection scheme,
with supervised online threat classification and unsupervised
anomaly detection. Moreover, stream processing technology
ensures low detection time and high processing throughput.
We propose four threat detection schemes and evaluate the
results for two real datasets. The supervised classification algo-
rithms update their parameters considering honeypot real-time

data collection to learn new attacks. Both algorithms achieve
high accuracy, higher than 90%, adapting over time. The
unsupervised anomaly detection algorithms adapt to legitimate
behavior and have an exceptional trade-off between detection
and false positive rates.
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