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Abstract
Security attacks have been increasingly common and cause great harm to people and organizations. Late detection of such
attacks increases the possibility of irreparable damage, with high financial losses being a common occurrence. This article
proposes TeMIA-NT (ThrEat Monitoring and Intelligent data Analytics of Network Traffic), a real-time flow analysis
system that uses parallel flow processing. The main contributions of the TeMIA-NT are (i) the proposal of an architecture
for real-time detection of network intrusions that supports high traffic rates, (ii) the use of the structured streaming library,
and (iii) two modes of operation: offline and online. The offline operation mode allows evaluating the performance of
multiple machine learning algorithms over a given dataset, including metrics such as accuracy and F1-score. The proposed
system uses dataframes and the structured streaming engine in online mode, which allows detection of threats in real-
time and a quick reaction to attacks. To prevent or minimize the damage caused by security attacks, TeMIA-NT achieves
flow-processing rates that reach 50 GB/s.

Keywords Machine learning · Big data · Security · Threat detection · Stream processing

1 Introduction

Cybercrime is one of the major challenges introduced
by the exponential growth of the Internet. According to
Cybersecurity Ventures [1], damages related to cyber-
attacks are projected to reach US$6 trillion by 2021.
Besides, the growth and popularization of areas such as
Big Data and the Internet of Things pose even more
significant challenges to cybersecurity. The introduction of
billions of low-power computing devices connected to the
network increases the impact of possible attacks, as these
devices can be easily hacked and compromised on a large
scale [2–4]. The large volume of data to be analyzed in real
time also increases the complexity of classifying network
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traffic and detecting threats [5]. Finally, the average time to
detect an attack is a crucial factor in the impact of cyber
threats. More than a quarter of cyber-attacks take a long
time before being discovered, with this time often ranging
from weeks to months [6]. The late detection of an attack
exponentially increases the risk of financial losses and the
risk of irreparable damage. The long time is due to the need
for human intervention in these situations, significantly
affecting the efficiency of dealing with threats.

In the scenario in which security is a fundamental
aspect, the need for systems capable of guaranteeing safe
and reliable network use is increasing. Solutions based
on Security Information and Event Management (SIEM)
tools partially mitigate the problem by providing real-
time network monitoring. This type of solution, however,
is still highly dependent on the intervention of experts
and is based on threat signature databases, therefore being
inefficient in the detection of new attacks. Using machine
learning algorithms for threat detection, on the other hand,
automates the detection process and meets the required
agility to prevent and mitigate network attacks. It is of
utmost importance to select algorithms that perform well
in the classification process, without harming accuracy and
other evaluation metrics. Previously, our research group
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(GTA/UFRJ) proposed CATRACA [7], a tool that uses
machine learning to detect threats in real time.

This paper proposes TeMIA-NT: Threat Monitoring and
Intelligent Data Analytics of Network Traffic, an intelligent
threat monitoring and detection system based on machine
learning and distributed processing in clusters. TeMIA-NT
proposes and develops an entirely new distributed pro-
cessing system with significant improvements in machine
learning processing optimization. Our proposal focuses on
the intelligence, scalability, and performance required to
process large volumes of data while optimizing multi-
ple machine learning algorithms to meet the diversity of
new attacks. To increase performance, TeMIA-NT imple-
ments distributed processing entirely in Scala language and
uses dataframe structures, instead of the standard Resilient
Distributed Datasets (RDD) structure on the open-source
Apache Spark platform. TeMIA-NT offers many options
for machine learning algorithms and the possibility of opti-
mizing hyperparameters, allowing testing, selecting, and
adjusting the parameters of the best algorithm for each
type of scenario. We implement the offline threat detec-
tion using the structured streaming library, which allows
flow processing in micro-batches, with fault tolerance and
reduced intervals. Online threat detection uses the con-
tinuous processing mode, which enables our proposal to
perform similar to a native stream processing tool.

The rest of the article is organized as follows. Section 2
presents papers with themes related to the article. Section 3
introduces the Apache Spark platform, as well as its
data structures and its machine learning library. Section 4
presents the machine learning algorithms used during the
performance analysis, as well as a brief look at their
hyperparameters. Section 5 offers a detailed look at the
network traffic dataset used to test the proposed system,
while Section 6 presents the system’s architecture and
features. Section 7 presents and analyzes the performance
tests and their results, and Section 8 presents the author’s
final considerations and concludes the work.

2 Related works

New challenges in the intrusion detection area arise due
to the high volume of traffic, a large number of IoT
devices, distributed denial of service attacks, and zero-day
attacks [8–10]. To meet these challenges, the use of machine
learning techniques to classify flows in real time became
popular [11–13]. The classification of large volumes of data
at high speeds available employs three main distributed
processing platforms: Apache Spark, Apache Storm, and
Apache Flink. The fundamental difference between the
platforms is that Spark performs batch processing while the
Storm and Flink platforms perform native flow processing.

The Open Security Operations Center (OpenSOC) [14]
is an analytical security framework for monitoring large
amounts of data. OpenSOC originated a new project,
Apache Metron [15], that is a tool that comprises the
acquisition of different types of data, distributed processing,
enrichment, storage, and visualization of results. Metron
allows the correlation of security events from various
sources, such as logs of applications and network packages.
For this purpose, the framework uses distributed data
sources, such as sensors on the network, logs of security
element events, and enriched data called telemetry sources.

Based on the Apache Spark Platform [16], there are the
Apache Spot, Stream4Flow [17], and Hogzilla. Apache Spot
is a project still in the incubation stage that uses telemetry
and machine learning techniques for analyzing packages to
detect threats. The Stream4Flow prototype uses the Elas-
tic stack to view network parameters; however, it lacks the
intelligence to perform anomaly detection. The Hogzilla
tool provides support for Snort, SFlows, GrayLog, Apache
Spark, HBase, and libnDPI, offering network anomaly
detection. Hogzilla also allows visualizing network traf-
fic, using Snort to capture packets, and obtaining fea-
tures through deep packet inspection. Stream4Flow captures
packets using IPFIXcol and only considers header infor-
mation. In our work, we use the flowtbag software, which
captures various flow statistics. In addition, our offline pro-
cessing mode allows updates to the machine learning model,
further promoting the detection of new threats.

CATRACA [7] is an Intrusion Detection and Prevention
System (IDPS) previously developed by our research
group (GTA/UFRJ). CATRACA uses the Apache Spark
processing platform and a machine learning model for
model construction and flow classification, providing
information about the real-time classification through a
dashboard. However, the only algorithm available for
building classification models is the decision tree; this
model also works with default hyperparameter values, with
no hyperparameter tuning being performed. Furthermore,
CATRACA does not use Spark’s DataFrame API nor
its structured streaming processing engine, not taking
advantage of the performance improvements offered by the
platform’s latest data structures. Finally, CATRACA has
only one mode of operation, not allowing the construction
and analysis of models without running them on a real-time
scenario.

We select the Apache Spark platform to develop the
TeMIA-NT because it is the most adopted among the
examined Big Data processing platforms. Spark offers more
possibilities for machine learning algorithms and is the one
with the largest active community. Nevertheless, to the best
of our knowledge, TeMIA-NT is the only available system
to use the recent structured streaming technology in micro-
batch and continuous modes in Apache Spark, allowing the
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user to choose between “exactly once” fault tolerance or
lower latency depending on the processing method. The
system also allows the selection of several machine learning
algorithms and operates in both offline and online modes.

3 The apache spark platform

We use Apache Spark [16], a distributed processing plat-
form for Big Data, providing an interface for programming
in clusters with parallelism and fault tolerance, to develop
the system in this paper. We chose the Spark platform given
its efficiency, its great acceptance in the market, and because
it has a wide library of machine learning algorithms. The
platform also supports multiple programming languages,
including Python, Scala, R, and Java.

The main feature of Apache Spark is how it processes
data: all operations that involve reading and writing
intermediate results are done in memory. Spark is efficient
for applications that perform multiple data transformation
iterations in a distributed environment, avoiding time-
consuming disk operations [18].

The Spark platform provides several libraries, such as
Spark Streaming for real-time flow processing and GraphX
for parallel graph computing. Also, Spark provides MLlib, a
library that implements parallelizable and efficient machine
learning algorithms in a distributed environment, making
the platform an option for classifying network traffic. We
use algorithms from the MLlib library to do performance
analysis, which creates the machine learning models used
for traffic classification.

3.1 Data structures

Because of the growing impact of Big Data, Zaharia
et al. designed and developed Apache Spark to pro-
vide enterprise-level distributed processing for large
datasets [16]. The data structures used by Spark play an
essential role in fast and efficient data processing, being
responsible for its organization, management, and storage;
they also provide functions and operations to make more
efficient data processing.

3.1.1 Resilient distributed datasets

The first Spark data structure developed for distributed
processing was resilient and distributed datasets (RDD).
This structure is an immutable and, therefore, resilient
dataset, partitioned in the cluster nodes. It can be operated
by a low-level API, offering multiple transformations and
functions. A crucial feature of this data structure is to
provide computing resources in memory, providing the
agility observed in Spark operations. Another essential

feature is the use of lazy evaluation, which computes
expressions or functions only when their results are needed,
optimizing the execution time by avoiding unnecessary
calculations. RDD also offers fault tolerance: each RDD
can reconstruct lost data automatically, based on data within
other nodes in the cluster. Since RDDs are immutable, they
can be created or retrieved at any time, making data sharing
and replication a simple process.

3.1.2 Dataframe and dataset

DataFrames and Datasets are the other data structures
implemented by Apache Spark. These structures differ
from RDD in that they are structured as tables in a
relational database: RDDs do not specify rows and columns,
thus queries in RDDs with a large number of records
require longer periods to complete. On the other hand,
DataFrames and Datasets follow a schema, which lists
the columns and the information they contain. As the
data implemented through DataFrames and Datasets are
structured, Spark implements performance optimizations in
terms of processing time and memory consumption through
the Tungsten [19] and Catalyst Optimizer [20] projects.

These data structures act similarly, differing only in
terms of type handling: Datasets implement a strongly typed
API, while DataFrames implement an untyped API. An
untyped API allows parsing errors to go unnoticed during
compilation time. Differently, a strongly-typed API detects
these errors at compile-time, reducing the possibility of
errors occurring during the execution of the program. Since
Python and R do not have compile-time type security, these
languages only implement DataFrames.

3.2 MLlib library

The purpose of the MLlib [21] library is to allow
the use of machine learning techniques on the Apache
Spark platform, implementing them in an efficient and
scalable way through a high-level API. These techniques
include standard classification, regression, clustering, and
collaborative filtering machine learning algorithms, such as
decision tree, linear regression, k-means, alternating least
square, among others.

The library also offers featurization methods, allowing
the Apache Spark platform to carry out the preprocessing of
datasets before machine learning methods are applied. The
application includes techniques that reduce dimensionality
and rely on both the selection and extraction of features.
These methods also allow the transformation of those
features, such as normalization.

MLlib also provides multiple utilities to facilitate data
processing, including statistical methods used to obtain
results in terms of evaluation metrics, such as accuracy and
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AUC, and linear algebra methods. There are also methods
responsible for optimizing the execution pipelines, allowing
algorithms and models to be saved and loaded from memory
as necessary.

4Machine learning and hyperparameters

Since they possess different logics and assume different
characteristics of the input data, machine learning algo-
rithms present different results depending on the target
problem. Therefore, it is important to evaluate which algo-
rithms offer the best results for the analysis and classifica-
tion of network traffic. As such, the following algorithms
made available through the MLlib library were implemented
in the proposed system: naı̈ve Bayes, logistic regression,
support vector machine, multilayer perceptron, decision
tree, random forest, and gradient-boosted tree. This analysis
must be done by each network administrator since differ-
ent algorithms may offer better performance depending on
the chosen dataset. To enable this analysis, multiple perfor-
mance metrics can be used, such as accuracy, F1-score, and
area under the curve (AUC).

Hyperparameter tuning is the optimization of machine
learning models, obtaining the best set of hyperparameters
of an algorithm for a given dataset. Hyperparameters are
the parameters that determine the learning process, and thus
are selected before the training, in contrast with regular
parameters that are learned during the training such as
weights and bias. It is an exhaustive process, since it
requires multiple executions of the learning algorithm, each
time changing a specific parameter.

Some hyperparameters are unique to a given algorithm,
such as naı̈ve Bayes’s smoothing. However, it is common
for algorithms to share several hyperparameters; this can
be seen on decision tree–based ones, all of which include
a hyperparameter for setting the maximum tree depth, as
well as on iterative ones, which all include hyperparameters
for the maximum number of iterations and the minimum
threshold necessary for convergence.

Naı̈ve bayes The naı̈ve Bayes methods are a set of
probabilistic classifiers that work through the application of
Bayes’ theorem. This theorem, given by

P(c|x) = P(c)
P (x|c)
P (x)

(1)

indicates the probability that an event c will occur knowing
that a given event x has happened. The parameters used by
the equation are the a priori probabilities of c and x, as
well as their likelihood. Since the algorithm performs the
classification through a simple mathematical calculation,
resulting in linear execution time, it is easily scalable for

large datasets and several features. However, the accuracy
obtained by this classifier may be lower than that obtained
by other algorithms, since it assumes that analyzed elements
are statistically independent, which may not be valid
depending on the chosen dataset.

The implementation of this algorithm on the Apache
Spark platform provides two hyperparameters for tuning:
the model type and the smoothing value. The model
types available are multinomial, complement, Bernoulli,
and Gaussian. Multinomial models are commonly applied
to datasets containing categorical data. Complement is an
adaptation of the multinomial method, used to better deal
with unbalanced datasets. Bernoulli assumes that the data
follows a Bernoulli distribution; as such, each feature must
have binary or boolean values. Gaussian models assume that
the probability distribution of the records follows a Gaussian
distribution, allowing the models to handle continuous data.
In turn, the smoothing hyperparameter is used to handle
record values not observed during model training. Finding
a new value results in a probability of zero and, as all
probabilities are multiplied in the Bayesian equation, the
final probability is also zero. Thus, the objective of the
smoothing parameter is to ensure that the probability of each
record is always greater than zero. Setting smoothing to 1
implements the Laplace smoothing, which is used by default
by Apache Spark. Setting the smoothing parameter to values
less than 1, but greater than 0 implements what is known as
the Lidstone smoothing.

Logistic regression Logistic regression is a statistical algo-
rithm that seeks to model the probability of a phenomenon,
using the sigmoid function as a discriminant function. The
function curve generated returns the likelihood of the data
to be positive or negative. Based on this, the algorithm esti-
mates the probability of new inputs to be or not in a certain
class, making the binary classification.

The hyperparameters provided by Apache Spark are elas-
tic net parameter, regularization parameter, the maximum
number of iterations, convergence tolerance, threshold, fit
intercept, and standardization.

The elastic net and regularization parameters influence
the regularization applied during the calculation of the
algorithm. The purpose of regularization is to reduce the
overfitting of the model, adding a penalty to the loss func-
tion. Setting the elastic net parameter to 0 results in the
use of the L2 norm as a penalty, while setting this value to
1 results in the L1 norm; intermediate values result in the
proportional application of both norms. The L1 norm is cal-
culated by adding the absolute values for each feature, while
the L2 norm is obtained by adding these values squared. The
penalty is then multiplied by the regularization parameter:
small values for this parameter can still result in overfitting,
while values that are too large may result in underfitting
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the model. The maximum number of iterations and the con-
vergence tolerance define stop conditions for the execution
of the algorithm. The convergence tolerance defines that
the execution of the algorithm must be interrupted if the
improvement between two iterations is less than the defined
tolerance; the maximum number of iterations interrupts the
algorithm if the tolerance is not reached after a certain num-
ber of iterations. The threshold defines the value that is used
to classify the records as belonging to a certain class, being
a value between 0 and 1. The fit intercept is a Boolean
hyperparameter, which defines whether a constant should
be added to the decision function. Finally, standardization is
another Boolean hyperparameter, which defines whether the
training features are standardized by the algorithm itself. A
standardization method must be applied to the dataset if reg-
ularization is used, as regularization is significantly influ-
enced by the values of the features of the training set [22].
This hyperparameter defines that the standardization is done
by the algorithm itself; however, it can be set as False

if this step is performed during the pre-processing of the
data.

Support vector machine The support vector machine
(SVM) algorithm maps the training data in space and
performs a binary classification defining a hyperplane, the
decision boundary. This hyperplane is set to partition the
space, aiming to maximize the separation margin between
the closest points of each of the classes. Altogether a larger
margin results in a better generalization of the model.

A fundamental aspect of this method is the definition of
its kernel function, responsible for the mapping done in the
feature space. There are several kernel functions, the most
used of which are: radial base function (RBF), polynomial,
hyperbolic tangent, and sigmoid. However, the SVM
algorithm used by Spark presents the linear kernel as the
only available option. Similar to logistic regression, the stop
conditions of the algorithm are determined by the maximum
number of iterations and the convergence tolerance. Also
present is the hyperparameter that determines whether the
training features are standardized in the pre-processing,
or during training, as well as whether the fit intercept
is used. Finally, the regularization parameter is also
available, acting on the impact of the penalty; however,
unlike SVM, logistic regression supports only the L1
norm.

Multilayer perceptron Multilayer perceptron is a neural
network model that works by employing multiple per-
ceptrons, which act as the network’s “neurons”, who are
delegated the tasks of performing small calculations and for-
warding their results to other perceptrons. The perceptrons
are organized in layers, with each perceptron in one layer
being fully connected to the perceptrons in the next layer.

The first layer receives the input features from the dataset,
while the last layer represents the classification results.

Each perceptron uses an activation function to connect
with others, based on the results of the previous layers
and the adjusted weights for each output connection. These
activation functions are non-linear, allowing the acquisition
of non-linear models, but increasing the time required to
obtain the model. One of the most used activation functions
is the logistic (or sigmoid) function.

Another technique used by the multilayer perceptron is
backpropagation; this algorithm works by calculating the
gradient of the loss function concerning each weight by the
chain rule, iterating one layer at a time from the last layer to
avoid redundant calculations of intermediate terms. In this
way, it is possible to update the weights of each layer to
minimize losses.

The main hyperparameters that must be defined when
using the multilayer perceptron are the number of hidden
layers and the number of neurons in each layer. Most
classification problems can be solved efficiently with one
or two layers while using many layers tends to result in
considerably longer processing times for ever-lower returns.
For the number of neurons in each layer, a commonly
adopted method is to use a single hidden layer, with the
number of neurons being equal to the average between the
number of characteristics and the number of labels in the
data set. Another relevant hyperparameter is the learning
rate, also known as the step size. This value acts in updating
the weights during the execution of the algorithm; using
a very low learning rate can result in long run times and
overfitting, while higher learning rates can result in models
with lesser performance. Other hyperparameters provided
by Apache Spark for this algorithm include the maximum
number of iterations, as well as the minimum tolerance for
optimization, similar to SVM and logistic regression.

Decision tree The decision tree algorithm builds a tree in
which each internal node evaluates a data feature. Each
branch represents a decision around a possible value for the
selected feature, and each final node in a branch indicates
the class the element is most likely to belong to. Thus,
the algorithm traverses the tree branches and evaluates the
features of each node to estimate the sample probability
to belong to a particular class. A great advantage of the
decision tree algorithm is its ease of understanding and
interpretation, being composed exclusively by rules in the
“if-then-else” format.

The most important hyperparameters provided by
Apache Spark for the decision tree are the maximum depth
of the tree, the minimum gain of information, the mini-
mum number of instances per node, and the metric selected
to calculate the impurity of each feature. The maximum
depth controls the generalizability of the algorithm and
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directly influences the training and test time of the algo-
rithm. Extremely deep trees tend to divide the entire training
set into their correct labels, and as a consequence, they are
overfitted, while trees with few levels are unable to cap-
ture the variance present in the dataset and tend to have low
classification performance. The minimum information gain
hyperparameter is the value that must be obtained to con-
sider the division of a given node, controlling the growth
of the tree by restricting which nodes can be created to
divide the dataset. The minimum number of instances per
node controls the growth of the tree and determines the min-
imum number of samples required in the children of the
node to generate the branch. The node of the tree that is
not able to generate the minimum number of samples for
the right and the left child becomes a leaf of the tree. A
larger minimum number of samples can positively influ-
ence the model’s accuracy for large datasets since a low
number can lead the model to behave randomly. Impurity
measures the diversity of children raised using character-
istics that meet the criteria for division. Thus, impurity
is a criterion for selecting among all candidates a feature
with greater diversity to perform the division of the node.
Impurity is measured using the Gini index or entropy, the
main difference of which being the slower computation of
entropy.

Random forest The random forest is an ensemble learning
algorithm, proposed by Breiman [23], that works by
creating multiple decision trees. Breiman also proposed the
bagging method to create different decision tree structures
and capture distinct behaviors of a dataset.

The bagging method comprises two phases: bootstrap
and aggregating [24]. The bootstrap phase consists of
generating equally-sized datasets from the original training
dataset through random sampling. Then, the method trains
decision tree models from each sampled dataset. The goal
is to build learning models with different structures that
present different views when classifying new samples. In
the aggregating phase, the method uses all different model
structures of each local model to discover the correct class
of a new sample. Each machine learning model classifies
the sample, and the final result is the statistical mode of
all classifications. This way, the method can generalize the
behavior of new samples while minimizing variance.

In a random forest [23] with H trees, the predicted class
ŷ of a sample x is given by:

ŷ = f (x) = argmax
y∈Y

H∑

j=1

I (y = hj (x)), (2)

where hj (x) returns the predicted class of x by tree hj . The
term I (.) is the indicator function. The set Y represents the
existing classes, which in our work are binary: 0 for normal
flows and 1 for malicious flows.

The number of trees in the forest and the subsampling
rate are the adjustable hyperparameters for random forests,
in addition to the hyperparameters of decision tree models.
As the number of trees grows in the forest, the classifier’s
performance increases due to the high variance of the
built decision trees. However, after approximately 100 trees
the metrics remain statistically equal, only increasing the
processing time [25]. The subsampling rate hyperparameter
specifies the size of the dataset used to train each tree in the
forest and is defined as a fraction of the size of the original
dataset.

This algorithm usually presents better results than those
obtained by working with only one decision tree, in
addition to offering less risk of overfitting, but it has
a considerably longer processing time. However, random
forests are extremely parallelizable, since the training and
classification of a single tree are independent of the set. The
adoption of parallel processing reduces the complexity of
the algorithm [26].

Gradient-boosted tree As well as the random forest
algorithm, the gradient-boosted tree is an ensemble learning
algorithm based on decision tree models. Unlike random
forest, where each tree is trained individually, the gradient-
boosted tree trains all trees iteratively, where the new trees
use the prediction of previous trees to offer a more accurate
model.

The gradient-boosted tree uses the Boosting method to opti-
mize the model after each iteration. Several shallow trees
are created, calculating the loss based on that tree created.
In the next iteration, the algorithm creates a tree that aims
to reduce the loss value generated by the previous function.
This process is interrupted if the algorithm reaches a stop
condition, such as the maximum number of trees created or
if the next tree does not improve the model’s metrics.

This algorithm also has a high processing time and is not
ideal for large datasets. As it is a tree-based algorithm, it
presents the same set of parameters and hyperparameters as
the decision tree and random forest, except for the learning
rate, also known as step size hyperparameter. The learning
rate is the hyperparameter that controls how complex the
next tree built will be, giving more relevance to the mistakes
done by the previous tree.

4.1 Structured streaming

The real-time processing on the Apache Spark platform was
initially implemented through the Spark Streaming library,
which allows continuous processing of RDDs through the
DStream API. With the introduction of DataFrame and
Dataset as new data structures, the structured streaming
library was developed to handle these structures in real time
while maintaining the optimizations they introduced.
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Structured streaming allows the programmer to program
in a similar way to the one in batch data processing, with the
platform dealing with the implementation of specific flow
processing techniques through a high-level API. Structured
streaming implements the micro-batch technique, with data
received within a certain time interval being added to a batch
to be processed; after processing, the result is added to a
table, and the elements of the processed batch are discarded.
Other advantages of the library include “exactly once” fault
tolerance, as well as end-to-end latency of up to 100 ms.

Another processing method provided by the library is the
continuous processing mode. This mode allows latency as
low as 1 ms but does not offer all the functions of the main
library, supporting only projection and selection operations.
It also has “at least once” fault tolerance, leaving aside the
advantages of tolerating exactly once of the other processing
method.

5 Dataset and schema

A crucial aspect of the development of an intrusion
detection system (IDS) is the need to check its performance
before it goes into operation. Thus, a dataset is used
that contains both legitimate and malicious traffic. The
most commonly used dataset in IDS development is the
NSL-KDD [27], with other important datasets being the
DARPA98 and the DARPA99. However, these and other
datasets are often not recent, and in addition to using
synthetic attack patterns and threats, may not portray the
features of current network traffic.

The dataset used was obtained from traffic from a
telecommunications operator [28], converted into flows
using the flowtbag tool. Each flow is a sequence of
packets, within a time window, which has certain features
in common. The features used to group packets in flows
were the 5-tuple (source IP address, destination IP address,
source port number, destination port number, protocol), set
commonly used in traffic analysis works. After grouping
packages into flows, the flowtbag tool extracts 40 features
for the construction of the data schema, including the
number of packages sent and received, the minimum and
maximum sizes of a package, among others. The complete
list of features, including the 5-tuple, is presented in Table 1.

In the preprocessing stage, we identified that the dataset
had seven features that contained only null values; after
these columns were removed, we calculated the Pearson
correlation matrix shown in Fig. 1 to allow a better
understanding of the remaining features. Through this
matrix, it is possible to identify that multiple features
possess a high correlation between them. For instance,
features 7, 8, and 9 have a high correlation with feature 6,
since all these features are related to the flow size; features

26, 27, 28, and 29 also have a high correlation, with these
four features representing time measurements of the flow.

The dataset used groups together a series of attacks
common on computer networks, such as attacks focused
on the application, transport, and network layers. Most
of the observed attacks occurred at the application layer,
because even though each layer presents its vulnerabilities,
the application layer allows less sophisticated attacks to
occur, which can be performed by inexperienced attackers.

The labeling of the dataset flows as legitimate or mali-
cious, necessary for the creation of models in supervised
machine learning algorithms, was done through IDS Suri-
cata. The dataset was also balanced to avoid bias during the
model training and test phases, therefore being composed of
equal parts of legitimate and malicious traffic.

6 The proposed architecture

The proposed system has two operation modes: online
and offline. The online mode performs classification in
real time, whilst the offline mode allows to observe the
performance of multiple classifiers for a given dataset,
making the resulting metrics available in the visualization
module.

The proposed architecture, shown in Fig. 2, is modular
and consists of three main modules: data collection,
processing, and visualization.

The data collection module captures and abstracts
network traffic flows. It also stores the datasets used in
offline processing. The capture process reflects network
traffic through the libpcap library. Then, the flowtbag tool
abstracts the sequence of packets in the flows and their 40
features, including the flows length and the total number
of packages for each flow. We use the five fields of
the TCP/IP packet header, source IP address, destination
IP address, source port, destination port, and protocol to
abstract packets into flows. A channel on the Apache Kafka
platform, which acts as a data buffer, receives the streams of
data. We use the Hadoop Distributed File System (HDFS),
a distributed database, to store the datasets used to train and
test the classification models.

The processing module carries out the process of classi-
fying these flows. The processing module is implemented in
an Apache Spark cluster. This platform presents advantages
to the development of the system, as it has libraries aimed
at the implementation of machine learning algorithms and
the fast processing of data in real time, using the micro-
batch method with the structured streaming engine. The
training module extracts the classification model using a
dataset labeled from HDFS. In the online mode of operation,
packages are collected and added to an Apache Kafka chan-
nel, and flows are then classified as legitimate or malicious
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Table 1 Meaning of all network dataset rows generated by flowtbag [29]

No. Name Description

1 srcip Source ip address

2 srcport Source port number

3 dstip Destination ip address

4 dstport Destination port number

5 proto IP protocol used for the connection

6 total fpackets Total packets in the forward direction

7 total fvolume Total bytes in the forward direction

8 total bpackets Total packets in the backward direction

9 total bvolume Total bytes in the backward direction

10 min fpktl Size of the smallest forward packet

11 mean fpktl Mean size of forward packets

12 max fpktl Size of the largest forward packet

13 std fpktl Standard deviation (SD) from the mean of the forward packets

14 min bpktl Size of the smallest backward packet

15 mean bpktl Mean size of backward packets

16 max bpktl Size of the largest backward packet

17 std bpktl SD from the mean of the backward packets

18 min fiat Minimum amount of time between two forward packets

19 mean fiat Mean amount of time between two forward packets

20 max fiat Maximum amount of time between two forward packets

21 std fiat SD from the mean time between two forward packets

22 min biat Minimum amount of time between two backward packets

23 mean biat Mean amount of time between two backward packets

24 max biat Maximum amount of time between two backward packets

25 std biat SD from the mean time between two backward packets

26 duration Duration of the flow

27 min active Minimum time that the flow was active before idle

28 mean active Mean time that the flow was active before idle

29 max active Maximum time that the flow was active before idle

30 std active SD from the mean time that the flow was active before idle

31 min idle Minimum time a flow was idle before becoming active

32 mean idle Mean time a flow was idle before becoming active

33 max idle Maximum time a flow was idle before becoming active

34 std idle SD from the mean time a flow was idle before turn active

35 sflow fpackets Average number of packets in a forward sub flow

36 sflow fbytes Average number of bytes in a forward sub flow

37 sflow bpackets Average number of packets in a backward sub flow

38 sflow bbytes Average number of packets in a backward sub flow

39 fpsh cnt Number of PSH flags in forward packets

40 bpsh cnt Number of PSH flags in backward packets

41 furg cnt Number of URG flags in forward packets

42 burg cnt Number URG flags in backward packets

43 total fhlen Total bytes used for headers in the forward direction

44 total bhlen Total bytes used for headers in the backward direction

45 dscp First set DSCP field for the flow
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Fig. 1 Matrix of Pearson correlation coefficients of all features present in the dataset

by the classification model obtained previously. For execu-
tion in the offline mode, the classification module runs tests
on various algorithms and datasets, obtaining performance
metrics for each combination. After obtaining the result
from either classification module, the data enrichment mod-
ule collects additional data about the labeled flows, such as
IP-based geolocation. The results of both online and offline
classifications, as well as the additional data added by the
data enrichment module, are then sent to an Elasticsearch
server using the Apache Spark integration library.

The visualization module allows the network administra-
tor to visualize the classifications history and the current
state of the network, as well as the results of tested algo-
rithms. We implement the visualization module using the
Elasticsearch1 and Kibana2 software, both developed by
Elastic. Elasticsearch implements a distributed and efficient
search server, based on JSON documents. It receives and
stores the data as the processing module sends it after the
classification process is finished. Kibana is responsible for
providing a user interface through dashboards, displaying to
the network administrator the data received by Elasticsearch
in real time for both execution modes. It also allows con-
sultation by historical data, using the search server features
Elasticsearch.

1https://github.com/elastic/elasticsearch, accessed in April 2021.
2https://github.com/elastic/kibana, accessed in April 2021.

The proposed system only handles the detection of
malicious traffic, not dealing with the mitigation of current
attacks nor the prevention of future ones. Thus, the system
must work together with mitigators to react and minimize
the damage resulting from attacks. After identifying an
attack, the flow and all extracted features can be sent to a
mitigation service chosen by the network administrator; the
mitigator can then use this information to better react to the
attack.

While the system only identifies if the incoming traffic
is potentially malicious, and does not specify the type
of attack, the information provided by the proposed
system can help identify what kind of attack is being
executed, which will help in the mitigation and prevention
process. For instance, if a Distributed Denial of Service
(DDoS) attack is identified, and the network administrator
has a prior agreement with a mitigation service that
implements Distributed Denial-of-Service Open Threat
Signaling (DOTS) [30], the additional information about
malicious flows can be sent to the mitigation service through
DOTS, aiding the mitigation of future attacks.

7 Performance analysis

A cluster of four computers, one master and three
slaves, using Ubuntu 19.04 operating system, composes
the performance analysis environment. The master is a

https://github.com/elastic/elasticsearch
https://github.com/elastic/kibana
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Fig. 2 TeMIA-NT modular
architecture at online and offline
modes

biprocessed Xeon X5570 with 4 cores and 96 GB of DDR3
RAM, and the slaves are biprocessed Xeon E5-2650 with 8
cores and 32 GB of DDR3 RAM.

The experiments use accuracy, precision, sensitivity,
F1-score, and false negative rate (FNR) to evaluate
the performance of the algorithms. Accuracy refers to
the closeness of a measured value to a known value
and precision refers to the closeness of two or more
measurements to each other. Therefore, accuracy is given by
the number of flows correctly classified divided by the total
number of flows. High accuracy means that positively rated
flows are less likely to be negative. Precision calculates the
ratio of positive flows correctly classified among all flows
classified as positive. Sensitivity calculates the proportion
of all positive flows correctly classified among the actual
positive flows. A high sensitivity means that most of the real
positive flows have been classified correctly. The F1-score
is the harmonic mean of precision and sensitivity, being a
metric that takes into account false negatives and positives.

The false negative rate detects the number of false negatives,
being equal to 1 minus the recall. Their equations are

Accuracy = T P + T N

T P + T N + FP + FN
(3)

Precision = T P

T P + FP
(4)

Recall = T P

T P + FN
(5)

F1 score = 2
1

precision
+ 1

recall

(6)

False negative rate = FN

T P + FN
(7)

where TP = true positives; TN = true negatives, FP= false
positives, and FN = false negatives.
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7.1 Hyperparameter tuning

To increase the model performance, hyperparameter tuning
was applied using Apache Spark’s implementation of the
grid method. This method requires that all values for a given
hyperparameter are set previously; the method then tests
the performance of every possible combination of the given
hyperparameter values and returns the model that offers the
best performance in a predetermined performance metric.
The values tested for each hyperparameter are presented in
Table 2, with Spark’s default values highlighted in bold.
For the multilayer perceptron, four different topologies for
the hidden layers were evaluated: a single layer (i) with
18 neurons, recommended value of neurons equal to the

Table 2 Algorithms tested and their hyperparameter values used on
grid optimization

Naı̈ve Bayes

Smoothing [0.0, 0.25, 0.5, 0.75,1.0, 2.5, 5.0]

Logistic regression

ElasticNet param [0.0, 0.25, 0.5, 0.75, 1.0]

Max iterations [5, 10, 20, 50, 100, 200]

Regularization param [0.0, 0.01, 0.1, 0.3]

Tolerance [10−6, 10−5, 10−4, 10−3]
Support vector machine

Fit intercept [True, False]

Max iterations [5, 10, 20, 50, 100, 200]

Regularization param [0.0, 0.01, 0.1, 0.3]

Standardization [True, False]

Tolerance [10−6, 10−5, 10−4, 10−3]
Multilayer perceptron

Hidden layer topology [(18), (70), (10,8), (6,6,6)]

Max iterations [5, 10, 20, 50, 100, 200]

Step size [0.001, 0.01, 0.03, 0.1]

Tolerance [10−6, 10−5, 10−4, 10−3]
Decision tree

Impurity [“Gini”, “Entropy”]

Max depth [3,5, 6, 9, 12, 15, 18, 21, 24, 27, 30]

Min info gain [0.0, 0.1, 0.2, 0.3]

Min instances per node [1, 2, 5, 10, 20, 40]

Random forest

Max depth [3, 5, 6, 9, 12, 15, 18, 21, 24, 27, 30]

Number of trees [20, 50, 100, 200, 300, 400, 500]

Subsampling rate [0.5, 0.75, 1.0]

Gradient-boosted tree

Max depth [3, 5, 6,9, 12, 15, 18, 21, 24, 27, 30]

Step size [0.05, 0.1, 0.2]

Subsampling rate [0.5, 0.75, 1.0]

average between the number of features and the number
of labels, and (ii) with 70 neurons, to evaluate a single
layer with a greater number of neurons; (iii) two layers with
respectively 10 and 8 neurons, and (iv) three layers with
6 neurons in each layer, to assess the effect of increasing
the number of layers. As there is no default value for this
hyperparameter, the topology containing a single layer with
18 neurons was considered as the default.

The target metrics chosen were the precision, to
minimize the false-positive rate, and F1-score, to obtain a
balance between both false positives and false negatives.
Figure 3 contains the obtained results for the evaluated
algorithms. FNR results were presented only for the
decision tree, random forest, and gradient-boosted tree,
which offered the best performance results in classification
considering both precision and F1-score. The results show
the average value obtained for each test; the tests consider
a confidence interval of 95%; however, these intervals
were omitted since they are not significant considering the
graphs’ scale.

Figure 3a presents the results of hyperparametric
optimization for naive Bayes. The optimal results for all
tested cases, both with and without optimization, were the
same. This occurred because the default value offered by
the platform for the adjusted hyperparameter, smoothing,
already offers the best results for the dataset used. As
can be seen in Fig. 3a, the model has high sensitivity,
but the precision results are close to 50%. This indicates
that the model has a high rate of false positives, which
for an application aimed at detecting network threats is
catastrophic, as it results in almost half of the normal
flows being erroneously classified as malicious traffic. This
demonstrates the importance of analyzing multiple metrics
in building a model, as well as why F1-score is considered
a more complete metric than just accuracy or precision.

Figure 3b presents the performance results obtained
for logistic regression. In the case of optimization for
precision, the optimal hyperparameters follow the standard
values, with the only difference being a convergence
tolerance of 10−3. By acting as a stopping criterion,
lower tolerance of convergence potentially results in
a model with less overfitting, slightly improving the
classification performance. Optimization for F1-score, on
the other hand, offered a more significant result, using 10
maximum iterations, a regularization parameter 0.3, and
10−3 convergence tolerance instead of the default values of
100, 0.0, and 10−6, respectively. Using a smaller number
of iterations offers a less accurate model, but the greater
sensitivity and lesser overfitting resulting from changes in
the other two hyperparameters compensate for this loss in
the calculation of the F1-score.

Figure 3c shows the performance results obtained
for SVM. Similar to logistic regression, the adjusted
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Fig. 3 (a)–(h) Performance of the metrics of accuracy, precision, sensi-
tivity, F1-Score and FNR for the evaluated classifiers, for cases without
optimization and with optimization of precision and F1-Score as target

metrics. The FNR is only calculated for the classifiers with satisfactory
performance in the precision and F1-Score metrics
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hyperparameters seek to define a better stop condition for
the algorithm. In optimizing for precision, the optimal
model reduced the maximum number of iterations to 50, in
addition to also reducing the convergence tolerance to 10−3,
both modifications to reduce overfitting. In the optimization
for F1-score, the maximum number of iterations and the
convergence tolerance has also been reduced to 10 and
10−3, respectively. Regularization was also applied, with the
regularization parameter set to 0.3.

Figure 3d presents the results obtained after optimizing
the multilayer perceptron. In the case of optimization with
precision as target metric, the best result applied a single
hidden layer with 18 neurons, in addition to increasing
the maximum amount of iterations from 100 to 200 and
reducing the step size from 0.03 to 0.001. While tuning
for F1-score, the topology that provided the optimal result
was composed of 3 hidden layers with 6 neurons in each
layer. There was also an increase in the maximum number
of iterations from 100 to 200, as well as a reduction in
the convergence tolerance from 10−6 to 10−4. The results
demonstrate the importance of topology in the performance
of the multilayer perceptron, with the topology containing
more layers offering a significantly lower false negative rate
than the model containing a single layer. This algorithm was
the most impacted by the F1-score optimization, having a
percentage gain in FNR greater than 83%; however, the final
performance of the model was still inferior to the decision
tree-based algorithms before the hyperparemeter tuning.

Figure 3e presents the performance results for the
decision tree. When optimizing for precision, the only
hyperparameter with a value other than the default was the
maximum depth, which went from 5 to 30. In F1-score
optimization, the maximum depth went from 5 to 18, and
the method used to calculate the impurity was entropy,
instead of the Gini method. Both results demonstrate the
importance of the maximum depth hyperparameter, with
the tree provided by default by the platform not offering a
satisfactory performance. The model optimized for F1-score
also offered the greatest gain in FNR among the tree-based
algorithms when compared to cases without optimization,
as shown in Fig. 3h; this model presented a percentage gain
of 34.18%.

Figure 3f presents the optimization results obtained
for the random forest algorithm. For optimization with
precision as a target metric, the optimal values of
hyperparameters were: maximum depth 30, number of trees
50, and subsampling rate of 0.75. For the optimization
aiming at F1-score, these values were maximum depth
24 and number of trees 300. In both cases, the values
adjusted for maximum depth and number of trees are
higher than the standard values offered by Apache Spark.
Figure 3h demonstrates how this algorithm offers the lowest
FNR after hyperparametric optimization; this reduction was
accompanied by the third-highest percentage gain: 31.46%
when compared to the case without optimization.

Figure 3g shows the results of the gradient-boosted tree.
The hyperparameters that offered the best results were, for
optimization with precision as a target metric: maximum
depth 18, step size equal to 0.2, and subsampling rate
equal to 0.75. For the optimization aiming at F1-score, the
only hyperparameter with a final value different from the
standard values was the maximum depth, which went from
5 to 15. This reinforces the importance of the depth of
the tree in the performance of this family of algorithms,
being the only hyperparameter modified to result in the
model with the highest performance in the selected metric
in all tree-based algorithms. While the random forest
shows the best performance after optimization, the gradient-
boosted tree shows the best performance using the standard
values of hyperparameters, considering both FNR and
F1-score.

7.2 Results and analysis

The model convergence and training time plus the
processing speed must be considered in the context of real-
time analysis. To verify the impact of the data structure
used during model training, we compared the model training
time of Dataframe-based TeMIA-NT with the RDD-based
CATRACA, and IDS previously proposed by our research
group. The algorithm used for this comparison was the
decision tree since it’s the only method implemented by
CATRACA. Figure 4 shows that the Dataset data structure’s
several performance optimizations have a significant impact

Fig. 4 Impact of the data
structure on the training time of
the decision tree
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Fig. 5 Comparison of the evaluation metrics for the seven classifiers

on the latency. Training the model with DataFrame is eight
times faster than the same operation made with RDD.

We split the dataset into 70% for the training set and the
other 30% for the test set to obtain the models in the offline
processing mode. Also, we used K-fold cross-validation,
with k = 10, to guarantee the model’s generalizability.
Finally, we use the grid search method to tune the
hyperparameters in each algorithm. Figure 5 shows the
results of each algorithm with weighted F1-score set as the
target classification metric. Similar to the results presented
in Figs. 3 and 5 presents the average value obtained for
each algorithm, with the confidence interval of 95% omitted
since it is not significant considering the graph’s scale.
Based on Fig. 5, random forest, decision tree, and gradient-
boosted tree models offer the best performance.

The online mode of operation uses the model with the
highest processing capacity and good accuracy. Table 3

Table 3 Models processing efficiency with the best results in terms of
the number and volume of classified flows per second

Flows/s GB/s

Random forest 586.563,32 21,95

Decision tree 1.330.732,59 49,80

Gradient-boosted tree 1.206.962,94 45,17

shows that the decision tree algorithm presented the
maximum flow volume rate of 50 GB/s. The random forest
classification model has a lower performance due to the
need to process multiple trees, and it is necessary to obtain
the result for all trees to achieve the final classification
result.

As the decision tree model presents the best results both
in accuracy and in classification capacity, this is the model
used by default in the execution of the proposed system.
However, other models can also be used according to the
user’s needs.

The last test observed the impact of parallelism on
the system’s performance, observing how variations in
the number of processing nodes affect the results. The
processing time required to classify 10 million network
flows was measured while varying the number of processing
nodes between 1 and 4 in the Spark environment; the results
can be seen in Fig. 6.

As can be seen from Fig. 6, increasing the number of
processing nodes reduces the total time required to process
flows for most algorithms. This impact is more significant
in the case of the random forest, as this algorithm works
by creating multiple models of trees that can be executed
in parallel during the classification process. The results of
the decision tree algorithm are negatively affected by the
increase in the number of nodes.
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Fig. 6 Time necessary for classification based on number of processing nodes

8 Conclusion

This article presents the TeMIA-NT system,3 developed
to monitor traffic using parallel flow processing. TeMIA-
NT presents two modes of operation: online and offline.
The online mode of operation allows the network manager
to monitor and detect network security threats in real-
time. The offline mode of operation allows the performance
evaluation of multiple classification models obtained from
different algorithms and datasets. TeMIA-NT also allows
the selection from seven machine learning algorithms when
obtaining classification models. The detection of threats
in real time with low latency is achieved thanks to the
dataframe data structure and the continuous processing
engine of the structured streaming library.

The obtained results from a dataset based on legitimate
traffic demonstrate the high processing capacity in flows
per second. The performance of each implemented machine
learning algorithm is also observed, with the decision tree
and random forest models presenting high values in metrics
such as accuracy and F1-score. The results also demonstrate
the positive impact of hyperparametric optimization on the
performance of algorithms, aiming to minimize the amount
of incorrectly classified network attacks. It was observed
how the multilayer perceptron model was the most affected
by the tuning, due to the hyperparameter that defines the
hidden layers topology. A percentage gain of 83.1% was
observed in the false negative rate (FNR) when comparing
the best performance obtained to the default hyperparameter
values. It was also observed that the best models in the

3The code, documentation, and license are available at: https://www.
gta.ufrj.br/TeMIA-NT/.

detection of network threats, the decision tree, and random
forest, presented a gain greater than 30% in FNR when
compared to cases without optimization. This reduction
was obtained while maintaining good accuracy and F1-
Score, demonstrating the beneficial impact of making the
optimization even in models that originally presented good
results. It was also shown how most algorithms scale with
an increasing number of nodes on an Apache Spark cluster.

Funding This work was financed by CNPq, CAPES, FAPERJ, and
FAPESP (2018/23292-0, 15/24485-9, 14/50937-1).
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