Multiple-agent opportunistic data gathering in IoT
networks using group selection

Edvar Afonso and Miguel Elias M. Campista
Universidade Federal do Rio de Janeiro - GTA/COPPE/UFRJ), Rio de Janeiro, Brazil
{edvar,miguel } @ gta.uftj.br

Abstract—The Internet of Things (IoT) is based on data
collection for future processing and decision-making. In multihop
Low-Power and Lossy Network (LLN) scenarios, it is important
to collect data from sensors and IoT devices with efficient energy
consumption. This paper explores the concept of multi-mobile
agents (MMA) combined with proactive caching to collect data
in an IoT network. In the proposed architecture, the group of
itineraries is computed by a mechanism that uses the Hamming
distance technique to partition a sensor network into a number of
data-centric clusters. In addition, the data collection mechanism
is modeled as a knapsack problem that improves the energy
efficiency with MA payload variation. The simulations show
lower energy consumption from network devices as the payload
and the number of MMA increase.

Index Terms—IoT, data gathering, multi-mobile agents

I. INTRODUCTION

The Internet of Things (IoT) is currently transforming the
world with a remarkable growth in the number of connected
devices. This technology uses data, turning it into information
for decision-making, both by humans and automated systems
from a variety of areas, such as in Industry 4.0, Smart Cities,
Smart Homes, and Smart Agriculture [1]-[4].

IoT devices have hardware constraints with known battery
limitations, making energy consumption a considerable con-
cern [5], [6]. Communications, however, are at the top position
for energy consumption, even considering the various process-
ing tasks that IoT devices need to perform. If we consider
multi-hop communications, this becomes even more critical,
as the traffic generated by any node requires multiple wireless
medium accesses until it finally reaches the destination. Thus,
methods to increase the efficiency of energy consumption in
sensors and IoT devices have been the subject of a great deal
of work in recent years [7]-[10]. In multihop scenarios, the
considerable effort for data gathering and forwarding can lead
to a significant increase in latency, energy consumption, and
congestion over wireless links. To overcome these issues, the
Mobile Agent (MA) paradigm has been revisited as an efficient
alternative for data collection in IoT [11]-[14].

A MA is a computer code that is sent to the network to
perform tasks on network devices such as data fusion and
data aggregation. In a network with many devices it is a good
practice to use multi-mobile agents (MMA) for data gathering
tasks. This is a strategy to make proposals more efficient in
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terms of scalability. In order to send MMA to the network, it
is important to first divide the network into groups. Thus, each
of the MAs can perform the data collection process in a subset
of the network devices. This implies fewer data collected
by each MA and smaller payloads for MAs. This saves
energy from devices in data transmission through the wireless
network [15], [16]. To complete the assigned tasks, the MA
must visit different network devices following a predetermined
itinerary calculated using an optimized algorithm (Itinerary
Planning) [15], [17]. The MA itinerary consists of source and
intermediate nodes. Source nodes are defined as those that
contain the information required for the MA to gather and
process. In contrast, the intermediate nodes serve the purpose
of forwarding the MA across the multihop network.

This paper proposes Agent-MultiCluster, a network archi-
tecture that combines MMA with opportunistic data collection
and cache deployment at the network gateway to reduce
energy consumption at network devices. Agent-MultiCluster
is an evolution of Agent-Knap [18], [19], our first proposal,
which relies on a single MA to collect data from a group
of source nodes (SNs). An improvement identified for Agent-
Knap was when the MA had to cross a long itinerary and
collect data from many devices. This situation results in a
significant increase in the MA payload size. The larger the MA
payload, the more transmission delays, energy consumption
and loss of reliability occurs. To address this issue, Agent-
MultiCluster sends multiple agents to the network simultane-
ously. This strategy results in short itineraries for each agent.
Consequently, the individual size of each MA payload and the
overall energy consumption is reduced. Our proposal computes
multiple static itineraries composed of source and intermediate
nodes, and employs a selection mechanism that prioritizes data
acquisition based on a precomputed data utility. In Traditional
Multi-Mobile Agent (TMMA) proposals, each agent migrates
from one source node to another, following the sequence of
nodes recorded in the itinerary. In this process, the MMA
ignore the data available on intermediate nodes. In Agent-
MultiCluster, we use groups of two or four simultaneous
MAss that collect data from source nodes and opportunistically
collect data from intermediate nodes. In order to process the
itineraries, the network is divided into groups of devices and
the K-means clustering algorithm is used for this purpose. The
Agent-MultiCluster uses Weighted Set Cover for source node
selection, Christofides and Dijkstra for itineraries computation
and 0-1 knapsack algorithm to select the data type to be



opportunistically collected at intermediate nodes.

The objective of our research was to increase the lifespan of
IoT networks and to reduce the length of the data collection
task. In order to achieve our objective, we proposed a new
approach in LLNs, which took into consideration the criterion
of an appropriate number of MAs, the criterion of the appro-
priate grouping of SNs, and finally the criterion of the optimal
itinerary followed by each MA to visit all its SNs

We compare the Agent-MultiCluster with the TMMA, i.e.,
without using opportunistic data collection at intermediate
nodes. Simulation results reveal a substantial reduction in
energy consumption and network traffic. We summarize our
main contributions as follows:

o We propose Agent-MultiCluster using K-means to par-
tition the IoT network into a number of data-centric
clusters before the itinerary computation. This approach
guarantees itineraries that traverse groups formed by
devices that are geographically close to each other;

o« We extended the opportunistic data gathering used in
Agent-Knap [18], [19] to MMA scenarios and to improve
the total energy efficiency in data gathering process;

o We propose an approach to increase the efficiency in man-
aging the MA payload size. We add a control mechanism
to the gateway for this purpose.

This paper is organized as follows. Section II overviews the
related works. Section III presents Agent-MultiCluster. In the
following, Section IV describes the simulation environment
and the results achieved. Finally, Section V concludes this
work and presents future directions.

II. RELATED WORK

Optimized data collection in LLN networks has been the
focus of many recent works. The use of mobile agents for
data gathering in LLN has been widely used, and a substantial
body of research has demonstrated that employing multi-
mobile agents (MMA) for itinerary planning outperforms
single-mobile agents in large-scale networks [17], [20]-[22].

Bendjima et al. [23] address the challenges of load balanc-
ing between MAs, including how to determine the number
of agents needed and how to group source nodes. Their
main contribution is a clustering algorithm that automatically
determines the number of clusters. The proposed method is
robust and considers parameters such as the density of nodes,
communication and energy costs, and the data size in each
sensor. The goal of their proposal is to extend the lifespan
of sensor networks and to reduce the duration of the data
collection task. Similarly to Agent-MultiCluster, their solution
also relies on the gateway as a central element responsible for
executing computationally intensive tasks.

Karthik et al. [17] propose a structured sequence of al-
gorithms to calculate multiple itineraries and gather data
using MAs. Their approach uses Fitness-based Fuzzy C-Means
(FFCM) for cluster creation and the Crossover Mutation based
Firefly Algorithm (CM-FFA) for Cluster Head (CH) selection.
The main goal is to reduce energy consumption in WSN.
For MA migration and Data Gathering (DG), they employ an

optimal itinerary planning-based algorithm based on Brownian
Motion-Based Flower Pollination Algorithm (BMFPA). The
proposal is evaluated through simulations using metrics such
as time delay, packet drop ratio, and energy consumption.
Their results indicate superior performance compared with
existing DG algorithms for WSN with multiple MAs.

In contrast to Agent-MultiCluster, neither of these studies
addresses opportunistic data collection on intermediate nodes
while the MMAs traverse their itineraries. To the best of our
knowledge, the use of the clustering algorithm for calculating
the itinerary planning and the use of MMAs for opportunistic
data gathering is an original contribution of our work and
represents its main innovation.

III. DATA GATHERING USING AGENT-MULTICLUSTER

This paper proposes Agent-MultiCluster, a network archi-
tecture that combines MMAs with opportunistic data col-
lection and cache deployment at the network gateway to
reduce energy consumption at network devices. The proposal
is developed for networks with fixed devices or sensors. We
consider a network composed of one gateway and multiple
IoT devices randomly deployed in an Area of Interest (Aol).
Each device has multiple sensors to collect data from different
types (for example: temperature, pressure and humidity). Each
device stores only the last sample of each data collected by
each sensor. All devices can be considered as a source node
that provides the requested data. The proposed architecture
is centralized at the gateway, our central entity, which runs
itinerary planning and cache management functions. In addi-
tion, the gateway is in charge of processing all requests and
responses to external clients.

The network operation relies on data requests from external
Internet clients sent to the gateway. Each request has informa-
tion about the desired data, the desired Aol, and the desired
maximum data expiration time. Depending on the availability
and freshness of the data in the cache, the gateway decides
whether a new data gathering round is needed, that is, if it
needs to dispatch a new group of MMA. In the proposed
architecture, data can be collected from any network device.
Thus, at system startup, each device must register within the
gateway and inform the types of data it can provide, as well as
its coordinates, its neighboring devices, and the size (in bytes)
of each data it can provide. We assume that, after system start-
up, the gateway has information about the network topology,
including the geographic position of all devices in order to
compute the MAs itineraries.

A. Data gathering model

The main goal of our proposal is to save energy from IoT
devices when multiple mobile agents are used to collect data.
The data collected from each device is stored in the gateway
cache. Each stored data has a timer and, while valid, helps
to avoid a new data collection round if that data is requested.
This mechanism reduces the number of requests sent to the
network, allowing a reduction in energy consumption. The
opportunistic data gathering has a key role in the process, as it



brings more data back to the gateway, increasing the freshness
of data stored in the cache.

The MA packet format has four fields [24]: the MA ID,
for unique identification of the mobile agent; the itinerary;
the processing code, for data manipulation; and the payload,
reserved for the data collected and processed by the MA.
The payload has a maximum size (P), in bytes, and has two
fields, G and C. G is reserved for the data collected from
source nodes. C' is used to carry the data opportunistically
collected from intermediate nodes. Even though C is variable,
it is upper-bounded by a maximum value determined by the
gateway. G carries only the type of data requested from the
client in the current data gathering round. Meanwhile, C'
carries all sorts of data from intermediate nodes visited in the
itinerary. Figure 1 details the format proposed for the payload.
Considering the example, GG is determined by the data type k;
collected at four different devices with IDs 2, 3, 8, and 12.
Hence, G contains k%, k3, k¥, and k1. C, on the other hand,
is determined by four different data types, k3, ks, ko, and
k4 opportunistically collected at four different intermediate
devices with IDs 1, 7, 8, and 12, i.e., ki, k7, k8, and kiz.

Payload (P)

Garanteed content (G) Opportunistic content (C)

Fig. 1. MA payload P with guaranteed (G) and opportunistic data (C).

B. Clustering process

In the Agent-MultiCluster proposal, K-means is used to
partition the network. As mentioned in Section III, the Agent-
MultiCluster proposal works in network topologies with fixed
devices. After the network initialization, the coordinates of all
devices are stored in the gateway. With this information, the
gateway uses the K-means algorithm to partition the network
into clusters based on the spatial location of all devices.

Spatial coordinates are chosen as the parameter for con-
figuring K-means clustering because it is crucial to establish
itineraries between spatially close devices. This approach
prevents long itineraries from being calculated, avoiding un-
wanted growth in the MAs’ payload size and preventing these
agents from crossing many devices in the network and thus
consuming energy inefficiently.

C. Source nodes group selection

When the gateway receives a client request, it first performs
a cache lookup for updated data to provide a fast and complete
response to the client. A complete response comprises unex-
pired data of a specific type from multiple devices covering the
entire Aol. If the cache does not provide a complete response,
the gateway starts a data collection by sending multiple MAs
to the network devices. The gateway must collect fresh data
from devices to complete the non-expired information in the

cache. These particular devices are called source nodes. Thus,
when a set of MAs is sent to the network by the gateway,
a group of source nodes must be selected beforehand. The
selection of source nodes determines the group of devices the
MAs must visit to complete the data in the cache. The group of
source nodes is selected, taking into account the best possible
Aol coverage, which guarantees a complete response regarding
the data requested by the client. Hence, the selection of source
nodes guarantees that the data provided by those devices is
enough to provide a complete set of data for the entire Aol.

We model the source node selection mechanism as a classic
coverage problem, the Weighted Set Cover. In our model, each
sensor n; € N is associated with a coverage subarea of the
Aol. A weight w,, is also associated with each sensor to
assign priority in the selection process. The freshness related
to each data stored at the gateway cache determines w,,,. The
older the data of a given sensor stored in the cache, the higher
the priority in the Weighted Set Cover problem. Regarding
complexity, the Weighted Set Cover is NP-hard. The heuristic
used in our proposal has time complexity O(logn).

D. ltinerary planning

Before sending the set of MAs to the network, the gateway
must calculate the itineraries. This process is carried out for
each cluster of devices, and the itineraries form a closed loop
starting and finishing at the gateway. Each loop must visit the
subset of source nodes, selected by the gateway, that belongs
to its respective cluster. Figure 2 illustrates an example with
three defined itineraries. The source nodes appear in red in
the figure and were previously selected by the gateway using
the selection method discussed in Section III-C. Considering
each itinerary, the opportunistic data is obtained from possible
intermediate nodes connecting two consecutive source nodes.
The proposal manages the MA payload.

Cluster 1 Cluster 2

Fig. 2. Three defined itineraries, one for each cluster.

The subset of source nodes per cluster is the main input
to calculate the itinerary. In this step, the algorithms of
Dijkstra and Christofides compute each optimized itinerary.
The Christofides algorithm is a heuristic used to solve the



Traveling Salesman Problem (TSP), which is the kind of
problem to be solved for the MA itinerary computation. The
output of the algorithm is a sequence of nodes that must be
visited. Since these nodes may not be directly connected,
the final itinerary is determined after computing the paths
between consecutive source nodes and their respective costs
using the Dijkstra algorithm. The Christofides algorithm is a
TSP heuristic that, in the worst case, guarantees a solution at
most 3/2 worse than the optimal one [25]. The heuristic used
in our proposal has time complexity O(n?). This process to
calculate the itinerary is repeated for each cluster.

E. Payload computation

The next step is to define the data that must be collected
in the intermediate nodes of each itinerary, Z, i.e., the data
that will be selected for the opportunistic data gathering. Each
data available in an intermediate node has a size registered in
the gateway at system startup. Thus, to efficiently execute the
process, the most valuable data must be collected from the
intermediate nodes, considering the payload size restriction of
each MA and the size of each data type, in bytes.

This problem can be modeled as a combinatorial optimiza-
tion problem Knapsack which is defined as follows: given a
backpack with a defined weight limit capacity and a set of
items, each of which has a weight and value. The solution to
the knapsack problem is determined when a group of items
is selected to be included in the backpack, so that the total
weight is less than or equal to the capacity of the backpack
and the value is as high as possible. In the Agent-MultiCluster,
the capacity of the backpack is represented by the MA payload
(P) size, in bytes, the weight of each item is defined by the
data size, in bytes, and the value of each item is represented
by a calculated utility that is related to the data priority.

Let Afajche be the corresponding area covered with non-
expired data stored in the cache for a type of data k; (e.g.,
temperature). For the knapsack problem, the priority computed
for a specific type of data is numerically proportional to the
contribution it provides to complete A_’, in the gateway s
cache. Thus, the smaller the Af;che, the higher the priority for
collecting k; in the current round. Equation 1 presents the
priority p; computation for a given type of data k;.

pr, = Aol — (Ao n AF, ). (1)

The payload computation determines the opportunistic types
of data collected along the itinerary. These selected data types
are collected from all intermediate nodes that have data of
that type available and aggregated in the MA. Only data of
the same type is aggregated, and data of different types are
concatenated in the C space of the payload. The knapsack
ensures that the MA payload is optimally populated by the
most valuable type of data provided by the devices at the
itinerary Z without violating C.

F. Mobile Agent initial size management

Another feature added as an improvement on our previous
proposal [19] is the management of the initial size of the

MA. In Agent-MultiCluster, after the gateway calculates the
itinerary, a check is made to verify if all the devices on
that itinerary have already been visited by one of the MAs
in previous rounds. If all the devices on the itinerary have
already been visited, the MA is sent with less processing
code in its payload - because the processing code was already
distributed in a previous round - and, consequently, a smaller
initial size. This process helps to reduce energy consumption
in the network devices.

IV. SIMULATIONS

In this section, we evaluate the performance of the Agent-
MultiCluster throught simulations. We have implemented a
simulator using Python and the NetworkX package.

A. Simulation setup

The topology consists of fixed devices randomly deployed
in an area. The density of the devices is always enough to
guarantee complete coverage of our Aol. Each device has
a fixed number of sensors and, consequently, can collect
different types of data.

We simplify the analysis by considering a few assumptions.
We consider that all devices have the same initial battery level
and that the different data types have the same size. In addition,
the sensing range of each sensor is the same for the entire
network, and all devices have four different sensors, one for
each type of data. Our application considers Internet clients
sending messages to the gateway. Such requests are received
with an interarrival rate following a Poisson distribution with
A=5.

Each link cost is proportional to the Euclidean distance be-
tween devices. Each device can communicate with neighbors
within its communication range, and the network gateway has
a fixed position in the center of the Aol. Table I shows the
parameters used in all simulations. The energy consumption
values are the same as those adopted in [26] to evaluate Tmote
Sky sensors. All the MMA are either executing complete data
aggregation of the same content type along the itinerary (factor
one). When the MMA performs complete data aggregation,
there is no increase in the payload size occupied by collected
data of the same type. We considered that the same data type
can always be aggregated.

TABLE I
SIMULATION PARAMETERS.
Parameter Value
Number of network devices 300

Number of data types per device 4

Number of Multi-mobile Agents 2 and 4
Device initial energy 20 Joules
Energy Consumption (Transmis-  9.72 pl/byte

sion)

Energy Consumption (Reception) 8.22 ul/byte

Area of Interest 100 m x 100 m

Gateway coordinates (50 m, 50 m)

Mobile Agent initial size 128 or 1,024 bytes [27], [28]
Sensed data size 20 bytes

Link communication loss
Expiration time for cached data (s)

0 (lossless) or 15% (lossy)
30, 60, 90, 120, and 180




We compare our proposal with the Traditional Multi-mobile
Agent (TMMA) approach. TMMA collects data only from the
subset of source nodes needed to completely cover the Aol,
ignoring the data available at intermediate nodes. Simulations
computed two different metrics: Remaining Energy and Cache
Hits. All simulations are performed for a total period of 2,000
seconds each round and a total of 10 rounds per variable
parameter.

B. Remaining Energy

In this simulation, we compute the average remaining
energy of all nodes after each round. Figure 3 and Figure 4
show the relationship between the average remaining energy
of the devices and the expiration time (s) of the data stored
in the cache, considering simulations in a network without
loss and with loss, respectively. The remaining energy always
increases with the persistence of the data in the cache. Also,
the remaining energy is always greater when the number of
MMA increases from 2 to 4 agents, including in the TMMA
simulations. Despite the larger number of agents, clusters built
with the k-means algorithm allow shorter itineraries to be
calculated for each collection round, resulting in lower energy
consumption in the network by each MA.

Concerning the C' parameter, the remaining energy fluctu-
ates slightly in the lossless network. Otherwise, in the lossy
scenario, it is clear that more space in the MMA payloads to
collect data opportunistically always results in more remaining
energy in the network at the end of simulations. In all
simulations, Agent-MultiCluster presents better results than
TMMA. In all scenarios (lossy and lossless network), the most
significant Agent-MultiCluster gain appears in the 30-second
cache expiration time.

20

19.8

19.6 A

19.4

Energy (J)

19.2

19

30 60 90 120 180
Expiration time (s)
TMMA 2 agents

TMMA 4 agents =21
Agent-MultiCluster C = 60 bytes, 2 agents Hmmm

Agent-MultiCluster C = 60 bytes, 4 agents ——1
Agent-MultiCluster C = 200 bytes, 2 agents
Agent-MultiCluster C = 200 bytes, 4 agents

Fig. 3. Average remaining energy for each device in a 300-device lossless
network using 60 and 200-byte payload (C) sizes.

C. Cache Hits

The Cache Hit evaluation aims to verify the performance
of the cache infrastructure fixed in the gateway, including
networks with and without loss. A cache hit occurs when
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Agent-MultiCluster C = 60 bytes, 2 agents

Agent-MultiCluster C = 60 bytes, 4 agents 1
Agent-MultiCluster C = 200 bytes, 2 agents
Agent-MultiCluster C = 200 bytes, 4 agents

Fig. 4. Average remaining energy for each device in a 300-device lossy
network using 60 and 200-byte payload (C') sizes.

the gateway responds to a data request with the information
available in its cache, i.e., without dispatching a group of
MMA. Similarly to the previous section, we perform an
analysis using 60 and 200 byte C sizes. Figure 5 and Figure 6
present the results for a 300-node network. In the Cache Hit
simulations, we can see that the number of cache hits with two
agents is higher than with four agents, in most cases. However,
in the energy results, the remaining energy is lower in the case
of two agents. The conclusion is that the itinerary size and
the payload growth play an important role in our proposal for
opportunistic collection with multiple agents. With two agents,
on average, the itineraries are longer in order to collect data
that cover the entire Aol.
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Agent-MultiCluster C = 60 bytes, 2 agents s

Agent-MultiCluster C = 60 bytes, 4 agents 1
Agent-MultiCluster C = 200 bytes, 2 agents mmmm
Agent-MultiCluster C = 200 bytes, 4 agents

Fig. 5. Proportion of cache hits in lossless network. Experiments consider a
300-device network and 60 and 200-byte payload (C) sizes.

V. CONCLUSION AND FUTURE WORK

We proposed the Agent-MultiCluster, a new mechanism for
data collection in LLN networks using multi-mobile agents
with static itineraries. Our simulation results show the potential



0.2
015
2
T
2
< o1
3
O
0.05
0

30 60 90 120 180
Expiration time (s)
TMMA 2 agents [0

TMMA 4 agents =1
Agent-MultiCluster C = 60 bytes, 2 agents mmm

Agent-MultiCluster C = 60 bytes, 4 agents 1
Agent-MultiCluster C = 200 bytes, 2 agents Hmm
Agent-MultiCluster C = 200 bytes, 4 agents mmm

Fig. 6. Proportion of cache hits in lossy network. Experiments consider a
300-device network and 60 and 200-byte payload (C) sizes.

of the opportunistic data gathering mechanism, associated with
K-means clustering to reduce the average energy consumption
in the network. To our knowledge, this is the first work to use
k-means clustering to perform opportunistic data collection
with MMA and proactive cache update. As future work, we
intend to dynamically change the payload and extend the use
of clustering beyond the K-means algorithm.
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