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Abstract—The Bloom filter is a space-efficient data structure often employed in distributed applications to save bandwidth during data
exchange. These savings, however, come at the cost of errors in the shared data, which are usually assumed low enough to not
disrupt the application. We argue that this assumption does not hold in a more hostile environment, such as the Internet, where
attackers can send a carefully crafted Bloom filter in order to break the application. In this paper, we propose the concatenated Bloom
filter (CBF), a robust Bloom filter that prevents the attacker from interfering on the shared information, protecting the application data
while still providing space efficiency. Instead of using a single large filter, the CBF concatenates small subfilters to improve both the
filter robustness and capacity. We propose three CBF variants and provide analytical results that show the efficacy of the CBF for
different scenarios. We also evaluate the performance of our filter in an IP traceback application and simulation results confirm the
effectiveness of the proposed mechanism in the face of attackers.
Index Terms—Bloom filters, distributed applications, security, IP traceback
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1

INTRODUCTION

D

applications commonly need to share information to locate system resources [1]. As an example,
nodes in a peer-to-peer (P2P) network need to share their
content with each other to create a global index indicating
where each file is located [2], [3]. In a similar application,
proxy servers exchange the content of their web cache with
each other to create a distributed cache across all servers [4].
Webpage requests directed to a given proxy server can then
be forwarded to another proxy server which already has the
page in its cache. Several other applications (e.g., content
synchronization) also have the same requirement of exchanging a set of elements between different parties [5]. For
these applications, Bloom filters (BFs) can be used to achieve
significant bandwidth savings [6]. The Bloom filter is
basically a space-efficient data structure that represents a
set S. The cost of this compact set representation is the
possibility of an external element s 62 S being recognized as a
legitimate element of S; an event known as a false positive.
Nonetheless, for the above-mentioned applications, the
ISTRIBUTED

. M.D.D. Moreira is with Grupo de Teleinformática e Automação (GTA),
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space and processing savings generated by Bloom filters
largely outweigh this drawback.
Despite its efficiency, the use of Bloom filters in
distributed applications is limited by security concerns. The
major concern is the filter ability of representing the entire
universe of elements into a few bits. This occurs whenever
the false-positive rate of the filter increases to 100 percent. A
malicious filter with such an error rate can be easily
generated to compromise distributed applications, causing
hazardous effects. In web cache sharing and P2P network
applications, if a node announces a maliciously adjusted
filter, the other nodes believe that the malicious node has the
webpages or objects under search. All application requests
are then forwarded to the malicious node, which can replace
the requested objects at will.
In this paper, we address the problem of bounding the
false positive rate of Bloom filters to avoid the filter saturation
attack. Even though it is easy to conduct such an attack, little
has been studied on efficient mechanisms for securing Bloom
filters. A simple solution to this attack would be to remove
the elements inserted by the attacker from the filter. Nevertheless, this is not possible, because one cannot distinguish an
element inserted by the attacker from an element inserted by
a legitimate node. Thus, an alternative idea is to automatically remove the older elements as newer ones are inserted.
Following these guidelines, we propose a Bloom filter that
is robust to the filter saturation attack, since the error rate an
attacker can generate is always limited. We call it the
concatenated Bloom filter (CBF) and its key idea is to divide the
original filter into smaller subfilters, with each subfilter
admitting only a few elements. The CBF is the result of the
concatenation of these subfilters. We introduce the concept of
filter capacity and show that, compared to previous work, the
CBF is able to achieve a higher capacity while still being
robust to attacks. Under certain conditions, the CBF is able to
achieve a false-negative rate of 0 percent, with a similar
Published by the IEEE Computer Society
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behavior to the standard Bloom filter, but with the advantage
of limited false positives. We derive the analytical expressions for the CBF error rates and show the different tradeoffs
of this data structure.
The remainder of this paper is organized as follows.
Section 2 presents the background and motivation for our
work. We then present the CBF in Section 3 with a theoretical
analysis in Section 4. An application for the CBF in an IP
traceback system is presented in Section 5. Section 6
describes the related work. Finally, we present the conclusions in Section 7.

2

BACKGROUND AND MOTIVATION

The standard Bloom filter is a space-efficient data structure
used to represent a set S ¼ fs1 ; s2 ; . . . ; sn g of n elements. The
filter is constituted by an m-bit array and by k independent
hash functions h1 ; h2 ; . . . ; hk , whose outputs vary uniformly
over the discrete space f0; 1; . . . ; m  1g. The filter is
constructed as follows. First, all bits in the array are reset.
Then, each element si 2 S is inserted into the filter by setting
the bits corresponding to positions h1 ðsi Þ; h2 ðsi Þ; . . . ; hk ðsi Þ to
1. At the end of the process, membership queries can be
conducted. To determine whether a given element x belongs
to S, we verify if the bits at positions h1 ðxÞ; h2 ðxÞ; . . . ; hk ðxÞ
are all set to 1. If at least one bit is in 0, then x 62 S for sure.
Otherwise, if all bits are set to 1, then we assume that x 2 S.
There is a probability, however, that an external element
x 62 S is recognized as a legitimate element of S. Such an
event, called a false positive, occurs when the bits
h1 ðxÞ; h2 ðxÞ; . . . ; hk ðxÞ were all set to 1 by other previously
inserted elements. The false-positive probability of an
element x 62 S is given by fpBF ¼ ð1  pÞk  ð1  ekn=m Þk ,
which represents the probability of finding a bit set to 1 for
all the k positions indicated by the hash functions [7].

2.1 Application Model
Our application model considers a distributed system where
the Bloom filter compactly represents the information shared
by several nodes. Each node i inserts a set Si into the Bloom
filter and sends it to other nodes, therefore, after being
updated
by n nodes, the Bloom filter represents the set
Sn
S
.
This
model is general and covers the previously
i
i¼1
mentioned applications, where the Bloom filter represents
either a set of P2P objects or the set of URLs in a web cache.
Now, assume that one of the nodes is an attacker. Since
the Bloom filter and most of its variants do not protect the
state of the filter, the attacker is free to adjust it with arbitrary
information and this information is propagated with the
Bloom filter. We define this event as the state-adjusting attack.
This attack can disrupt the application by several ways, since
the attacker is able to
inject spoofed elements into the filter to benefit itself
or cause harm to other specific nodes;
. pollute the shared information with a burst of
random data to sabotage the application;
. saturate the Bloom filter with all bits in 1, yielding a
false-positive rate of 100 percent.
This attack describes the vulnerability of Bloom filters and
its variants in distributed applications. Our proposal is to
.
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bound the false positive rate of the filter to limit the efficiency
of such an attack. Since the CBF has a higher probability of
“forgetting” older information, it can significantly decrease
the impact of state-adjusting attacks. Note that the problem is
not related to the authentication, privacy, or integrity of the
transmitted filter, but rather to the ability of the Bloom filter
in mapping the entire universe of elements into a few bits.

2.2 Securing the Bloom Filter
The generalized Bloom filter (GBF) was proposed as the first
alternative to secure Bloom filters by limiting the falsepositive rate, and thus avoiding the state-adjusting attack [8].
The key idea behind the GBF is to not only set, but also reset
bits of the filter during each insertion. The filter is an
extension of a BF with k0 additional independent hash
functions g1 ; g2 ; . . . ; gk0 to reset bits. To insert an element si 2
S into the GBF, the bits corresponding to positions
g1 ðsi Þ; g2 ðsi Þ; . . . ; gk0 ðsi Þ are set to 0 and the bits corresponding to positions h1 ðsi Þ; h2 ðsi Þ; . . . ; hk1 ðsi Þ are set to 1. If
gj ðsi Þ ¼ hl ðsi Þ, for some j and l, the bit is always reset. To
determine if a given element x belongs to the set S, we check
if the bits corresponding to positions g1 ðxÞ; g2 ðxÞ; . . . ; gk0 ðxÞ
are set to 0 and if the bits corresponding to positions
h1 ðxÞ; h2 ðxÞ; . . . ; hk1 ðxÞ are set to 1. If at least one bit is
inverted, then it is assumed that x 62 S. Unlike the BF, now
there is a possibility of an element x 2 S not being
recognized by the filter, which is called a false negative. In
the case that no bit is inverted, it is assumed that x 2 S, even
though there is also a chance that x does not belong to S (i.e.,
a false positive). The GBF, then, has both false positives and
false negatives. The introduction of false negatives, however,
is helpful to limit the effect of false positives, and both the
false-positive and false-negative rates are proven to be upper
bounded, regardless of the initial state of the filter.
Even though these rates are bounded, lower error rates
are only achieved at the expense of a longer bit array, and
thus a higher storage cost (i.e., a lower capacity). False
negatives occur when a subsequent element inverts the
marked bits of a previously inserted element. The existence
of false negatives allows the filter to be independent from
the initial state of the bit array and to have a bounded falsepositive rate [8]; however, a noxious effect of false negatives
is the loss of information, interpreted as a phenomenon of
“forgetting” old elements. In other words, the existence of
false negatives limits the filter capacity. Therefore, we
propose a Bloom filter variant that reduces the falsenegative rate, improving the state of the art in filter
capacity, while still maintaining the robustness to attacks
(i.e., a bounded false-positive rate). For more details on the
GBF insertion procedure and the influence of false positives
and false negatives on the GBF capacity, please see
Appendix A in the supplement material, which can be
found on the Computer Society Digital Library at http://
doi.ieeecomputersociety.org/10.1109/TPDS.2012.87.

3

THE CONCATENATED BLOOM FILTER

In this section, we introduce the concatenated Bloom filter. As
the standard Bloom filter, the CBF is a data structure capable
of representing a set in a compact form. The CBF, however,
has additional features that make it more suitable for
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Fig. 1. The concatenated Bloom filter as the concatenation of d smaller
subfilters, each with m=d bits.

distributed applications in which security issues are
required. The key idea of the CBF is to concatenate small
filters, called subfilters. Therefore, we have less insertions
per subfilter and the false-negative probability can be
arbitrarily reduced. In the limit, we can even have a null
false-negative probability if just one element is inserted into
each subfilter. We show that this idea greatly improves the
filter capacity while maintaining the robustness to attacks.
Let m and d be positive integers such that m is a multiple
of d. The CBF is defined as the concatenation of d smaller
filters, called subfilters, each with m=d bits. The CBF is then
composed of m bits, which are not restricted to any initial
value. Fig. 1 illustrates this definition.
Let S ¼ fs1 ; s2 ; . . . ; sn g be the set of n elements to be
inserted into the filter. To minimize the number of insertions
per subfilter, inserted elements must be uniformly distributed among the d subfilters. Different approaches (e.g., a
hash function) can be used for mapping input elements to
the correct subfilters. For the scope of this work and for our
application in Section 5, a simple circular operation is
sufficient, i.e., element s1 is inserted into the first subfilter;
element s2 is inserted into the second subfilter, and so on.
When the last subfilter is reached, we go back to first
subfilter, and hence element sdþ1 is inserted into the first
subfilter. This circular operation continues until all the
elements are inserted.
We propose and analyze three variants for the CBF,
namely CBF-1, CBF-2, and CBF-3. The insertion of an element
si 2 S into the CBF is presented in Fig. 2. The procedure takes
the element si 2 S, the CBF m-bit array C, and a counter t as
input arguments. The counter t is initialized to zero before all
insertions, and indicates the subfilter where the current
insertion should take place. Thus, we increase the counter t at
the end of each insertion.
The CBF-1 variant uses a GBF for each subfilter. Therefore,
the insertion procedure is similar to the one used in GBF,
with the difference that the element is inserted into a smaller

Fig. 2. The insertion of element si in the three variants of the CBF.
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array of m=d bits. Bits which are neither set nor reset (i.e.,
untouched bits) are represented by the “X” label in the figure.
The CBF-2 variant is an adaptation of the insertion
algorithm of the standard Bloom filter, but here zeros also
represent information. The filter is initially reset, and then
the bits corresponding to positions h1 ðsi Þ; . . . ; hk ðsi Þ are set
to 1. The initial bit resetting erases the original content of the
filter in order to increase the robustness to the attacker’s
information. The CBF-3 variant applies a hash function H :
S ! f0; 1; . . . ; 2m=d  1g to si and replaces the original
content of the subfilter with the hash function output. For
detailed insertion algorithms, please see Appendix B.1,
available in the online supplemental material. The parameters for each CBF variant can be found in Appendix B.2,
available in the online supplemental material.
For the CBF-2 and CBF-3, the original content of the
subfilter is erased to increase the robustness to attacks. On
the other hand, if a subfilter is overwritten, it is very likely
that the “signature” of the new element will be different than
the “signature” of the previous element. Each subfilter then
stores only one element and thus the CBF stores a total of d
elements.
Different from these variants, the CBF-1 is general and
admits an unlimited number of insertions, regardless of the
value of d. It does not abruptly erase the original content of
the subfilter, but rather smoothly deletes older elements with
bit inversions as new elements are inserted into the filter.
The membership test of an element x 62 S is simple. First,
we need to know the subfilter where x may be located. In
the context of our application in Section 5, the counter t is
available at the end of the insertions and, therefore, we
know where the last insertion occurred. Elements are also
tested in the reverse order of insertion, starting with the last
inserted element sn , then element sn1 , and so on, until the
first element s1 is tested. To allow a more general query
sequence, a hash function (instead of a counter) can be used
during insertions to select the subfilter of each element, and
the same function must be used in the membership test to
locate the correct subfilter. The counter approach, however,
allows the filter to behave as a circular buffer and it is more
suitable for certain applications.
The membership test changes according to the CBF
variant used. For CBF-1, the procedure first checks if any
of the bits at positions g1 ðxÞ; . . . ; gk0 ðxÞ, which should be set
to 0 if the element was inserted, are set to 1. If at least one bit
is set to 1, then the procedure stops and returns false.
Otherwise, it checks if the bits at positions h1 ðxÞ; . . . ; hk1 ðxÞ
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are set to 0 and if hj ðxÞ 6¼ gl ðxÞ, for l ¼ 1; . . . ; k0 , because in a
collision the functions gl have precedence over the functions
hj . If the two conditions hold for at least one bit, the
procedure stops and returns false. For CBF-2, the algorithm
first allocates and resets an ðm=dÞ-bit vector V . It then inserts
x into V and compares V with the corresponding subfilter in
C. The procedure returns true if both are equal. For CBF-3,
the logic is pretty much the same, except that V now stores
HðxÞ, the hash value of x. The procedure returns true only if
the corresponding subfilter is equal to HðxÞ. At last, we
decrease the counter t to update the subfilter index of the
next membership test. The membership test algorithms can
be found in Appendix B.3, available in the online supplemental material.

4

ANALYTICAL RESULTS

In this section, we derive analytical expressions for the falsepositive and false-negative rates of the proposed concatenated
Bloom filter. Since the CBF is composed of small subfilters, we
introduce in this work the analysis of small Bloom filters,
considering the case where the number of hash functions is
not negligible when compared to the filter size, a scenario not
covered by previous work. We extend the analysis of the
standard Bloom filter and the generalized Bloom filter to
small filters so that they can be used as subfilters of the CBF.
Finally, we introduce the concept of filter capacity and
compare the evaluated filters with regards to this new
metric. Most of our results consider the ratio m=n between
the filter size and the number of elements, which provides a
better idea of memory occupancy than if the parameters m
and n were used individually.

4.1 False Positives
A false positive occurs when an external element x 62 S is
recognized by the filter as an element of S. We now derive
the analytical expressions for the false-positive rates for
each CBF variant introduced in Section 3.
4.1.1 The CBF-1 Variant
To calculate the false-positive rate of an m-bit CBF-1, we first
compute the probabilities q0 and q1 of a bit being set to 0 or 1,
respectively, during an insertion into a subfilter of m=d bits.
Recalling that, in a collision, the functions gj always have
precedence over the functions hl , the probability q0 of a
specific bit being reset is the probability that at least one of the
k0 hash functions reset the bit; that is, q0 ¼ 1  ð1  d=mÞk0 .
The probability q1 of a specific bit being set by an insertion is
the probability that at least one of the k1 hash functions set the
bit and none of the k0 hash functions reset the bit. Therefore,
q1 ¼ ½1  ð1  d=mÞk1 ð1  d=mÞk0 . Finally, the probability
that a specific bit is neither set nor reset by the insertion, i.e.,
it remains untouched, is then 1  q0  q1 ¼ ð1  d=mÞk0 þk1 .
The probabilities q0 and q1 can also be seen as the fraction of
bits reset and the fraction of bits set by each insertion into the
subfilter. For an ðm=dÞ-bit subfilter, we then have q0 ðm=dÞ bits
reset, q1 ðm=dÞ bits set, and ð1  q0  q1 Þm=d bits untouched by
each insertion.
Assume that n is the total number of elements to be
inserted into the filter and, thus a maximum of dn=de elements
are inserted into each subfilter, where dxe is the smallest
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integer not less than x. Let p be the probability that a specific
bit in the subfilter is 0 after dn=de insertions. This probability
can be calculated from the probability of the following
dn=de þ 1 mutually exclusive events. The first event is when
the bit is initially reset and it is not touched by any of the dn=de
insertions. This happens with probability p0 ð1  q0  q1 Þdn=de ,
where p0 is the probability of the bit being in 0 in the initial
state of the filter. The other dn=de events are when the bit is
reset by the ith insertion and it is not touched anymore by the
remaining dn=de  i elements. The probability of each of
these events is q0 ð1  q0  q1 Þdn=dei . The probability p that a
given bit is 0 after the dn=de insertions is then
p ¼ p0 ð1  q0  q1 Þdn=de þ

dn=de
X

q0 ð1  q0  q1 Þdn=dei

i¼1

¼ p0 ð1  q0  q1 Þdn=de þ


q0 
1  ð1  q0  q1 Þdn=de :
q0 þ q1

ð1Þ

This probability p can also be seen as the fraction of bits in 0
after dn=de insertions into the subfilter.
Recall that, on average, q0 ðm=dÞ bits are reset and q1 ðm=dÞ
bits are set at each insertion. This means that for an element
x 62 S to be recognized by the filter, we must find all of its
q0 ðm=dÞ bits in 0 and all of its q1 ðm=dÞ bits in 1. The falsepositive probability of x 62 S is then the probability of finding
its q0 ðm=dÞ bits in 0 and its q1 ðm=dÞ bits in 1 on the specific
subfilter of x, i.e.,
m=d

:
fpCBF1 ¼ pq0 m=d ð1  pÞq1 m=d ¼ pq0 ð1  pÞq1

ð2Þ

This generalizes the false-positive expression of the GBF for
small filters, considering the case where the approximations
m  k0 and m  k1 are not valid.
There is a tradeoff between the false-positive rate and p.
Fig. 3, in Appendix B.4, available in the online supplemental
material, depicts the false-positive rate of CBF-1 from (2) as
a function of p. For a high p, we have most bits in 0, but very
few in 1. For a low p, the reverse behavior is expected, where
we have most bits in 1, but very few in 0. Since for a falsepositive we need to find both bits in 0 and in 1, the falsepositive rate is zero at these locations. We also observe that
the false-positive rate of CBF-1 is limited for m=d > 1. This
means that, regardless of the initial state of the filter, an
attacker cannot generate more false positives than the upper
bound of the filter. We can also see that this limit decreases
for higher values of m=d. By equating to zero the derivative
of fpCBF1 with respect to p, we find that the maximum falsepositive rate occurs when p ¼ q0 =ðq0 þ q1 Þ. From (1), we
know that p reaches this value when either the initial state of
the filter is set to p0 ¼ q0 =ðq0 þ q1 Þ, or when dn=de ! 1.
Putting this back in (2), we find that the maximum falsepositive rate FpCBF1 is
FpCBF1

"
¼

q0
q0 þ q1

q qþq0 
0

1

q1
q0 þ q1

q qþq1 #ðq0 þq1 Þm=d
0

1

:

ð3Þ

For a fixed value of q0 þ q1 , the expression within brackets
in (3) is minimized when q0 ¼ q1 and it is equal to 1/2. Having
q0 ¼ q1 means that, during an insertion, the probability of
setting or resetting a bit is the same. In this case, (3) is
simplified to FpCBF1 ¼ 0:5ðq0 þq1 Þm=d . The value of q0 þ q1 in the
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Fig. 3. The false-positive rate as a function of the normalized number of subfilters (d=m) and the number of hash functions, for m ¼ 1;024 bits.

exponent is 1  ð1  d=mÞk0 þk1 and it is maximized to 1 for
large k0 or k1 . Thus, if we choose relatively large values for k0
and k1 , such that q0 ¼ q1 , the maximum false-positive rate
FpCBF1 is minimized to
min FpCBF1 ¼ 0:5m=d :
k0 ;k1

k0 ;k1

k

ð7Þ

and the optimal number of hash functions k that achieves
this rate is

ð4Þ

lnð2Þ
:
k ¼  
1
ln 1 
m=d

ð5Þ

The maximum false-positive rate is maxk fpCBF2 ¼ 1, which
occurs when k ¼ 0 or k ! 1, as we explain in Appendix
B.5, available in the online supplemental material.

From (3), we also know that FpCBF1 is maximized to
max FpCBF1 ¼ 1

min fpCBF2 ¼ 0:5m=d ;

when either q0 ¼ 0 or q1 ¼ 0, which only occurs for the
standard Bloom filter (k0 ¼ 0), its dual (k1 ¼ 0), or for 1-bit
subfilters, i.e., m=d ¼ 1. Otherwise, FpCBF1 < 1.

4.1.2 The CBF-2 Variant
For the CBF-2, a false positive occurs when an external
element x 62 S has the same “signature” as the last element
inserted into the subfilter. Let p be the probability that a bit is
0 in a given subfilter of CBF-2. As the subfilter is reset before
each insertion, p is the probability that none of the k hash
functions set the bit. Therefore, p ¼ ð1  d=mÞk . After each
insertion, we then have pm=d bits of the subfilter in 0 and
ð1  pÞm=d bits in 1. The false-positive rate fpCBF2 for an
element x 62 S is then the probability of finding all of its pm=d
bits in 0 and all of its ð1  pÞm=d bits in 1, and thus
m=d

fpCBF2 ¼ p pm=d ð1  pÞð1pÞm=d ¼ p p ð1  pÞð1pÞ
: ð6Þ
The expression within brackets in (6) is minimized when
p ¼ 1=2. In this case, we have

ð8Þ

4.1.3 The CBF-3 Variant
For CBF-3, since each subfilter contains the hash value of
the last element inserted, the false-positive rate is the
probability of the element x 62 S being tested having the
same hash value of the last element inserted, i.e.,
fpCBF3 ¼ 0:5m=d :

ð9Þ

4.1.4 Comparison
We compare our proposal only to the GBF because, to the
best of our knowledge, the GBF is the only data structure
designed to address the same issues as the CBF. Other
structures assume that the filter is always initialized to all
zeros and that there are no threats within the network [4],
[9], [10], [11], [12].
Fig. 3 shows the false-positive rates for CBF-1, CBF-2, CBF3, and the GBF for an array of m ¼ 1;024 bits, as we change the
number of hash functions and the number of subfilters d. For
each CBF variant, we fix m and continuously increase d. The
x-axis is the normalized ratio d=m, such that the value 1=m on
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the x-axis represents a single m-bit filter and the value 1.0
represents m 1-bit subfilters. For the GBF, we assume that all
m bits are allocated for the filter (i.e., d has no effect over the
result) and it is presented here just for comparison. Both the
GBF and the subfilters in the CBF-1 are initialized to the worst
possible condition, namely p0 ¼ q0 =ðq0 þ q1 Þ.
Figs. 3a, 3b, and 3c present the false-positive rate of
each CBF variant, as we increase the number of subfilters
d and the number of hash functions. The curve for CBF-3
is 0:5m=d , the lower bound for all CBF variants. In Fig. 3a,
we fix k ¼ k0 ¼ k1 ¼ 1 and, at this configuration, the GBF
has a false-positive rate of 25 percent. The CBF-1 has the
same error rate as the GBF when d ¼ 1, since in this case
the GBF and CBF-1 are the same. At these parameters,
we have q0  q1 for k0 ¼ k1 . As d increases, however, we
leave this optimal configuration and q0 becomes higher
and higher than q1 , resulting in a higher fraction of bits in
0. When d ¼ m, we have only one bit per subfilter with
q0 ¼ 1 and q1 ¼ 0, leading to this bit being always in 0
and a false-positive rate of 100 percent. For CBF-2, we
have a similar effect. As d increases, the fraction of bits in
1 also increases, reaching the 100 percent limit when
d ¼ m. For CBF-3, on the other hand, we have no
dependency on the number of hash functions, only on
the size of the subfilter m=d. The point where the curves
of CBF-2 and CBF-3 touch is when p ¼ 1=2 for CBF-2.
We see that CBF-1 has a higher false-positive rate than
CBF-2, which, in turn, has a higher false-positive rate than
CBF-3. In fact, this always holds for k ¼ k0 ¼ k1 . The
advantage of CBF-1 is the reduced false-negative rate and
higher capacity, as shown in the next sections.
If we increase the number of hash functions, as in Figs. 3b
and 3c, the false-positive rate of the GBF is significantly
reduced to 1.58 and 0.10 percent, respectively. However, we
can always find a value of d, such that CBF-2 and CBF-3
have a lower false-positive rate. In our case, for k ¼ 3, we
have fp  1:58% in CBF-2 and CBF-3 if m=d  7 and
m=d  6, respectively. For k ¼ 5 and fp  0:10%, we must
have m=d  11 for CBF-2 and m=d  10 for CBF-3.
Figs. 3b and 3c also show that the false-positive rate of
CBF-1 and CBF-2 becomes closer to each other. This effect
is seen in (3) as we increase k0 and k1 . In this case, we
have q0 þ q1 ¼ 1  ð1  d=mÞk0 þk1  1 and q1  1  q0 ¼
ð1 d=mÞk0 ¼ ð1  d=mÞk , resulting in (6). From the
figures, we also see that a larger k ¼ k0 ¼ k1 results in a
lower false-positive rate for large subfilters (i.e., small
d=m), but a higher false-positive rate for small subfilters
(i.e., large d=m).
Figs. 3d, 3e, and 3f present the case where the number of
hash functions is optimized for each CBF variant. For CBF-1,
we fix k1 and compute k0 ¼ fðk1 ; m=dÞ as a function of both k1
and m=d, to guarantee that q0 ¼ q1 . For CBF-2, we use k ¼ k ,
where 0    1 and k is defined in (8). For this choice of
hash functions, the false-positive rates of CBF-1 and CBF-2 are
bounded for d < m, suggesting that a careful selection of hash
functions is necessary. If we maintain q0 ¼ q1 and increase k0
and k1 for CBF-1 or increase  for CBF-2, we see in Figs. 3e and
3f that their false-positive rates get closer to the lower bound
0:5m=d , confirming the results in (4) and (7).
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4.2 False Negatives
A false negative occurs when an element si 2 S is not
recognized by the filter as an element of S. In this section,
we derive the analytical expressions for the false-negative
rate for each CBF variant.
4.2.1 The CBF-1 Variant
For CBF-1, a false negative occurs for an element si 2 S if at
least one of its marked bits is inverted at the end of the
insertions (i.e., a bit set by si is 0 or a bit reset is 1). Elements
inserted first are more susceptible to bit inversions, because
each succeeding element can invert their bits. Different
from the false-positive rate, where the error rate is the same
for every element x 62 S, the false-negative rate for an
element si 2 S depends on the specific element. In fact, it
depends on how many elements are inserted into the same
subfilter after si . For a circular insertion (cf. Section 2.1), the
number of succeeding insertions ni into the same subfilter
after si is ni ¼ bðn  iÞ=dc, where bxc is the integer part of x.
Let u0 ðiÞ be the probability that a bit reset by si remains in 0
after the remaining ni insertions into the same subfilter. This
probability can be calculated from ni þ 1 mutually exclusive
events. The first event is when none of the remaining
elements touch the bit, which occurs with probability
ð1  q0  q1 Þni . The others are when the bit is reset by the
ðni  jÞth element, and not touched by the following j
insertions, for 0  j  ni  1. The probability u0 ðsi Þ is then
u0 ðsi Þ ¼ ð1  q0  q1 Þni þ

n
i 1
X

q0 ð1  q0  q1 Þj

j¼0

¼ ð1  q0  q1 Þni þ

q0
½1  ð1  q0  q1 Þni :
q0 þ q1

ð10Þ

Likewise, the probability u1 ðsi Þ that a bit set by si remains in
1 after the remaining ni insertions is
u1 ðsi Þ ¼ ð1  q0  q1 Þni þ

n
i 1
X

q1 ð1  q0  q1 Þj

j¼0

q1
¼ ð1  q0  q1 Þ þ
½1  ð1  q0  q1 Þni :
q0 þ q1

ð11Þ

ni

Since, on average, an element resets q0 ðm=dÞ bits and sets
q1 ðm=dÞ bits, the false-negative probability fnCBF1 ðsi Þ of
element si is the probability that at least one of its bits is
inverted at the end of the insertions, i.e.,
fnCBF1 ðsi Þ ¼ 1  u0 ðsi Þq0 m=d u1 ðsi Þq1 m=d

m=d
¼ 1  u0 ðsi Þq0 u1 ðsi Þq1
:

ð12Þ

From (10) and (11), we know that u0 and u1 increase as ni
decreases. This means that elements inserted first always
have a higher false-negative rate than elements inserted
later. As a result, fnCBF1 is a decreasing function of si . The
maximum false-negative rate FnCBF1 over all elements si is
then the false-negative rate of the first element s1 , and thus
FnCBF1 ¼ fnCBF1 ðs1 Þ ¼ 1  ½u0 ðs1 Þq0 u1 ðs1 Þq1 m=d :

ð13Þ

In Fig. 4a, we show the maximum false-negative rate
FnCBF1 of CBF-1 as a function of n, the total number of
insertions. We use m ¼ 1;024 and show different curves for

MOREIRA ET AL.: CAPACITY AND ROBUSTNESS TRADEOFFS IN BLOOM FILTERS FOR DISTRIBUTED APPLICATIONS

2225

Fig. 4. The maximum false-negative rate as a function of n, for k ¼ k0 ¼ k1 ¼ 2 and m ¼ 1;024 bits.

d, the number of subfilters. Each step in the figure occurs
when bn=dc increases. We see that, when n  d, CBF-1 has
no false negatives, since we have at most one element per
subfilter. When n > d, CBF-1 presents false negatives, but
the false-negative rate is always lower than the rate of GBF.
Therefore, with regard to false negatives, it is always better
to split the original GBF into d small subfilters. A larger d
also is guaranteed to always reduce false negatives further.
The false-negative rate in (13) can be minimized to
min FnCBF2 ¼ 0

ð14Þ

k0 ;k1

if q0 ¼ 0, q1 ¼ 0, or n1 ¼ 0. The first two conditions
represent the standard Bloom filter (k0 ¼ 0) and its dual
(k1 ¼ 0). An advantage of the standard Bloom filter is never
erasing any inserted element; on the other hand, its falsepositive rate is unbounded, which makes the filter
vulnerable to state-adjusting attacks (cf. Section 2.1). A
small rate of false negatives is therefore beneficial to make
the filter more robust. The second condition, q1 ¼ 0, also
holds for 1-bit subfilters (i.e., m=d ¼ 1). The third condition,
n1 ¼ 0, only holds if n  d. In this case, we have at most
one element per subfilter and there is no succeeding
element to invert their bits.
For a fixed value of q0 þ q1 , the expression within brackets
in (13) is minimized when q0 ¼ q1 . In this case, we have
u0 ðs1 Þ ¼ u1 ðs1 Þ and therefore
ðq þq Þm=d

FnCBF1 ¼ 1  0:5 þ 0:5ð1  q0  q1 Þbðn1Þ=dc 0 1
: ð15Þ
The value of q0 þ q1 in the exponent is 1  ð1  d=mÞk0 þk1
and it is maximized to 1 for large k0 or k1 . In this case,
ð1  q0  q1 Þbðn1Þ=dc is minimized to 0. Thus, if we choose
relatively large values for k0 and k1 , such that q0 ¼ q1 , then
FnCBF1 is maximized to
max FnCBF1
k0 ;k1

m=d

¼ 1  0:5

:

ð16Þ

Note that the condition q0 ¼ q1 , which maximizes false
negatives in (16), is the same condition that minimizes false
positives in (4). Moreover, the conditions q0 ¼ 0 and q1 ¼ 0,
which minimize false negatives in (14), are the same
conditions that maximize false positives in (5). Therefore, it
is not possible to jointly minimize both false positives and
false negatives, unless n  d. If the number of insertions n is

less than or equal to the number of subfilters d, then we can
practically eliminate both false positives and false negatives.
In this case, the CBF-1 behaves as CBF-3, with a falsenegative rate of 0 percent and a false-positive rate of 0:5m=d
(cf. Section 4.2.3). The key advantage of CBF-1, however, is
for n > d, since it has less false negatives and therefore a
higher capacity than other variants, as we see next.

4.2.2 The CBF-2 Variant
For CBF-2, a false negative occurs if another element with a
different “signature” is inserted into the same subfilter. If
ni ¼ 0, this event cannot occur. For ni > 0, if p ¼ ð1  d=mÞk
is the fraction of bits in 0, this event occurs with probability
1  ½pp ð1  pÞð1pÞ m=d . The false-negative probability
fnCBF2 ðsi Þ of an element si is then

0
if ni ¼ 0
 p
ð17Þ
fnCBF2 ðsi Þ ¼
ð1pÞ m=d
1  p ð1  pÞ
if ni > 0:
As in CBF-1, the maximum false-negative rate FnCBF2 of
CBF-2 can be defined as the false-negative rate of the first
element s1 , as FnCBF2 ¼ fnCBF2 ðs1 Þ. Fig. 4b shows FnCBF2 as
a function of n, the number of insertions, for different values
of d. When n  d, CBF-2 has no false negatives, since we have
at most one element per subfilter. However, when n > d, the
false-negative rate abruptly increases to almost 100 percent,
and it is much higher than the rate of GBF. This happens
because the entire subfilter is replaced and the probability of
the new “signature” being equal to the previous “signature”
is very low, except for small subfilters (i.e., m=d ¼ 2).
We know from (6) and (17) that FnCBF2 ¼ 1  FpCBF2 .
Thus, mink FnCBF2 ¼ 0 occurs when k ¼ 0 or k ! 1, and
max FnCBF2 ¼ 1  0:5m=d
k

ð18Þ

occurs for k ¼ k , where k is defined in (8).

4.2.3 The CBF-3 Variant
Similar to CBF-2, a false negative occurs in CBF-3 only if the
hash value of the new element is different than the hash
value of a previously inserted element. The false-negative
probability fnCBF3 ðsi Þ of an element si is then

0
if ni ¼ 0
ð19Þ
fnCBF3 ðsi Þ ¼
1  0:5m=d if ni > 0:

2226

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS,

VOL. 23, NO. 12,

DECEMBER 2012

Fig. 5. The maximum false-negative rate as a function of the normalized number of subfilters (m=d), the number of insertions (n), and the number of
hash functions, for m ¼ 1;024.

As in the previous variants, the maximum false-negative
rate of CBF-3 is defined as FnCBF3 ¼ fnCBF3 ðs1 Þ. Fig. 4c
shows FnCBF3 as a function of n for, different d values. Since
CBF-3 also replaces all bits in the subfilter, its behavior is
similar to CBF-2 in Fig. 4b, with slightly higher falsenegative rates for CBF-3.
For both CBF-2 and CBF-3, false negatives are minimized
when false positives are maximized. Thus, we cannot
jointly minimize both error rates, unless n  d. Since falsenegative rates are high for these variants, each subfilter
only stores a single element in practice. The CBF-2 and
CBF-3 are then ideal when n  d since, in this condition, we
have no false negatives and very low false positives (cf.
Sections 4.1.2 and 4.1.3). When n > d, however, CBF-1 is the
best choice because it remembers the last d elements with a
probability of 100 percent and it also remembers the
previous n  d elements with a certain probability.

4.2.4 Comparison
Fig. 5 shows the maximum false-negative rate for the GBF
and each CBF variant, for an array of m ¼ 1;024 bits, as we
change the number of insertions n, the number of subfilters
d, and the number of hash functions. For each variant, we fix
m and continuously increase d, with the x-axis representing
the normalized ratio d=m. For the GBF, we assume that all m
bits are allocated for the filter (i.e., d has no effect) and it is
presented here just for comparison.

Figs. 5a and 5b depict the CBF behavior as we change d
and n. For d  n, we have no false negatives because we
have at most one element per subfilter. For d < n, we have a
ripple for CBF-1. This is explained because increasing d has
a dual effect. On one hand, with more subfilters (i.e., a
higher d), we have less insertions per subfilter and less false
negatives. On the other hand, the size m=d of each subfilter
is smaller with a higher d, resulting in more bit inversions
and false negatives. The parts of the curve where the falsenegative rate increases are when the increase in d is still not
enough to reduce the number of elements per subfilter,
bðn  1Þ=dc. In this case, the decrease in the subfilter size
m=d increases false negatives. When d increases such that
bðn  1Þ=dc is reduced, the false-negative rate steps down.
The upper bound of CBF-1 is computed assuming ðn  1Þ=d
insertions (i.e., no rounding); the lower bound is computed
assuming ðn  dÞ=d insertions. Fig. 5c depicts the case
where n ! 1. In this case, both bounds are the same, since
ðn  1Þ=d  ðn  dÞ=d  n=d for large n.
Figs. 5c and 5d show the CBF behavior when we linearly
increase k ¼ k0 ¼ k1 for the worst case n ! 1. The curve of
CBF-3 is 1  0:5m=d , the upper bound for all CBF variants.
We can see that the false-negative rate of CBF-1 is always
lower than the rate of GBF, and both are equal only when
d ¼ 1. Additionally, increasing the number of hash functions is harmful for a small d, but beneficial for large d for
both CBF-1 and CBF-2. This occurs because, as d increases,
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Fig. 6. The capacity of Bloom filters as a function of the number of insertions (n), for m ¼ 1;024.

q0 ! 1 and q1 ! 0 for CBF-1 and k ! 0 in CBF-2. Under
these conditions, the false-negative rate is minimal for these
variants. The point where the curves of CBF-2 and CBF-3
touch is when p ¼ 1=2 for CBF-2.
Figs. 5e and 5f present the case where the number of
hash functions is optimized to minimize false positives. For
CBF-1, we fix k1 and compute k0 ¼ fðk1 ; m=dÞ as a function
of both k1 and m=d to guarantee that q0 ¼ q1 . For CBF-2, we
use k ¼ k , where 0    1 and k is defined in (8). As
we increase the number of hash functions under these
conditions, the maximum false-negative rate gets closer to
the upper bound 1  0:5m=d , confirming the results in (16)
and (18). Finally, note that Figs. 5c and 5f are the
complement of Figs. 3a and 3b and Figs. 3d and 3e,
respectively, because when n ! 1, we have Fn ¼ 1  Fp
for the GBF and all CBF variants.

4.3 Filter Capacity
We now introduce the concept of filter capacity. Given that
inserted elements can be erased by subsequent elements, we
define the filter capacity C as the average number of the
inserted elements which are remembered at the end of
insertions. Since each element is remembered with probability 1  fn ðsi Þ, the filter capacity is
C¼

n
X

1  fn ðsi Þ:

ð20Þ

i¼1

This definition is general and also handles the standard
Bloom filter. In this case, we have no false negatives and the
filter capacity is always n; that is, the filter stores every
inserted element.
Fig. 6 depicts the filter capacity as a function of the number
of insertions n, for m ¼ 1;024. Fig. 6a shows the capacity of
CBF-1, when we fix k0 ¼ k1 ¼ 2 and change the number of
subfilters d. We see that the capacity always increases with d;
this occurs because false negatives decrease with a larger d, as
seen in Section 4.2. When d ¼ m, we have one bit per subfilter
and no false negatives, and thus the capacity grows linearly
with n. Note that the curve for m=d ¼ 1 and m=d ¼ 1;024 are
the same as the curves of the BF and the GBF, respectively. As
a result, the CBF-1 allows the filter to behave closer to the BF
or the GBF as we either increase or decrease d, respectively.
Fig. 6b shows the capacity of CBF-3 as we change d. The

capacity of CBF-2 is very similar and, thus, not shown. We can
see that the filter capacity increases until n ¼ d and then it
stabilizes. The CBF-2 and CBF-3, therefore, only remember
the last d elements, whereas the CBF-1 also remembers the
previous n  d elements with a certain probability.
The results from Figs. 6a and 6b show that increasing the
number of subfilters d always increases the capacity.
However, a larger d also increases false positives, as seen in
Section 4.1. The BF curve (i.e., CBF-1 for m=d ¼ 1) in Fig. 6a,
for instance, has a false-positive rate of 100 percent. As a
result, a better definition for filter capacity Cf is the average
number of elements remembered at the end of insertions,
under the constraint that the false-positive rate of the filter is
below or equal to f. This allows us to fairly compare the
capacity of each filter.
Fig. 6c shows the filter capacity C0:1 of the standard BF,
the GBF, and each CBF variant, under the constraint that
the false-positive rate is below or equal to 10 percent. For all
CBF variants, the subfilter size m=d ¼ 4 yields the highest
capacity. Lower subfilter sizes (i.e., m=d  2) are unable to
satisfy the false-positive constraint, given that 10 percent is
below the lower bound 0:5m=d ¼ 12:5%. The CBF-2 and
CBF-3 present the same curve, which linearly increase until
n ¼ d ¼ 256 and then roughly stabilizes. The CBF-1 has the
highest capacity among all filters, since it is the filter with
the lowest false-negative rate. For large n, both CBF-1 and
GBF grow linearly with n at the same rate. When n ! 1,
we have fn ðsi Þ ! 1  Fp for the GBF and all CBF variants.
As a result, we know from (20) that the capacity of both
filters increases linearly as C0:1 ¼ ðFp Þn ¼ ð0:1Þn. The
capacity also increases for CBF-2 and CBF-3, but at a much
slower rate. In this case, FpCBF2  FpCBF3 ¼ 0:5m=d ¼ 0:4%
and therefore the capacity grows with C0:1 ¼ ð0:004Þn. The
limited BF allows elements to be inserted until the falsepositive threshold is reached [11]. We see that CBF and
eventually the GBF have a higher capacity than the limited
BF in this scenario. Note also that this BF is not robust to the
initial state, since an attacker can prevent future insertions
by initially saturating the filter to the false-positive threshold (cf. Section 2.1). Therefore, the limited BF is not suitable
for distributed applications and we present it here just for
comparison.
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We conclude that CBF-2 and CBF-3 behave very similarly
and should always be used when n  d. In this case, we have
no false negatives and the false-positive rate is minimal at
0:5m=d. Since CBF-3 only requires one hash function per
insertion, we believe it is a better choice for this case. An
application that fulfills this requirement is IP traceback,
presented in Section 5. When n > d or n is not known a priori,
CBF-1 is the ideal choice, since for the same robustness level
(i.e., a maximum false-positive rate) we have a higher
capacity (i.e., a lower false-negative rate). In this case,
however, the application must tolerate older elements being
“forgotten” as new elements arrive. An example of such an
application is web caching, where keeping old information is
not very useful. Even though these guidelines are general, we
emphasize that the tradeoff between false positives and false
negatives is application specific. As a result, there is no
optimal solution for all applications and one should first
define the tolerated false-positive and false-negative rates
before selecting the best CBF variant.

5

APPLICATION: IP TRACEBACK

Motivated by common denial-of-service (DoS) attacks with
spoofed source IP addresses, IP traceback has the goal of
tracing network packets back to their true source [13]. After
locating the attack origin, the attack traffic can then be
filtered and legal actions can be taken. We consider a system
composed of a packet marking and a path reconstruction
procedures. In the packet marking procedure, each router
marks the forwarded packets to notify its presence on the
attack path [14]. Upon receiving a packet, the victim then has
enough information to reconstruct the attack path.
Due to processing (e.g., fragmentation) and IP header
space limitations, packets cannot store the IP address of each
traversed router [15]. Instead, we propose to have a Bloom
filter in each packet that stores the traversed routers. The
standard Bloom filter cannot be used because it can be easily
saturated by the attacker. We propose to use the concatenated
Bloom filter for this purpose. Before forwarding a packet,
each router first uses the time-to-live (TTL) field from the IP
header (modulo d) to determine the subfilter where it should
mark the packet. Then, the router inserts its IP address into
the selected subfilter. Using the TTL field guarantees that
insertions occur in a circular fashion across the path.
Upon receiving a packet it wishes to trace, the victim
uses the TTL to determine the subfilter where the last
marking occurred. It then checks for the presence of each
neighbor router in this subfilter. If a router is recognized,
both the CBF and the TTL counter are sent to this router
over a control channel to continue the path reconstruction.
The same procedure is repeated by each recognized router,
until there is a router that does not recognize any neighbor
in the CBF. At this point, the path reconstruction ends and
the results are sent from this last router back to the victim.
To evaluate the performance of this traceback system, we
implement the CBF as well as the packet marking and the
path reconstruction procedures in a DoS attack simulator. To
create the network topology, we used the topology generator
nem [16], which is based on sampling the Internet map. The
nem generator extracts a random subgraph of a network
map, keeping its original properties, such as node degree,

VOL. 23, NO. 12,

DECEMBER 2012

Fig. 7. The number of traced attackers as a function of the subfilter size
(m=d).

average distance, and network diameter. Our topology
consists of 10,000 routers with an average of 3.15 neighbors
per router and is sampled from a real Internet topology. The
attacker and the victim are randomly chosen, and a path is
set between the two using the shortest path. A DoS attack is
simulated by marking the packets according to the selected
path. After packet marking, the path reconstruction starts
from the victim toward the attacker.
We use CBF-3 in our simulation and initially assume to
have only a single element per subfilter (i.e., n  d); thus,
we have no false negatives. The proposed traceback system
then always succeeds in tracing the attacker. However, false
positives may affect the result. A false positive during the
reconstruction means that routers not traversed by the
packet may actually be included in the reconstructed graph.
Thus, to measure the accuracy of the proposed system, we
measured the number of traced attackers in each simulation
round. In each round, a new pair of attacker and victim is
chosen and the topology also changes. Ideally, it is expected
that the number of traced attackers is 1, i.e., only the real
attacker is traced. A large number of traced attackers then
indicate a low accuracy. Fig. 7 shows the number of traced
attackers as a function of the subfilter size (m=d), for
different attack path lengths (n). The results are obtained
with a confidence interval of 95 percent, represented by
vertical error bars in the graph.
Fig. 7 shows the tradeoff between the IP header overhead,
measured as the subfilter size ðm=dÞ, and system accuracy,
for different path lengths (n). Since we assume n  d, the
system always finds the real attacker. However, the accuracy
decreases with smaller subfilters due to false positives.
According to Internet statistics [17], path lengths have a mean
of 15.3 hops and a standard deviation of 4.2. Assuming a
Gaussian distribution, a path length is shorter than 25 hops
with probability 98 percent. From the curve n ¼ 24 in the
figure, the proposed system can then trace 98 percent of
Internet paths with an accuracy of 2.1, using only 6 bits per
router. This represents a header space savings of 81.3 percent,
compared to a list of 32-bit IPv4 addresses. This accuracy can
be further improved with a higher overhead.
For n > d, we can choose among the different CBF
variants. The CBF-2 and CBF-3 guarantee the discovery of
the last d hops in the attack path with a low false-positive
rate. The CBF-1, on the other hand, allows the discovery of
even more distant hops. For instance, using CBF-1 with the
same subfilter size m=d ¼ 6 and a maximum false-positive
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rate of 10 percent, we remember the last d routers with
probability 100 percent and the previous d routers with
probability 33 percent, which helps to trace the source of the
attack even further. The collected path information can then
be used to filter the attack traffic closer to the source.

6

RELATED WORK

There are several Bloom filter variants proposed for
different applications [18], [19]. In this section, we present
a few of these proposals more closely related to the CBF.
Fan et al. [4] use Bloom filters to compactly represent the
cache content of web proxies. To allow elements to be
deleted, the authors propose to replace each bit of the filter
by a counter. The counting Bloom filter allows to delete an
element by decrementing the corresponding counters. The
authors show that using as few as 4 bits per counter is
sufficient to maintain a negligible false-negative probability.
Donnet et al. [9] also propose algorithms to delete information from the Bloom filter. The main idea consists of
resetting the least touched bits, considering that this
information is available.
Guo et al. [10] propose the dynamic Bloom filter, which is a
set of counting Bloom filters that are dynamically allocated
and managed according to the growth of the number of
inserted elements. The goal is to avoid wasting space when
the number of elements is low and avoid saturating the
filter when the number of elements grows.
Hao et al. [11] limit the false-positive rate by using
restricted fill Bloom filters (RFBF), which basically limits the
fraction of bits in 1. The authors propose the incremental
Bloom filter which is composed of multiple RFBFs. Every
time an RFBF reaches its maximum number of elements, a
new filter is allocated. The number of RFBFs needed and
their size are defined according to the distribution of the
number of elements n and the maximum false-positive rate.
Deng and Rafiei [12] consider the problem of representing
streaming data, which has the particularity that recent
elements are more important than older ones. They propose
the stable Bloom filter, which works as a buffer that
probabilistically deletes some old elements during each
element insertion. Before inserting a new element, a few
random bits are reset. This construction achieves a stable
state with the increase of the number of insertions, avoiding
the saturation of the filter.
More closely related to this work, Laufer et al. [8]
propose the generalized Bloom filter, whose novelty is the
introduction of hash functions that reset bits. This approach
makes the filter less dependent on its initial state, since the
false-positive probability becomes limited, regardless of the
initial state.
Although space efficient, some of these proposals are not
designed for distributed applications and thus are vulnerable
to state-adjusting attacks [4], [9], [10], [11]. In this case, an
attacker can initialize the filter to its worst condition to either
saturate the filter [4], [9] or avoid future insertions[10], [11].
The stable and generalized variants protect the represented
information, since the filter is independent from the initial
state. However, both filters suffer from a low storage capacity.
The CBF allows us to increase the filter capacity, while still
keeping the filter robust to its initial condition.

7
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CONCLUSIONS

In this paper, we presented the concatenated Bloom filter, a
novel data structure designed to improve the storage
capacity of the filter while still maintaining a high robustness
(i.e., bounded false positives). The key idea is to concatenate
several small subfilters, each one representing only a few
elements. We derive the analytical expressions for the falsepositive and false-negative rates of the filter, and introduce
the concept of filter capacity. We show that this structure
allows us to significantly reduce false negatives and, thus,
increase the filter capacity without increasing false positives.
For a fixed maximum false-positive rate, we show that the
CBF has a higher capacity when compared to the generalized
Bloom filter. As a result, due to its higher space efficiency for
the same robustness level, the CBF is better suited for set
representation in distributed applications.
We also evaluate the performance of the CBF in an IP
traceback application. We show that the system is able to find
the attacker using only 6 bits for each router in the path from
the attacker to the victim.
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Pierre et Marie Curie (Paris 6) in 2008. He spent
one year as a postdoc researcher at the
Laboratoire d’Informatique de Paris 6 in 2008/
2009. He worked for Bell Labs France as a
research engineer in 2009/2011. Currently, he is
an associate professor in the Department of Computer Science,
Universidade Federal Fluminense (UFF), Brazil. His interests are in
distributed systems, wireless communications, and network security. He
is a member of the IEEE.
Otto Carlos M.B. Duarte received the electronic engineer and MSc degrees from the Federal
University of Rio de Janeiro (UFRJ), in 1976 and
1981, respectively, and the DrIng degree from
ENST/Paris, Paris, France, in 1985. Since 1978,
he has been a professor with UFRJ. From
January 1992 to June 1993, he was with MASI
Laboratory, University Paris 6, Paris. In 1995, he
spent three with the International Computer
Science Institute (ICSI), University of California,
Berkeley. In 1999 and 2001, he was an invited professor with the
University Paris 6. His major research interests are in multicast, QoS
guarantees, security, and mobile communications.

. For more information on this or any other computing topic,
please visit our Digital Library at www.computer.org/publications/dlib.
Rafael Pinaud Laufer received the BSc and
MSc degrees in electrical and computer engineering from Universidade Federal do Rio de
Janeiro (UFRJ), Brazil, in 2003 and 2005,
respectively. He is currently working toward the
PhD degree in computer science from the
University of California, Los Angeles (UCLA).
During his graduate studies, he worked at Bell
Labs, Cisco, Technicolor, and EPFL. He received the Marconi Society’s Young Scholar
Award in 2008. He is a member of the IEEE.

