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Abstract—In this paper, we briefly describe the implementation
of a feature that allows the FITS testbed to create secure virtual
networks using different ciphers and cipher modes with it. The
aim of this work is to provide an easy way to manage a virtual
network cryptography, allowing the testbed users to perform
several tests related to network security inside the FITS testbed.

I. INTRODUCTION

Nowadays, future internet research is still a very debated
topic. Along with it, several experiments on new architectures
are being conducted. However, most of these proposals are
restricted to controlled environments, such as simulations or
local area networks. FITS![1] (Future Internet Testbed with
Security) provides a testbed infrastructure for network exper-
imentation based on two different virtualization approaches,
Xen[2] and OpenFlow[3]. Users can run their experiments in
different network environments in order to compare the results
or to choose the more suitable one for their new protocols and
mechanisms [5] in a more realistic large-scale environment.

This paper describes the implementation of a new feature
of FITS that allows the user to choose between all the ciphers
and cipher modes available within OpenVPN[4] (used to create
the testbed infrastructure’s Virtual Private Network) in his own
virtual network. This is an important addition for those users
who need to conduct security-related tests, since it allows the
user to easily deploy a virtual network with different ciphers in
its virtual links. Furthermore, it will help users to compare the
performance between the different security levels and let them
choose the most suitable combination for their applications.
The management of this feature is handled by a simple and
intuitive web interface using HTMLS5 and Javascript.

II. IMPLEMENTATION

To implement this feature, different technologies and pro-
tocols were put together. The first step of this implementation
was to create a Xen disk image with OpenVPN pre-installed.
FITS interconnects islands (a local set of nodes) from all
institutions participating in it via Virtual Private Network
(VPN) connections and Generic Routing Encapsulation (GRE)
tunnels to emulate layer-2 links over the Internet, as depicted
in Figure 1 (more information about the operation of FITS
can be found in [1]). If we want to create a virtual network
with encrypted links, we should use the modified Xen disk
image and each virtual node will be either an OpenVPN
server or client. With this setup, we’ll have a VPN in the
virtual network created by the user, allowing us to choose
the cipher, independently of the one that is being used in

I This work was developed under the SecFuNet project.

Fig. 1. FITS autonomous island interconnection architecture [5]

the FITS infrastructure’s VPN connections, used to securely
interconnect FITS islands across the Internet.

All the network configuration is automatically set through
scripts written in Python and the user can easily interact
through the user interface (UI), developed in HTMLS and
Javascript. The UI provides a graphical representation of the
FITS nodes and links (similar to the current one). To create
a new virtual network with the possibility to manipulate the
cryptography in its links, the user will need to select a custom
image for the virtual routers (Xen disk image with OpenVPN)
and then click on a FITS node to deploy a virtual node. After
deploying the virtual nodes, the user will create virtual network
links and then, finally, choose the desired cipher and cipher
mode by just clicking on the links. Both scripts and the UI
are currently under development and will be incorporated in
FITS in the near future.

III. CONCLUSION

The addition of the type of security a virtual link will use
is an important addition in terms of flexibility to the FITS
testbed. When fully implemented, we will evaluate its usability
and we intend also to analyze the performance impact of the
different security choices in terms of processing, memory and
bandwidth usage. We will also be looking for new additions
and features to improve the security of the testbed.
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