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A B S T R A C T

Computer networks are dealing with growing complexity, given the ever-increasing volume of data produced by
all sorts of network nodes. Performance improvements are a non-stop ambition and require tuning fine-grained
details of the system operation. Analyzing such data deluge, however, is not straightforward and sometimes not
supported by the system. There are often problems regarding scalability and the predisposition of the involved
nodes to understand and transfer the data. This issue is at least partially circumvented by knowledge acquisition
from past experiences, which is a characteristic of the herein called ‘‘challenged networks’’. The addition of
intelligence in these scenarios is fundamental to extract linear and non-linear relationships from the data
collected by multiple sources. This is undoubtedly an invitation to machine learning and, more particularly,
to deep learning.

This paper identifies five different challenged networks: IoT and sensor, mobile, industrial, and vehicular
networks as typical scenarios that may have multiple and heterogeneous data sources and face obstacles
concerning connectivity. As a consequence, deep learning solutions can contribute to system performance
by adding intelligence and the ability to interpret data. We start the paper by providing an overview of
deep learning, further explaining this approach’s benefits over the cited scenarios. We propose a workflow
based on our observations of deep learning applications over challenged networks, and based on it, we strive
to survey the literature on deep-learning-based solutions at an application-oriented level using the PRISMA
methodology. Afterward, we also discuss new deep learning techniques that show enormous potential for
further improvements as well as transversal issues, such as security. Finally, we provide lessons learned raising
trends linking all surveyed papers to deep learning approaches. We are confident that the proposed paper
contributes to the state of the art and can be a piece of inspiration for beginners and also for enthusiasts on
advanced networking research.
1. Introduction

The ever-increasing complexity of computational systems is asso-
ciated with the vertiginous growth in the volume of data available
to recent services. This phenomenon could not be any different in
computer networking, where more and more applications dealing with
different requirements, scenarios, data sources, etc. continuously show
up (Kibria et al., 2018; Mathebula et al., 2019; Liu et al., 2020). The
abundance of data, even though tempting, may impose a challenge to
the design of classical networking algorithms proportional to the num-
ber of input parameters (Zhang et al., 2019). In the Internet of Things
(IoT), for instance, the huge volume of heterogeneous data produced
by multiple sources may impose scalability issues (Ray et al., 2016; Du
et al., 2019; Makhdoom et al., 2019). Similarly, in wireless networking,
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the scenario dynamics introduce broadcast storms of control messages,
which also have an impact on network connectivity (Khan et al.,
2020; Chen et al., 2019). Such connectivity is of utmost importance
to industrial scenarios, where timely responses are a critical factor to
avoid accidents (Aceto et al., 2019b). Lastly, in vehicular networking,
anticipating the occurrence and the duration of contacts may represent
a turning point in the efficient dissemination of warning messages to se-
curity applications (Wang et al., 2019). All these traditional challenges
can be summarized in five main axes that can affect or be affected by
communication conditions and also by the volume of data available,
as illustrated in Fig. 1. Hence, in this paper, we borrow the concept
of ‘‘challenged network’’ to refer to networks that take advantage of
multiple data sources to intelligently improve performance over limited
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Fig. 1. Main challenges tackled by networks that could affect or be affected by
communication issues. These challenges are commonly seen altogether or differently
combined in particular networks, herein called challenged networks.

communication conditions. Note that the name challenged networks
was initially employed for high delay environments and scenarios with
poor or nonexistent infrastructure (Anon, 2019). In this paper, we add
to this concept the notion of intelligence as an alternative to traditional
challenged networks, which handle the lack of connectivity without
learning from previous experiences (Cao and Sun, 2013; Silva et al.,
2017; Baron et al., 2019).

Adding intelligence to challenged networks is a fertile ground for
Machine Learning (ML). Even though this research area has been
around for at least a few decades (Osherson et al., 1991), it was not
fully deployed in the past as it requires intense computational power.
This scenario, however, has changed more recently, driven by the con-
tinuous evolution of computer hardware and software (Wason, 2018).
As a consequence, we are now experiencing an unprecedented hype
on machine learning, which appears as an alternative to traditional
rule-based algorithms. This hype is expected since machine learning
techniques can ‘‘understand’’ complex problems, an ability that must be
achieved to enable fast response times and low sensitivity to variations.
To reach this point, machine learning algorithms obtain a mathematical
representation capable of modeling the behavior of a function through a
process called training. By training from samples usually with multiple
features, these algorithms adjust their parameters to predict a new set
of samples, autonomously perform a task, or extract relevant informa-
tion. The data used for training may contain targets that the model
must predict as the output. The same idea can be applied to networking,
where nodes must collect data from the different available sources and
adjust parameters to improve performance over challenging scenarios.

Traditional machine learning performance, i.e., the performance of
algorithms that do not leverage neural networks during their training
crucially depends on feature selection (Mao et al., 2018). This issue,
along with the increasing complexity of problems found in challenged
networks, is currently motivating a revisit to Deep Learning (DL).
Efforts in this area date back to the forties, passing through three
different popularity peaks referenced by other names: ‘‘cybernetics’’
between the forties and sixties, ‘‘connectionism’’ between the eighties
and the nineties, and finally, ‘‘deep learning’’ starting around the year
2000 (Goodfellow et al., 2016). As computational power is no longer the
main problem to machine learning, we are now experiencing growth
also in the utilization of deep learning techniques and algorithms. Deep
learning introduces more complex mathematical models that improve
feature selection and, hence, achievable results. Moreover, through
multiple processing layers, deep learning becomes able to capture
nonlinearities from problems with extra levels of complexity.
2

1.1. Existing surveys and related work

Machine learning, and more specifically, deep learning, is a trending
topic in contemporaneous research. As a consequence, many surveys
are tackling the application of this approach to many facets of computer
networking.

Pundir and Sandhu review perceived user QoS (Quality of Service)
on wireless sensor networks (Pundir and Sandhu, 2021). The authors
cover a wide range of different metrics that affect user QoS, such as
security, network throughput, and reliability in the context of wireless
sensor networks. Hussain et al. focus on machine learning applications
on IoT security, presenting solutions and current challenges (Hussain
et al., 2020). The authors review multiple IoT architectures alongside a
bottom-up analysis of attack vectors to the IoT stack. They also discuss
the reasons behind machine learning becoming an interesting solution
for problems found in IoT scenarios, pointing out the main constraints
found in IoT networks. Mao et al. also discuss IoT applications but,
unlike Hussain et al. they introduce a broader discussion in the context
of wireless networking (Mao et al., 2018). Their work covers deep-
learning-based solutions applied to different layers of the network
stack, going from a general discussion regarding machine learning to
more advanced topics such as the signal interference at the physical
layer and enhancements to typical Medium Access Control (MAC)
designs. Al-Garadi et al. also cover IoT networks by offering a detailed
taxonomy analysis of the different machine learning methods applied
to individual IoT scenarios (Al-Garadi et al., 2020).

Other surveys discuss the interpolation of reinforcement learning
concepts aligned with deep neural networks. Lei et al. for instance,
analyze the capability of Deep Reinforcement Learning (DRL) models
applied to autonomous IoT (Lei et al., 2020). Finally, Tahsien et al.
examine IoT networks under the light of machine-learning-based appli-
cations on network security (Tahsien et al., 2020). Luong et al. review
applications regarding DRL for communication, focusing on scenarios
from IoT and vehicular networks (Luong et al., 2019). Chen et al.
review the recent literature to emphasize machine learning applications
on wireless networks (Chen et al., 2019). They provide detailed expla-
nations on Artificial Neural Network (ANN) applications in scenarios
ranging from IoT to 5G networks. The authors also describe in great
detail the foundations of machine learning, commonly used artificial
neural networks, such as Recurrent Neural Networks (RNNs), and less
commonly used architectures, such as Spiking Neural Networks (SNNs).
We highlight that Lim et al. are the only authors that produced a survey
exclusively dedicated to federated learning (Lim et al., 2020). The
authors focus on the edge and, more specifically, mobile applications.
They review the most popular frameworks, along with multiple applica-
tions and their concerns, such as latency, bandwidth consumption, and,
more importantly, privacy. Focusing on mobile and wireless networks,
Zhang et al. provide an extensive review of deep learning fundamentals
with respect to network applications (Zhang et al., 2019). The authors
cover extensive and recent topics, ranging from application-level and
network-level mobile data analysis to network security, signal pro-
cessing, and emerging applications in mobile networks. Other surveys
review the literature to discuss machine learning and deep learning
applications in mobile and wireless networks (Nguyen et al., 2020; Shi
et al., 2020; Wang et al., 2020). Tong et al. focus on machine learning
applications on vehicular networks (Tong et al., 2019). The authors
review Vehicle-to-Everything (V2X) systems and machine learning ap-
plications on some domains, such as traffic estimation and network
congestion control.

Challenged networks, however, are plural and have different main
concerns that could be tackled by different deep learning strategies.
Fig. 2 shows the main challenges from those identified in Fig. 1 re-
garding each type of network addressed in this paper. Note that some
challenges are common to almost all networks, e.g., node positioning,
whereas others are particular to a single one, e.g., hardware limitation.
As far as we could observe, all the surveys in the literature produced
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Table 1
Qualitative comparison of our main contributions and the contributions of existing surveys on machine learning and deep learning applications in challenged networks.

Survey Year Survey topics Related sections in
this paper

Enhancements in this paper

Pundir and Sandhu (2021) 2021 QoS on wireless sensor
networks

Section 3.1 Analysis of application design and
implementation in the context of sensor
networks

Nguyen et al. (2020) 2020 Deep learning on future
wireless networks

Section 3.2 Review of user QoE prediction techniques
and a comparison between other challenged
networks

Shi et al. (2020) 2020 Deep learning on edge
computing

Section 3.2 Review of centralized and cloud-based
solutions

Al-Garadi et al. (2020) 2020 Deep learning for IoT and
sensor networks

Section 3.1 Detailed review of device-free localization,
human activity recognition, and resource
management

Lei et al. (2020) 2020 Deep reinforcement learning
for IoT and sensor networks

Section 3.1 Survey considering different challenged
networks including industrial and wireless
networks

Lim et al. (2020) 2020 Mobile edge networks and
federated learning

Sections 3.2 and 4.2 Broader coverage of deep learning
techniques that may apply federated
learning schemes

Wang et al. (2020) 2020 Machine learning on
wireless networks

Section 3.2 Broader revision of recent surveys and
detailed coverage of QoE prediction on
mobile networks with deep learning

Hussain et al. (2020) 2020 Security on challenged
networks and IoT

Sections 4.1 and 3.1 Security regarding industrial and other
challenged networks

Tahsien et al. (2020) 2020 Security on IoT networks Sections 4.1 and 3.1 Review of IoT applications outside the
security aspect

Chen et al. (2019) 2019 Neural networks on wireless
networks

Section 3.2 Review of CNN-based solutions

Luong et al. (2019) 2019 Deep reinforcement learning
on networking

Sections 3.2, 3.1,
and 3.4

Broader review grouped by network type
and coverage of industrial networks

Zhang et al. (2019) 2019 Deep learning on wireless
networks

Section 3.2 Analysis of network slicing using deep
learning tools

Tong et al. (2019) 2019 Machine learning on
vehicular networks

Section 3.4 Broader coverage of deep learning
techniques applied in V2X communication
and autonomous vehicles

Mao et al. (2018) 2018 Intelligent wireless networks Section 3.2 Overview of traffic analysis and solution
comparison to other challenged networks

Mohammadi et al. (2018) 2018 Deep learning for IoT Section 3.1 Update with more recent papers, data
aggregation and compression schemes
so far focus on a particular network, mainly on IoT, and therefore do
not provide a broader picture of deep learning applications on different
challenged networks, as we summarize in Table 1. This narrower
view may lead researchers to overlook possible lessons learned from
a particular network that could be also applied to similar cases from
other networks. We also invite readers to take a look at other surveys
that were not included in Table 1 for the sake of conciseness (Qian
et al., 2020; Verbraeken et al., 2020; Waheed et al., 2020; Duc et al.,
2019; Chen et al., 2020b). We also note that the challenges were
‘‘assigned’’ to each network based on their natural environments and
node configurations. For example, service criticality is an issue for
industrial networks, which are usually deployed on assembly lines and
power plants (Li et al., 2018b), in contrast to wireless mobile networks
which are more popular for applications such as content streaming and
QoE prediction (Bhattacharyya et al., 2019).

Our goal in this paper is to provide an application-oriented analysis,
which spans multiple types of computer networks and, by doing so,
to highlight current trends in deep learning solutions. Thus, we are
not limited by networking issues in the strict sense, such as packet
forwarding and routing proposals, but on the entire environment that
nodes from challenged networks participate. This paper does not pro-
pose an exhaustive revision of the literature regarding each network
type. Nevertheless, it is written to be a ‘‘first stop’’ when researching
deep-learning-based solutions for challenged networks.
3

Fig. 2. Main challenges considered per challenged networks. We observe that some
challenges are commonly seen on most networks, whereas others only appear on a
single network. Independent of the challenge generality, at different levels, they can
affect the proposed solutions.

1.2. Survey scope and contributions

The main contribution of this survey is to introduce readers to the
flourishing area of deep learning as a promising approach for dealing
with all complexities behind the herein called challenged networks.
The application of deep learning in multiple situations became an
unquestioning trend in the last few years and, consequently, an open
venue for research and development. The idea of this survey is to unveil
research directions, showing how and why deep learning has been
employed on challenged networks. Yet, we provide enough background



Journal of Network and Computer Applications 194 (2021) 103213K. Bochie et al.
Table 2
List of acronyms in alphabetical order.

Acronym Meaning Acronym Meaning

AAL Ambient Assisted Living MIMO Multiple-Input and Multiple-Output
AE Autoencoder ML Machine Learning
AGI Aggregated Global Information MLP Multilayer Perceptron
ANN Artificial Neural Network MRE Mean Relative Error
AP Access Point MSE Mean Squared Error
AutoML Automated Machine Learning NN Neural Network
BS Base Station NS Network Slicing
CASAS Center for Advanced Studies in

Advanced Systems
PCA Principal Component Analysis

CDL Collaborative Deep Learning PILAE Pseudoinverse Learning Autoencoder
CNN Convolutional Neural Network PR PageRank
CPD Canonical Polyadic Decomposition PRISMA Preferred Reporting Items for

Systematic Reviews and
Meta-Analysis

CS Compressive Sensing PS Parameter Server
CSI Channel State Information QoE Quality of Experience
DAE Denoising Autoencoder QoS Quality of Service
DBN Deep Belief Network RBF Radial Basis Function
DBSCAN Density-Based Spatial Clustering of

Applications with Noise
ReLU Rectified Linear Unit

DCGAN Deep Convolutional Generative
Adversarial Network

RNN Recurrent Neural Network

DCT Discrete Cosine Transform ROC Receiver Operating Characteristic
DFT Discrete Fourier Transform RR Round-Robin
DfP Device-free Passive RSS Received Signal Strength
DL Deep Learning RSUs Road Station Units
DNN Deep Neural Network RUL Remaining Useful Life
DOA Direction-Of-Arrival SAE Stacked Autoencoder
DQN Deep Q-Network SBL Sparse Bayesian Learning
DRL Deep Reinforcement Learning SDAE Stacked Denoising Autoencoder
DT Decision Tree SGD Stochastic Gradient Descent
E2E End-to-End SI Strategy Iteration
FFT Fast Fourier Transform SI Safety Index
FNN Feedforward Neural Network SLA Service Level Agreement
GNN Graph Neural Network SLR Service Level Requirement
GPS Global Positioning System SNN Spiking Neural Network
HAR Human Activity Recognition SNR Signal-to-Noise Ratio
IDS Intrusion Detection System SOTL Self-Organizing Traffic Light
IIoT Industrial Internet of Things SPINN Synergistic Progressive Inference of

Neural Networks
IoCVs Internet of Connected Vehicles STVV Spatial–Temporal Video Volume
IoT Internet of Things SUMO Simulation of Urban Mobility
ITS Intelligent Transportation System SVM Support Vector Machine
KNN K-Nearest Neighbors TT Transmission Time
KPI Key Performance Indicator UAV Unmanned Aerial Vehicle
LMR Lost Message Ratio V2I Vehicle-to-Infrastructure
LSTM Long Short-Term Memory V2V Vehicle-to-Vehicle
LTC Lightweight Temporal Compression V2X Vehicle-to-Everything
MAC Medium Access Control VANET Vehicular Adhoc NETwork
MAE Mean Absolute Error WAE Weight Decaying Autoencoder
MARDDPG Multi-Agent Recurrent Deep

Deterministic Policy Gradient
Algorithm

XAI Explainable Artificial Intelligence

MDP Markov Decision Process
for enthusiasts so as they can become familiar with basic deep learning
concepts. The key contributions of this paper are six-fold, as listed
below:

• This paper provides a summarized overview of the main deep
learning techniques and provides a clear and broad deep learning
workflow, based on the observations made during the systematic
revision of deep learning solutions;

• This paper presents an extensive survey explaining how and why
deep learning has been applied to challenged networks. We sepa-
rate the challenged networks into wireless mobile networks, IoT
and sensor networks, industrial networks, and vehicular networks
seeking to maintain their main characteristics;

• This paper provides a section to discuss recent deep-learning-
based solutions that can be applied to multiple challenged net-
works with topics such as security, model partitioning, and fed-
4

erated learning;
• This paper reveals trends regarding deep learning application in
challenged networks as a lesson learned, taking into account a
table summarizing all surveyed papers;

• Finally, this paper stimulates the discussion about possible re-
search topics and open issues in deep learning application in
challenged networks.

1.3. Survey methodology

We apply the Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) methodology to systematically select the
papers used in this survey (Liberati et al., 2009). Firstly, based on pre-
vious experience, we select four main challenged networks, i.e., wire-
less mobile networks, IoT and sensor networks, industrial networks,
and vehicular networks. The systematic review based on the PRISMA
methodology consists of four steps: (i) identification, (ii) screening, (iii)

eligibility, and (iv) inclusion. In the first step, we identify relevant
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Fig. 3. Block diagram representing the flow of this survey.
documents to the scope of this paper through an initial search in a set of
consolidated databases, mainly those from IEEE, ACM, and Elsevier. We
conduct database searches by querying the terms ‘‘machine learning’’
in parallel for each challenged network, limiting the search to the last
five years, except for related surveys, on which the search was limited
to the last three years. This step resulted in hundreds of papers, which
were then filtered in the screening step. The screening step includes the
elimination of duplicates and the examination of each paper’s relevance
for our survey. Hence, we analyze each paper’s suitability based on its
title and abstract. Papers whose scope did not include ‘‘machine learn-
ing’’ and ‘‘computer networking’’ were filtered out. Another criterion
for survey selection was to only review papers that are focused on at
least one challenged network. In the eligibility step, we read the full
text of the pre-selected papers to determine which of them are eligible
for our final review. Here, we chose papers that were able to implement
their proposal before going through evaluation. Nevertheless, we also
include papers with simulated systems, if their results are well explored,
explained, and justified. Papers that did not meet these criteria were
removed. The last step consists of the inclusion of the selected papers
in a database used for the qualitative analysis herein conducted.

To facilitate future reference, we provide a list of acronyms in
Table 2.
5

1.4. Paper organization

The remainder of this paper is organized as follows: Section 2
overviews the needed background in deep learning. Section 3 goes
through the main deep learning applications in challenged networks,
i.e., wireless mobile networks, IoT and sensor networks, industrial
networks, and vehicular networks. Section 4 discusses the issues and
future research directions shared by all the different challenged net-
works. Section 5 discusses the lessons learned regarding deep learning
applications in challenged networks, whereas Section 6 concludes this
paper and introduces open research issues. The diagram in Fig. 3
presents the paper organization to facilitate the visualization of each
section’s content and the navigation throughout the paper.

2. Deep learning overview

This section provides a summarized overview of the most common
neural network architectures. However, for the sake of conciseness, we
refer to previous works that explored machine learning fundamentals
and deep learning concepts.

Machine learning emerges as a paradigm where algorithms can
extract information from the available data without being explicitly
programmed (LeCun et al., 2015; Abadi et al., 2016a; He et al., 2016;
Krizhevsky et al., 2017). As a consequence, it is possible to reduce



Journal of Network and Computer Applications 194 (2021) 103213K. Bochie et al.
Fig. 4. (a) Example of a Feedforward Neural Network (FNN), namely an MLP with fully connected layers. (b) The autoencoder is also a type of FNN, but with a hidden bottleneck
layer. (c) A CNN is a type of FNN as well, but it is characterized by its convolutional layers. The convolutional layers of a CNN are usually followed by a fully connected layer.
(d) An RNN is defined by its ability to maintain hidden states, represented by the green circles.
Table 3
Overview of machine learning paradigms.

Paradigm Main characteristics Common applications

Supervised learning Labeled data Classification and regression
Unsupervised learning Unlabeled data Clustering and pattern

identification
Reinforcement learning Based on actions and rewards Autonomous vehicles and

general optimization tasks
Table 4
Overview of deep neural network architectures.

Architecture Main characteristics Common applications

MLP Fully connected neurons General purpose
CNN Sparse connections Images and time-series data
AE Output reproduces the input Recognition tasks and

anomaly detection
RNN Recurrent connections (memory) Time-series data
the need for previous knowledge, which makes machine learning an
appealing alternative for problems involving large volumes of data,
possibly with impractical formalization (Deisenroth et al., 2019). Tra-
ditional programming, in such cases, is considered too costly or even
impossible (Goodfellow et al., 2016). This is due to the need for
an expert level analysis of each individual problem. Since machine
learning fundamentals are consolidated in the literature, we summarize
the main learning paradigms in Table 3, and the main neural network
architectures in Fig. 4 and Table 4. These concepts are tackled in
previous works, such as (LeCun et al., 1995, 2015; Goodfellow et al.,
2016).

Although this paper focuses on deep learning applications on chal-
lenged networks, there are scenarios where deep-learning-based so-
lutions do not fit well. While some issues impact specific DNN ar-
chitectures (Stabinger et al., 2021), low data availability can hinder
DNN performance. This is a critical issue, especially given the required
human effort to properly configure data collection and processing
mechanisms. Explainability is a common requirement for some appli-
cations and the ‘‘black box’’, i.e., low interpretability, nature of deep
learning models makes them less suitable for some applications, such
as healthcare (Dave et al., 2020; Amann et al., 2020). It is worth noting
that there has been an increase in efforts to enable explainable deep-
learning-based applications, following the paradigm of Explainable
6

Artificial Intelligence (XAI) (Pope et al., 2019; Angelov and Soares,
2020).

3. Deep learning applied to challenged networks

There exist a plethora of deep-learning-based applications, but they
usually follow the same typical pipeline. This pipeline usually follows
five steps: (i) data preparation, (ii) feature engineering, (iii) model
selection, (iv) hyperparameter tuning, and (v) model selection under
constraints and deployment. To facilitate the development of machine
learning applications, Zhang et al. propose a framework for Automated
Machine Learning (AutoML) (Zhang et al., 2019). AutoML tries to
minimize the level of expertise required to implement machine learning
solutions (Hutter et al., 2019; Stamoulis et al., 2020). AutoML auto-
mates every step of the pipeline needed to build a particular solution.
Failure detection can also be automated. Although very important
for machine learning, the workflow proposed by Zhang et al. focuses
exclusively on AutoML and only covers a particular set of design
principles, such as automated data preparation and model selection.
Wang et al. however, propose a dedicated workflow for computer
networking (Wang et al., 2018). We build upon this idea to propose a
simpler, yet broader workflow, based on typical steps taken by authors
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Fig. 5. Typical workflow for machine learning application in challenged networks. Step 0 is done even before choosing deep learning as a possible tool. Steps 1 and 2 fall under
the umbrella of data mining and data science. Steps 3 and 4 are more intimately linked to machine learning, while Step 5 is extremely application-dependent. Step 5 can be set at
cloud servers, forwarding requests to a predictor, deploying pieces of a bigger model to multiple IoT devices, or simply aggregating data and using it for a single inference task.
when solving challenged networking issues. Our proposed workflow for
machine learning application, depicted in Fig. 5, is a baseline approach
followed by most papers surveyed in the next section (De La Torre
Parra et al., 2020; Wang et al., 2016b; Pierucci and Micheli, 2016;
Bhattacharyya et al., 2019; Luo et al., 2020; Dou et al., 2020; Wu et al.,
2020b; Ning et al., 2020; Al-Hawawreh et al., 2018; Teerapittayanon
et al., 2016). Note that particular constraints imposed by a challenged
network may incur subtle variations. These variations will be discussed
in the corresponding sections to come.

0. Problem formulation: it is required to formally define the
problem before choosing an appropriate deep learning solution,
or even if one is needed in the first place. For example, when
trying to implement solutions for end-to-end congestion control,
many heuristic solutions may be applied before using deep learn-
ing (Zhang and Mao, 2020). Nevertheless, if the problem seems
approachable by a deep learning solution, this step must define
the problem’s constraints and guidelines, such as the metric that
must be used for performance evaluation, the type of learning
paradigm that could be used, or if an algorithm must be chosen
for classification, clustering, or regression.

1. Data collection and aggregation: data is collected from mul-
tiple sources, like IoT systems, online forms, public websites,
among others. This data must be representative and prefer-
entially without bias. In addition, the data can be collected
from offline or online sources. All the collected data is put
together in a dataset for later use on training, validation, and
test procedures.

2. Data loading and visualization: tools for graphic generation
and statistical analysis are used to perform a high-level anal-
ysis of the dataset. Along these lines, it is possible to identify
anomalies and inconsistencies in the data, besides patterns and
trends.

3. Data preprocessing: after identifying anomalies and inconsis-
tencies, it is possible to parse and preprocess the dataset used as
input of the machine learning algorithms. Data preprocessing is
crucial for the model to achieve the required performance and,
therefore, is subdivided into three further steps. The tools used in
the data visualization step are paramount to data preprocessing,
and these two steps are usually performed together. This is
depicted by the feedback loop from step 3 to step 2 in Fig. 5.

• Damaged sample handling, normalization, and
attribute formatting: faulty collection processes usually
lead to missing data. Values at different scales are adjusted
to achieve better performance from some learning models.
Furthermore, the attributes must be appropriately set for
the selected algorithm. For example, categorical attributes
must be converted for algorithms that require numerical
values as input.
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• Attribute selection and dimensionality reduction: sta-
tistical tools allow identifying the most useful attributes
to predict each sample’s target. For example, to predict a
student’s score in an exam, it is much more appropriate
to use the number of study hours instead of the student’s
height. Principal Component Analysis (PCA) is a common
algorithm to perform dimensionality reduction, transform-
ing attributes in a way that only those with less projection
correlation are indicated for the following steps. It is also
necessary to analyze the correlation between attributes to
perform dimensionality reduction, which further reduces
training times and improves the model performance. It is
worth mentioning that the same data transformation must
be applied to the training, validation, and test sets.

• Discretization (optional): data can be discretized to make
it suitable for specific machine learning algorithms. The
discretization process can be performed numerically or
categorically, depending almost entirely on the chosen
algorithm. Common tactics include binning values using
a constant interval and mapping attributes to logarithmic
space beforehand.

4. Implementation and training: the task to be performed de-
fines the optimal model. Choosing the model must consider, as
defined in step 0, whether the problem is supervised or unsuper-
vised, whether it is a classification or regression problem, which
devices are accessible for training and deployment, etc. Although
previous steps provide directions regarding possible algorithms
to be used in this step, the actual implementation and algorithm
selection take place in this step.

• Training: the dataset is divided between training, valida-
tion, and test sets. After adjusting hyperparameters, which
can be defined by common heuristics or selected by an
exhaustive grid search in a hyperparameter space, the
machine learning model can be trained using the training
set and evaluated on the validation set. If the obtained per-
formance is not satisfactory, the hyperparameters can be
readjusted, and a new round of training can begin (Glorot
and Bengio, 2010).

• Performance evaluation: the test set can be presented
to the model to quantitatively evaluate its performance
according to a metric of interest, such as classification
problems’ accuracy. That is, the model is applied to unseen
data to guarantee that the model can consistently achieve
the desired performance.

5. Model deployment: in the last stage, with the trained model
and its performance already evaluated, it is possible to deploy
the model in a practical application, be it for load forecasting,

failure rate calculation, or others. Exporting the model means
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Fig. 6. Challenges in IoT and sensor networks and main deep learning research trends.

that the weights of a neural network or the coefficients of a
logistical regressor, for example, are well defined, and the model
can be used on unseen data in production conditions. In the
event of a case study, the model can have its performance
appraised in the test set for publication.

In the following sections, this survey reviews papers that apply the
described workflow to challenged networks. We followed the PRISMA
methodology to systematically select the surveyed papers, as described
in Section 1.3.

3.1. IoT and sensor networks

A typical IoT network comprises sensors and actuators that can
communicate with each other and with the Internet (Gubbi et al.,
2013). Usually, such devices have low economic and energetic costs.
Hence, many traditional concepts present in Wireless Sensor Networks
(WSNs) are important for developing applications also in the IoT sce-
nario. Besides, devices with embedded sensors, such as smartphones
and smartwatches, are also part of typical IoT settings, offering mul-
tiple customized applications that explore the interaction with other
devices (Kaur, 2018; Maskelinas et al., 2019; Sheng et al., 2015). How-
ever, the resource constraints of such devices pose an extra obstacle for
systems and algorithms implementation, especially the deep-learning-
based ones presented here, as they must be designed to not overload
the IoT network. For instance, if one were to implement a compression
scheme that was too complex, one might nullify the advantages of
reducing the amount of data to be transmitted as such a system would
require significant energy consumption.

A relevant characteristic of the data generated by IoT devices is
heterogeneity, as it is common to deploy different sensors at the same
node (Mohammadi et al., 2018). Thus, the quality of the data generated
by multiple devices interconnected via an underlying network is critical
for data processing. Furthermore, the network size and geographical
arrangement of the participating devices suggest an existing correla-
tion between samples from closer regions. This characteristic may be
considered using data aggregation techniques to, for instance, reduce
the overall number of network transmissions and consequently enhance
the network lifespan.

The particular characteristics of IoT devices and the massive volume
of heterogeneous data produced are fertile ground for deep learning (De
La Torre Parra et al., 2020). Nevertheless, as pointed out by Ma
et al. deep learning deployment in IoT applications is still at an initial
stage (Ma et al., 2019). Fig. 6 shows relevant research areas that
encompass many topics in IoT, namely, device-free localization, human
activity recognition, smart city applications, and data aggregation and,
efficient resource management. Firstly, we visit important areas for
smart systems and application development, device-free localization,
and human activity recognition, which are primarily concerned with
8

users’ well-being. Given that these areas are primarily concerned with
real-time data analysis, approaches that handle quick changes are
paramount. Moreover, sensor positioning is pivotal to effectively han-
dle these applications. The next trend includes an overview of the smart
city paradigm to demonstrate the diversity of applications that can
benefit from deep learning deployment. As this is a very broad area, all
the challenges faced in IoT are present here. Regarding the last trend,
we present contributions regarding network lifespan extension, which
aim to save energy by reducing the volume of transmitted data.

Device-free passive localization

Finding human and object positions is essential for the development
of many applications in IoT systems (Zafari et al., 2019). Many tra-
ditional techniques, such as those that use Global Positioning System
(GPS) data, require that the object being monitored carries a device to
enable localization. Also, such techniques usually require that the mon-
itored object actively participates in the localization process (Youssef
et al., 2007). Since such conditions may be inconvenient for some tasks,
either due to device size or other structural constraints, an alternative
is to execute passive monitoring. In this type of monitoring, the desired
task is done by measuring interactions between the object and the
environment.

Along the lines of passive monitoring, one relevant research direc-
tion in IoT, inherited from WSNs, is Device-free Passive (DfP) localiza-
tion. This type of localization does not require the active participation
of the monitored object in the process. For instance, an IoT network can
be arranged in a scenario to perform localization, exploring the fact that
certain radio-frequency properties are modified due to changes to the
environment (Youssef et al., 2007). Therefore, implementing a system
capable of identifying such variations is an attractive alternative for
many applications and systems that require localization.

Wang et al. develop a DfP system using a sparse autoencoder to
identify changes in the environment and, consequently, determine the
position of individuals within the monitored environment and the
activity and gestures they are performing (Wang et al., 2016b). To
accomplish that, one must extract relevant characteristics from the net-
work to enable such functionalities. Fig. 7 shows a typical configuration
of a DfP system in a monitored environment. The employed sensors
form a network where each node is capable of communicating with
the others. The autoencoder is trained to compress the signal and then
extract relevant features by measuring the Received Signal Strength
(RSS) between each node. After training, the decoding portion of the
network is dropped, and the bottleneck layer becomes the new output
layer. To perform classification, this new output layer is connected
to a new layer that functions as the network output. This process is
illustrated in Fig. 8. The addition of this last layer requires a new
training step to tune the network parameters. The proposed approach
differs from more traditional ones, as it automatically adjusts param-
eters and allows simultaneous identification of activities and gestures.
Nevertheless, gesture classification is less successful.

Similarly to the previous work, Zhao et al. (2019) explore received
signal strength. Nevertheless, the authors take an approach that com-
bines two different neural network architectures to interpret signal
strength variations. They use a convolutional autoencoder to explore
the advantages of convolutional networks in image processing and
the unsupervised learning capabilities of autoencoders. The proposed
system collects the sensed signal variations, storing those values in a
matrix that represents each state of the network links. For that, each
node transmits signals to every other remaining node. These nodes,
in turn, compare the received signal with the corresponding free-link
measurements, i.e., the RSS value without object obstruction.

Referring to Fig. 7 again, each sensor is connected to all other nodes.
All sensors perform measurements and contribute to the RSS matrix.
The resulting RSS matrix is then converted to an image, mapping
the stored values into pixels. This transformation allows exploring
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Fig. 7. An example of a typical passive localization system that uses RSS, adapted
from Wang et al. (2016b), Zhao et al. (2019). Each sensor measures the RSS between
itself and the other sensors. The RSS between each pair of sensors is modified depending
on the object’s position or its movement within a monitored scenario, for example,
someone performing an activity.

characteristics of the convolutional part of the network. Then, the
network is pre-trained with those images, exploring the ‘‘autoencoding’’
structure of the network. It is important to point out that the decoding
part of the network is composed of layers that undo the convolutional
and max pooling operations performed on the encoding part. After the
pre-training phase, the decoding layers are dropped and replaced by a
new layer, similarly to Wang et al.’s approach discussed in the previous
work (Wang et al., 2016b). After the addition of this new layer, a new
training phase is executed to tune the network parameters.

The convolutional autoencoder is compared with convolutional net-
works and autoencoders, which are already employed in DfP. For
SNR values ranging from −10 dB up to 15 dB, the proposed approach
achieves better accuracy in determining object localization in all stud-
ied scenarios. Another remark is the short processing time of the
network when employed in a monitoring task, taking a few millisec-
onds. The good performance makes the approach attractive for online
localization. Furthermore, sixteen sensors were required to obtain ad-
equate accuracy when the network was employed in a scenario with
0 dB SNR.

In another work, Gochoo et al. seek to implement a non-invasive
monitoring system to identify patterns indicating dementia (Gochoo
et al., 2017). To this end, a deep convolutional network is used to
analyze images corresponding to the movement map of monitored
individuals. Each image is generated from passive infrared sensor mea-
surements. These samples are organized into episodes which are then
converted into images. This approach presents better performance than
other traditional machine learning techniques, such as KNN (K-Nearest
Neighbors), random forest, Naïve Bayes, among others.

Clearly, most of the recent projects lean on image processing
through a transformation of the grid-like architecture of the DfP system.
Such an approach implies greater adoption of convolutional networks
that are more suited for DfP localization applications. Also, as sensors
collect many unnecessary features, the use of autoencoders to perform
dimensionality reduction can aid the localization process.
9

Human activity recognition

Many applications, especially of medical and security interests,
focus on Human Activity Recognition (HAR). These activities can be
identified through sensors that are external to the monitored individual,
i.e., sensors that individuals do not carry with them (Wang et al., 2016b;
Gochoo et al., 2017); or, alternatively, through sensors embedded
in devices carried by the monitored individual (Lara and Labrador,
2012), such as those present in smartphones and smartwatches. The
IoT paradigm offers even more complex applications related to HAR,
such as Smart Healthcare (Ma et al., 2019), in which patients’ exams
are performed without human intervention.

Ronao and Cho implement a system using a convolutional neural
network that handles data generated by sensors embedded in smart-
phones (Ronao and Cho, 2016). The idea of using this network comes
from two observations. Human activities can be broken down into few
simpler actions and different individuals perform the same activity
in different ways, leading to translations and other perturbations in
the collected data. The system uses measurements collected from the
accelerometer and gyroscope already present in all modern cellphones,
which further avoids adding new sensors to users. During hyperparame-
ter adjustment, the authors’ proposed model improves the performance
with the addition of at most 3 hidden layers. Another factor influ-
encing the neural network execution is the convolutional filter size,
where sizes equivalent to values within the 0.18 to 0.28 s interval
improve performance. On the other hand, the authors observe that the
pooling size barely impacts the overall performance. The training is
conducted using data collected from volunteers, who executed a set
of activities carrying smartphones. The proposed system outperforms
other techniques, such as using hand-designed features combined with
neural networks (Anguita et al., 2012) and Support Vector Machines
(SVMs) (Noble, 2006), used to solve the same problem. The proposal
benefit becomes clear for the classification of very similar activities
that previous works considered hard to solve, such as distinguishing
if a person is walking up or down a flight of stairs. When comparing
the proposed system with SVMs, already in use in HAR problems,
the former also has superior performance when classifying stationary
activities.

Similar to Ronao and Cho, Ravi et al. develop a system for human
activity classification from data collected from accelerometers and
gyroscopes embedded on smartphones (Ravi et al., 2016a). Unlike
the former, Ravi et al. focus on the development of a system able
to balance performance and resource availability. Hence, the system
must provide the best performance for activity classification without
overwhelming the resource-constrained smartphone. In previous work,
Ravi et al. observe that classification complexity is reduced when
producing a spectrogram of the input data before passing it on to
the neural network (Ravi et al., 2016b). Some advantages observed
when applying this technique are time and sample rate invariability.
Another important exploitable feature is that highly variable activities
exhibit higher spectrogram values for various frequencies, whereas
Fig. 8. Picture illustrating the training process used by Wang et al. (2016b). The decoding layer is dropped and a new layer will function as the combined network’s output.
Although the inserted layer has the same size as the bottleneck layer, this is not always the case.
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activities with repetitive actions have only high values in specific
frequencies. The authors choose a feedforward neural network with
limited neuron connections, similar to CNNs. Another project decision
is to limit the number of hidden layers, allowing the exploration of
hierarchical constructions of data that do not increase the algorithm
complexity. Training is remotely executed, and the adjusted network is
downloaded into the user’s smartphone so that the classification may
be performed on the device. Results show that the proposed model
has superior accuracy than previous work, besides outperforming other
systems employed to solve the same problem (Ravi et al., 2016a;
Alsheikh et al., 2015; Catal et al., 2015). Another relevant point is the
short computational time of the system, which enables real-time human
activity recognition.

Hammerla et al. investigate the use of different neural networks
when recognizing activities using wearables or sensors fixed to the
user (Hammerla et al., 2016). The goal is to gather information about
pros and cons of each approach, as few projects detail how the net-
works and their parameters are determined. Usually, such projects
provide only the performance of the best system. The networks are
tested with three datasets. The first dataset consists of measurements
collected from individuals performing everyday kitchen activities. The
second has records of individuals carrying out predetermined activi-
ties in varied order so that the trained neural networks can classify
them. Lastly, the third dataset is composed of measurements from
patients with Parkinson’s disease performing certain activities. These
activities are known to trigger a common disease problem, where the
individual has difficulties initiating certain movements. In all three
scenarios, the main objective is to classify particular situations. The
results show that LSTM networks outperform CNNs when identifying
short-term activities, whereas CNNs have superior performance when
classifying long and repetitive activities, such as running or walking.
The networks present different performances according to the input
parameters. It is observed, however, that feedforward neural networks
show the most significant performance variation. This finding requires
further investigation of network hyperparameters to produce satisfying
results, especially compared to other networks, such as CNNs and
RNNs. Among all evaluated neural networks, the bidirectional LSTM
has a superior performance with the kitchen activities dataset by a
considerable margin. Nevertheless, the number of neurons per layer
influences the performance of this network.

Ambient Assisted Living (AAL) is another healthcare application
offered in the IoT paradigm. AAL can benefit from HAR, as the primary
goal of the application is to identify abnormal events performed by
elders. In this context, Bianchi et al. focus on the development of a 24-
hour patient monitoring system (Bianchi et al., 2019). The system uses
sensors in wearable devices that transfer the sensed data to a neural
network in a remote server so that the computationally demanding task
can be done remotely. Such a server could be either a local unit or
a cloud server. The latter is usually needed when new users arrive at
the system, given that a new training phase is required. The authors
compare CNNs and LSTM networks in three scenarios. In the first one,
samples are divided randomly, splitting 60% for training and the re-
mainder for testing. In the second scenario, the samples are partitioned
by users, meaning that readings from a user present in the training set
are not used in the testing phase. Lastly, in the third scenario, samples
from all individuals are present in both sets. The results found show
that CNNs outperform LSTM networks, especially in the third scenario,
where the best results are found. Because of that, the authors suggest
that a new training phase to tune the network parameters should
be performed each time a new user arrives so that the network can
better handle their measurements. Compared to traditionally employed
methods, the CNN shows compatible results, confirming the proposed
system feasibility.

Given the temporal nature of human activities, solutions based on
recurrent neural networks, especially LSTM, seem to be the trend.
Also, given the structured nature of some repetitive activities, the use
of CNNs is observed to be beneficial due to the suitability of those
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networks to structured data. i
Smart city applications

We discussed one of the motivations behind IoT deployments: build-
ing smart environments to improve citizens’ lives. In this sense, it is
natural that the smart city paradigm greatly benefits from advances in
IoT, helping governments, city planners, and citizens to tackle plenty of
problems such as energy management, video-based surveillance, traffic
management, and pollution control (Zanella et al., 2014; Mehmood
et al., 2017). For instance, Cenedese et al. handle a joint work with
Padova municipality in Italy to implement a system capable of mon-
itoring street lighting (Cenedese et al., 2014). Given the diversity of
sensors, other devices that may comprise the network, and the inherent
complexity of the desired applications, we observe an emerging effort
under the smart city umbrella using deep learning. The idea is to
enable efficient data processing to, consequently, provide responsive
applications.

Kong et al. propose a short-term residential load forecasting sys-
tem using LSTM networks (Kong et al., 2017). Load forecasting aims
to assist power system operations by providing the electrical power
needed for a given task, predicted according to users’ actions. Load
forecasting tends to be more challenging at residences because of the
volatile nature of home power consumption. The authors show that
LSTM networks are suited for this case, given the LSTM property of
extracting temporal correlations in a data sequence. The results found
in the paper show that LSTM networks are suited for the task. The
proposal outperforms other methods, e.g., empirical mean absolute
ercentage error minimization, based on statistical energy consumption
istribution (Mousavi and Abyaneh, 2010), in most evaluated cases,
specially when single-user load forecasting is studied. In particular,
hen compared with a conventional feedforward network, the pro-
osed LSTM network follows peaks in consumption better than its
impler counterpart, even though the feedforward version also presents
atisfactory results.

Quick response emergencies are of paramount importance for every
ity. In this direction, many deep-learning-based applications may help
evelop autonomous systems to help first response agents. Singh and
ohan develop a monitoring system to detect road accidents using a

tacked Denoising Autoencoder (SDAE) (Singh and Mohan, 2018). The
DAE is a regularly stacked autoencoder where each layer comes from
n individual Denoising Autoencoder (DAE). From small units of videos
alled Spatial–Temporal Video Volumes (STVVs) (Li et al., 2014), three
istinct SDAEs are trained to extract representations from still frames,
otion from the optical flow, and the data generated with the fusion of

oth. For each STVV, an accident score is computed, determined from
linear combination of each reconstruction error and outlier detection
alue. This outlier detection value is generated from an intermediate
epresentation in a lower dimension of the innermost hidden layer,
hich is fed onto a one-class SVM. The results found show that the
roposed approach is viable, even though the authors faced issues when
omparing their proposal with other approaches, given the scarcity of
ublic datasets. As a secondary contribution, the authors make public
he database they have assembled for the project, allowing researchers
o proceed with comparative analysis.

Using a deep CNN architecture, Khan et al. develop a smoke de-
ection system capable of identifying early potential signs of fire, even
n foggy weather (Khan et al., 2019). Foggy weather is particularly
hallenging, as this phenomenon decreases image quality, which may
ead to false positives or other more serious consequences. The authors
se a VGG16 (Simonyan and Zisserman, 2015) network pre-trained on
he ImageNet dataset (Deng et al., 2009), modifying it to fit a more
ncertain IoT scenario. The choice for this particular CNN architecture
s given by the fact that this model achieved the best results when
ompared to AlexNet (Krizhevsky et al., 2012) and GoogleNet (Szegedy
t al., 2015). Additionally, when compared to state of the art smoke de-
ection methods, e.g., Dimitropoulos et al. (2016), the proposed method

s more suited for uncertain scenarios and is also more energy-efficient.
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Another source of concern in city administration is food supply. In
this direction, incorporating new technologies and automated systems
in agriculture is currently being researched. Mahmoud et al. propose
a crop disease identification model that combines Deep Convolutional
Generative Adversarial Network (DCGAN) with MLP (Mahmoud et al.,
2020). In summary, the generative adversarial framework consists
of training two networks together, in an adversarial manner. Details
regarding DCGAN can be found in Radford et al. (2015). Addition-
ally, the MLP is trained using a Pseudoinverse Learning Autoencoder
(PILAE) (Wang et al., 2017a) algorithm. They have identified that
using this approach rather than back propagation was more suited for
the problem, as PILAE does not have the shortcomings of gradient
vanishing or activation saturation (Mahmoud et al., 2020).

The approach proposed by Mahmoud et al. tackles two main prob-
lems. One is unbalanced datasets and the cost of building one for deep
learning training, as datasets for plant classification usually have sub-
sampled classes and require human labeling. By using the DCGAN,
they were capable of balancing the dataset used for training, as the
generative portion of this approach generates reliable samples in an
unsupervised manner. Moreover, the DCGAN extracted relevant fea-
tures that were used in the training of the PILAE, which was the
portion responsible for the classification. This approach was capable
of reaching high accuracy rates.

A major source of concern when developing a smart city applica-
tion is latency and user privacy. Given the usual complexity of deep
neural network architectures, both requirements can add complexity
to the development of deep-learning-based applications, as keeping
these networks in a cloud may require raw data to be transferred to
a remote entity. With that in mind, White and Clark investigate how
to combine the tools from deep learning with edge computing, thus
moving the required computation closer to the end-user (White and
Clarke, 2018, 2020). Edge computation avoids transferring all the data
to a cloud server, even for training, which is desirable for private
activities, where users do not feel comfortable sharing personal data.
The proposed architecture, known as deep edges, is feasible thanks to
recent advances in hardware, such as the Nvidia Jetson Tx2, combined
with transfer learning techniques. This combination enables an existing
network already trained for a given task, e.g., a very deep convolutional
network (Simonyan and Zisserman, 2015) trained for image classifica-
tion, to be locally tuned at the network edge for a specific task. This
significantly reduces the required computational power, allowing part
of the training to be performed away from the cloud, for example.
The first analysis shows that training using the Jetson Tx2 is not
as slow as in other devices used in IoT, given its embedded GPUs,
confirming the system’s viability (White and Clarke, 2018). Later, in
the second analysis, the use of transfer learning and data augmentation,
which consists of artificially generating new training samples, further
consolidates the proposed architecture viability (White and Clarke,
2020). Another approach that can achieve latency reduction is to bring
neural networks to the devices, as this removes or reduces the need
for forwarding data to the cloud or other nodes. Methods that reduce
the burden of neural network implementation, which could be used for
in-device deployment, are discussed in the next subsection.

Another approach is the use of Collaborative Deep Learning (CDL),
where a group of nodes performing a similar deep-learning-enabled ap-
plication can conduct the learning process collaboratively. The training
phase can be done locally using the data available at the node. Then,
computed gradients are sent to a centralized entity, which aggregates
them into a Parameter Server (PS) and returns the resulting weights to
nodes so as they can continue the learning process individually (Gupta
et al., 2020). Gupta et al. highlight that such an approach may be
ineffective if several nodes adopt an uncooperative strategy. Moreover,
such a scenario is more likely to occur given the communication cost
between nodes and the parameter server. If a node tries to do CDL
alone in a scenario where no other node adopts a collaborative strategy,
11

this single collaborative node will not get the benefits of CDL and will
also adopt a selfish strategy to save energy. This generates a vicious
cycle where no node cooperates, even if nodes were cooperative at the
beginning. To overcome this uncooperative scenario, the authors pro-
pose a cluster-based strategy, using k-means clustering. The proposal
enforces a node to adopt a collaborative strategy if another nearby
node is identified. By doing so, all nodes that compose a cluster adopt a
cooperative strategy, which guarantees that the desired CDL approach
is employed. Despite the different name, this approach is very closely
related to federated learning, discussed in more detail in Section 4.2.

Given the variety of problems that may arise in the smart cities
paradigm, no clear trend on network selection, which was the case in
the previous sections, is observable. Nevertheless, one relevant trend
concerns the training process targeted to personal and home applica-
tions. In this scenario, training can be more challenging as fewer data
may be available, or the user may have privacy concerns. To overcome
this lack of data, the emergence of proposals that use federated learning
and new devices capable of bringing training closer to the user are
happening, such as the last approaches presented in this section.

Data aggregation and efficient resource management

The resource constraints of IoT devices raise concerns about their
efficiency, especially about energy consumption during data transmis-
sion. Therefore, reducing the number of transmissions and the size of
the transmitted data is vital to extend the lifespan of sensors and, as a
consequence, of the entire IoT network. Data aggregation and fusion
techniques explore inherent features of the data to combine them,
reducing the volume of data needed to be transmitted. Furthermore,
given the large volume of generated data and its high heterogeneity,
it is common to combine the aggregation and fusion areas with data
mining. The goal is to extract important information that may help
the task being executed, enhancing the overall system performance.
Nevertheless, the increase in lifespan and performance is tied to the
cost–benefit of the proposed scheme used to compress or aggregate the
transmitted data. As mentioned in this section’s introduction, one must
always bear in mind that the scheme to be implemented must satisfy
the devices constraints, given that, if it were too complex, it could harm
the IoT network rather than be beneficial.

Alsheikh et al. investigate the performance of three distinct au-
toencoders to compress measurements collected by network sensors.
The authors aim to propose a computationally inexpensive system for
adaptive data compression (Alsheikh et al., 2016). The first alternative
is a simple undercomplete autoencoder, which uses the network struc-
ture to obtain a more compact representation of the inserted data. A
variation of an autoencoder, named by the authors as Weight Decaying
Autoencoder (WAE), is also studied. In this network, a regularization
term is added to the cost function to penalize solutions that generate
encoding and decoding matrices with high weights. Lastly, the third
network is a sparse autoencoder. The work analyzes scenarios with
different compression rates, exploring temporal and spatial correlations
found in the data. The network is trained from historical data that
is sent to a base station. This base station is responsible for com-
puting the weight matrices for data encoding and decoding, which
is respectively needed for data compression and decompression. On a
purely spatial compression scenario, the proposed networks outperform
conventional techniques used in sensor networks, such as Principal
Components Analysis (PCA), Discrete Fourier Transform (DFT), and
Fast Fourier Transform (FFT), especially when using low compression
rates. In a temporal scenario, the proposed networks again outperform
the Lightweight Temporal Compression (LTC) (Schoellhammer et al.,
2004), a technique traditionally employed for this type of compression.
The proposed networks achieve better performance particularly with
low compression rates, as the case with spatial compression. When
comparing the three proposed AEs, it is observable that the simple

undercomplete AE performs better than the remaining two AEs when
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reconstructing the compressed data. The authors attribute this find-
ing to the neural network structure, mentioning that the addition of
regularizers in the other two AEs harmed the overall reconstruction
performance.

In another work employing AE networks, Ghosh and Grolinger have
the objective of developing a data compressing system to reduce the
volume of data being transferred in an application that requires support
from the cloud (Ghosh and Grolinger, 2019). The authors studied a
HAR application, which requires that the data collected in smartphones
be transferred to the cloud, where this data is processed. Thus, as
discussed before, data compression before transmission is important
to extend the lifespan of smartphones. The authors concentrate more
effort on the compression impact on the overall performance of the
classification system hosted in the cloud, which is responsible for
carrying out the HAR application. Undercomplete AE architectures with
different depths and compression rates are analyzed. Also, the authors
investigate if decompressing the data is needed. This is because the
encoding portion of the AE produces a lower-dimensional representa-
tion of the data, performing dimensionality reduction, which may aid
classification. The results show that the AEs are capable of reducing
the volume of data to be transferred without harming classification.
Another interesting observation is that the non-decoding approach, i.e.,
which happens when classification is performed on the encoded data,
slightly outperforms its decoding counterpart. Compared with PCA,
the authors were unable to conclude that AEs always have a better
performance, as similar results are found after classification.

Li et al. employ a denoising AE to obtain a sparse representation
of the collected samples in an automated manner, and then reduce the
volume of transmitted data (Li et al., 2018a). The authors point out
that, usually, the transform basis to sparse out the sensed data is chosen
empirically. Such an approach, besides being laborious, sometimes fails
to satisfactorily handle the desired task. Another point of concern is
that sensor nodes closer to the network sink tend to run out of energy
more quickly because, besides transmitting their own data, they also
forward the data coming from more distant nodes. Li et al. introduce a
data collection algorithm based on DAE in a hybrid and cooperative
manner to be run locally in each sensor. On the one hand, sensor
nodes that are far away from the network sink can transmit their own
produced data as well as forward the received data in an uncompressed
manner. On the other hand, nodes closer to the sink only transmit
compressed data. To do so, all untreated data, e.g., the raw samples
generated by the sensors, are compressed prior to transmission. Also,
for these sensor nodes, the expected action for already compressed data
is simply forwarding. The DAEs are trained offline using historical data
from the task of interest. In the studied scenario, the task of interest is
a surveillance task. When compared with a Discrete Cosine Transform
(DCT) basis and a non-compressing scheme, the authors found that the
proposed scheme achieves the best results for reconstruction accuracy
and energy consumption, even achieving a short reconstruction time
that further corroborates the system viability.

Yu et al. use an Unmanned Aerial Vehicle (UAV) as a processing
unit of the IoT network (Yu et al., 2018), employing a denoising
autoencoder for compression. Fig. 9 illustrates the system. To explore
the available spatial features from the collected samples, neighboring
sensors are clustered together in a set according to the k-means algo-
rithm. Then a DAE network is deployed for each resulting set. Training
is performed in the cloud, from previously collected samples, and the
computed weight matrices for encoding and decoding are stored in the
UAV and the cloud, respectively. The UAV flies over the monitored
area, collecting sensed data from each set and compressing them before
sending it to the cloud. Lastly, with the decoding matrix, the cloud
recovers the collected data. The obtained results show that the pro-
posed system outperforms methods based on Compressive Sensing (CS)
to which it is compared. In particular, the difference in performance is
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more evident for low sample rates.
Fig. 9. Aggregating system that uses a UAV to collect data from a monitored area
and compress data using DAEs with the support of a cloud service, adapted from Yu
et al. (2018). The UAV flies over the sensors, collecting data. The compression and
decompression processes occur in the UAV and in the cloud server, respectively.

In another work, Wang et al. adopt a convolutional neural network
to fuse sensed data in order to solve a common sensing problem,
known as blind drift calibration (Wang et al., 2017b). When a sensing
network is working for a long period of time, it may suffer from
the accumulation of small drifts in measurements, leading the sensing
system to malfunction. Hence, the aim of blind drift calibration is
to neutralize such drifts without a reference. This lack of reference
occurs as a consequence of the nonexistence of a prior model and
also the low-density deployment in certain regions, which hinders
the direct use of neighboring sensors as a reference. Then, the CNN
aims to extract temporal and spatial correlations in the collected data
to remove these drifts. The network structure is organized so as the
first layer is responsible for projecting all drifted measurements to a
feature space, whilst the remaining layers are responsible for fusing
the data to remove the drifts. Given that the convolutional kernel size
is limited, it is desirable that correlated data be placed together in
the data matrix. Wang et al. observe the need for rearranging the
collected samples putting the data from neighboring sensors in adjacent
regions of the matrix. The network is trained using the previously
collected data, considering that these were collected from calibrated
sensors, i.e., from sensors with the desired ability to remove drifts.
The authors adopt the strategy of pre-training the network with data
including small drifts, followed by fine-tuned data with larger drifts.
When compared to other calibration methods, the proposed approach
shows a higher reconstruction rate, outperforming them in all analyzed
scenarios. Furthermore, in the scenario where less than 15 sensors suffer
from drifts, the proposed system has a reconstruction error of successful
recoveries greater than a Bayesian learning-based technique, used in a
previous work (Wang et al., 2016a), but has a smaller reconstruction
error with failed recoveries. Wang et al. additionally evaluate different
drift occurrence models. The CNN has difficulties in finding small
drifts, failing to obtain the same success in larger drifts. Nevertheless,
convolutional networks show robustness to overfitting the drifts, as
a consequence of the methodology used for training. Altogether, it is
verified that the use of CNNs is adequate for blind drift calibration.

In another project, Zhu et al. implement a transmission scheduling
mechanism using deep reinforcement learning (Zhu et al., 2017). Given
bandwidth and storage space limitations, it is important that IoT net-
work nodes quickly forward their data to prevent packet losses due
to full buffers. The proposed system combines a stacked autoencoder
with the Q-learning algorithm. The system development consists of
two parts. In the first one, the system interacts with the environment
using Q-learning (Watkins and Dayan, 1992) to generate the lookup
table with optimal actions. The SAE is not used in the first part. After
the table is complete, the SAE is trained to extract adequate actions
for each situation, mapping each state into the correct action. When
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found, the action is performed, the lookup table is updated, and the
process is repeated for the new state. In the end, the resulting table
will serve as the state–action table from which the relay will query.
The proposed mechanism is compared with the Strategy Iteration (SI)
algorithm, which needs to compute all possible transmission states and
also uses Q-learning, and a random selection algorithm, which forwards
packets without requiring any computation. The authors verify that the
proposed system is outperformed by SI only. Nevertheless, compared
with this algorithm, the proposal has a much lower computational cost.

In a neural network architecture, as the number of layers increases,
the number of parameters to store and the amount of computation to
be done also increases. Clearly, this is troublesome when implementing
deep-learning-based systems in IoT scenarios, given the restrictions
of typical IoT network elements. An approach to ease these imple-
mentations is the use of network compression, which aims to reduce
the number of parameters without significantly degrading the network
performance. One approach, presented by Han et al. (2015), applies
densely connected architectures to identify weak connections, i.e., con-
nections with low magnitude weight, removing them as they usually do
not contribute much to the final result. This allows for the construction
of networks with sparser layers, resulting in fewer parameters to store
and fewer computations to perform. When dealing with convolutional
architectures, Li et al. (2016) propose a method for removing filters
and feature maps which are identified as being of less importance. This
approach is more suited for CNNs than Han et al.’s approach, as sparse
layers may require sparse libraries and specialized hardware that may
not be suited for CNNs. Overall, both approaches in these papers are
capable of reducing neural networks parameters, which is ideal for IoT
applications.

As expected, given its characteristics, autoencoders are common-
place for data aggregation problems. The use of these networks is
almost mandatory when deep learning is selected as a consequence of
the unsupervised nature for training or data dimensionality reduction.
Depending on the nature of the analyzed data, combining autoencoders
with other topologies is beneficial, as their inherent features may aid
the desired process. For example, the joint utilization of autoencoders
and convolutional networks is interesting to explore grid-like structures
like the ones found on images. Lastly, the number of parameters and
computations that accompany deep neural network architectures is a
source of concern when developing deep learning based applications in
IoT. To mitigate this impact, different techniques that reduce the size of
these networks, without significantly harming application performance,
are fundamental for deep-learning-based systems in IoT.

IoT and sensor networks overview

Table 5 presents the papers reviewed in this section. We present
four common areas of research that can appear in many IoT and
sensor network applications. More precisely, device-free passive local-
ization, human activity recognition, different smart city applications,
and different schemes concerned with efficient resource management
and increasing the network lifetime are presented. The plethora of
different applications and scenarios in IoT and sensor networks results
in a very heterogeneous array of deep-learning-based solutions. Even
though we cannot point out a major trend in IoT and sensor networks,
as we identify in other challenged networks, there are clear and typical
applications for different DNN architectures. It is observed a tendency
to use autoencoder networks in IoT and sensor networks. This trend
may be due to the heterogeneity of this data, which may need some
sort of unsupervised learning to extract relevant features or simply the
need for dimensionality reduction. In both cases, autoencoders are the
go-to neural networks. Additionally, a somewhat expected tendency of
using CNNs with applications that deal with images or other grid-like
structured data. Given the geographical proximity between sensors, the
data collected from this networks carry high spatial correlation that
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can be exploited by CNNs. Finally, when dealing with IoT and sensors
networks, privacy and concerns with energy and computational cost
come up often. The first one is expected to be dominated by federated
learning, which is an area of research in deep learning that flourished
recently. The latter can be addressed by a variate of approaches. It is
expected that different approaches that reduce the burden of imple-
menting networks in the devices, such as neural network compression,
which was presented at the end of the data aggregation and efficient
resource management subsections. Additionally, bringing layers or the
whole neural network closer to the devices of the IoT network can
address latency problems, which is another source of concern with
these types of networks.

3.2. Wireless mobile networks

Wireless communications became very popular, given the computa-
tional power increase of mobile devices and the consequent conver-
gence of different applications and services. This convergence, com-
bined with mobility, has culminated in a noticeable growth of mobile
devices’ utilization and, under the networking perspective, exponential
growth in the volume of generated data. According to Cisco, the total
number of global mobile subscribers will represent 71% of the popu-
lation by 2023, contrasting to the 66% we had in 2018 (Cisco, 2020).
Thus, applying machine learning to wireless mobile networks allows
handling challenging tasks, such as network resource management,
real-time analysis, and big data support, in a way that users’ experi-
ence can potentially be improved (Reis et al., 2020). Among previous
works regarding deep learning applied to wireless mobile networks,
it is important to highlight the utilization of network indicators to
predict information about the network performance, such as Quality
of Experience (QoE) (Grando et al., 2019; Pierucci and Micheli, 2016),
and to predict the network behavior, such as traffic classification (Aceto
et al., 2019a; Nguyen and Armitage, 2008). It is important to notice
how wireless networks focus on QoE as an indicator, which represents
a high-level measure of users’ satisfaction. This notion differs from the
previously discussed QoS concept, as it relies on users’ subjectivity.
QoS, on the other hand, uses quantitative indicators usually collected
by particular software and hardware. Moreover, mobile network indica-
tors have intrinsic space–time comprehension of the network dynamics.
For instance, graph modeling allows the computation of each node’s
importance to the network operation by identifying the nodes playing
central roles (Medeiros et al., 2016; de Medeiros et al., 2017). As
a consequence, graph modeling can capture space–time relationships
between nodes and be used as input of deep neural networks to predict
network performance in dynamic scenarios (Wang et al., 2018).

This section examines relevant papers that apply deep learning to
wireless mobile networks, both in cellular and in local Wi-Fi scenarios.
These papers focus on QoE and data traffic analysis, which seek to
enhance wireless mobile network management and performance. In
addition, we investigate current problems in 5G mobile networks, such
as mobility prediction and network slicing. In a general picture, we
observe that the data growth combined with the mobile dynamics
represent the main challenges in these networks, as depicted in Fig. 10.
We then select four wireless mobile networking trends that apply
deep-learning-based solutions: users’ QoE prediction, network traffic
analysis, mobility prediction, and network slicing.

Users’ QoE prediction

The increasing need for Internet services using wireless networks
leads users to look for providers offering high-quality QoE. Service
providers then struggle to improve users’ QoE by enhancing network
maintenance and operation. The idea is to enhance QoE by keeping
the QoS at acceptable levels. In this direction, neural network models
are used to predict users’ QoE in mobile networks based on Key Perfor-
mance Indicators (KPIs), which are metrics used to infer the network
performance, such as jitter, latency, and handover success rate (Pierucci
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Table 5
Summary of applications and deep learning trends on IoT and sensor networks.

Paper and authors High-level description Deep learning
method

Employed dataset

Wang et al. (2016b) DfP
Activity recognition
Real-time analysis

Autoencoder Proprietary

Zhao et al. (2019) DfP
Real-time analysis

Convolutional
autoencoder

Proprietary

Gochoo et al. (2017) Real-time analysis
DfP
Non-invasive monitoring

CNN Provided by CASAS

Ronao and Cho (2016) HAR with smartphones
Real-time analysis

1D-CNN Proprietary

Ravi et al. (2016a) HAR with wearables
Real-time analysis
Edge computing

1D-CNN ActiveMiles, WISDM, Shoka,
and Daphnet

Hammerla et al. (2016) HAR with wearables
Real-time analysis

MLP, CNN, and
LSTM

Opportunity (Opp),
PAMAP2, and Daphnet Gait
(DG)

Kong et al. (2017) Load forecasting
Real-time analysis

LSTM Smart-Grid Smart City
(SGSC)

Bianchi et al. (2019) AAL
Real-time analysis
Remote server

1D-CNN and LSTM Proprietary

Singh and Mohan (2018) Traffic monitoring
Real-time analysis
Image processing

SAE Proprietary, collected from
CCTV footage

Khan et al. (2019) Smoke detection
Image processing

CNN Mivia Fire Detection Dataset
and proprietary

Mahmoud et al. (2020) Smart agriculture
Plant disease identification

MLP and CNN PlantVillage, Swedish Leaf
Dataset and Leafsnap

White and Clarke (White
and Clarke, 2018, 2020)

Augmented reality
DL with edge computing
Transfer learning

CNN Dogs vs. cats

Gupta et al. (2020) Collective training
Privacy
Federated learning

Unspecified ARAS human activity
dataset

Alsheikh et al. (2016) Data compression
Data transfer
Energy-saving

Autoencoder Grand St Bernard

Ghosh and Grolinger (2019) Data compression
Data transfer
Energy-saving
Edge computing

Autoencoder Human activity recognition
using smartphones

Li et al. (2018a) Data compression
Data transfer
Energy-saving

DAE Intel Berkeley Research Lab
WSN

Yu et al. (2018) Data compression with
UAVs
Energy-saving

DAE Unspecified

Wang et al. (2016a) Blind drift calibration
Real-time analysis and
Auto-tuning

CNN Proprietary

Zhu et al. (2017) Transmission scheduling
Energy-saving
Data transmission

Deep Q-learning and
SAE

Unspecified

Han et al. (2015) Network compression MLP and CNN MNIST and ImageNet

Li et al. (2016) Network compression CNN CIFAR-10 and ImageNet
and Micheli, 2016). Once QoS and QoE metrics are obtained, we
can use them to guide the development of new network control and
management mechanisms based on, for instance, deep reinforcement
learning (Bhattacharyya et al., 2019). Users’ QoE is subjectively mea-
sured through a group of voluntary participants. Nevertheless, some
QoS characteristics measured from production networks have a strong
relationship with users’ QoE. These characteristics can then be used as
additional parameters to users’ QoE measurements.
14
The complexity of evaluating the effect of each QoS metric on the
QoE is a consequence of the inability to process large volumes of data
received from service providers. Thus, deep learning models become a
valuable tool to estimate multiple QoS metrics, which can later be used
to estimate users’ QoE. In this context, Pierucci and Micheli analyze
the database of a service provider in Italy to find out which QoS
metrics have more impact on users’ QoE (Pierucci and Micheli, 2016).
The general idea is to use these metrics as the input of an MLP to

improve users’ QoE. Initially, the data volume and the data throughput
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Fig. 10. Wireless mobile network challenges and main deep learning research trends.

obtained by users are divided into four regions. Each one of these
regions indicates a different QoE, which can be classified from bad to
excellent. The authors use an MLP with two hidden layers. The network
output indicates in which region each user’s QoE resides. Their results
show that the proposed model is capable of classifying users’ QoE with
high enough precision. By using a different approach, Bhattacharyya
et al. focus on QoE and QoS metrics to improve video transmission
for users (Bhattacharyya et al., 2019). To achieve that, the authors
develop the QFlow platform, based on deep reinforcement learning,
which injects packets into different priority queues of Access Points
(APs). The authors consider an access point under saturated conditions,
relaying data packets from a Youtube video. The YouTube application is
considered because of its QoE requirements and its current popularity.

By using a control agent, QFlow sends new instructions to assign
packets to AP priority queues. The QoE information is obtained from
users’ applications, whereas QoS information is directly obtained from
the AP. The reinforcement learning agent uses the QoE as the basis to
formulate its reward function. Also, the agent is designed using an MLP
containing two hidden layers with 64 and 34 neurons, respectively. The
authors show that the proposed approach can achieve higher QoE levels
compared to different priority-queue-assignment techniques, such as
vanilla and Round-Robin (RR) approaches (Balogh et al., 2010).

Network traffic analysis

The rapid growth of wireless network traffic leads to significant
bottlenecks in the underlying communication medium. Hence, network
traffic prediction helps resource allocation and, as a consequence, it
becomes vital to achieve high network performance (Wang et al.,
2018). Network traffic classification can play an essential role for
some services such as intrusion detection, resource allocation, and
network resource identification used by clients, just to cite a few
examples (Nguyen and Armitage, 2008). Along with network traffic
prediction, there is a great challenge in network resource management
and allocation, which also affects users’ QoE (Tang et al., 2017). In
this context, deep learning arises as a solution to analyze large volumes
of network traffic because of its capability to deal with large volumes
of data. Moreover, traditional traffic analysis techniques present some
difficulty with possible changes to the packet format, as well as to the
protocol operation. These changes are mainly a consequence of new
updates often released to commonly used mobile applications. Deep
learning approaches introduce adaptive techniques that can circumvent
such changes.

Aceto et al. evaluate different deep learning techniques, such as
CNNs and LSTM networks, in traffic classification with different types
of input data. The general idea is to enable future deep learning
employment for traffic classification in mobile devices (Aceto et al.,
2019a). The data collection is composed of mobile user’s data traffic
collected from multiple Android and iOS applications, such as Google
Maps, EFood, Google Hangouts, and Crackle. Fig. 11 shows the archi-
tecture used to adjust and compare the selected learning techniques.
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Fig. 11. Architecture for adjusting and comparing learning techniques, adapted
from Aceto et al. (2019a). Each data extraction block selects a traffic feature and
transforms it into input data for the deep learning model. This architecture implements
multiple distinct techniques which are evaluated by predicting the network traffic
generated by mobile device applications.

After data collection and visualization, the input data is extracted
through data pre-processing following different techniques. The output
is then applied to many deep learning techniques for implementation
and training, in which hyperparameters are adjusted. The system per-
formance is improved by excluding classifications that fail to achieve
minimum threshold values. The performance is computed after analyz-
ing the technique validity for each type of input data. The first and
the second characteristics extracted from the data are the first bytes
from the packet payload and the first bytes of the entire packet. These
characteristics serve as the input of a Stacked Autoencoder (SA) with
five layers, one CNN with a single dimension (1D-CNN), a CNN with
two dimensions (2D-CNN), and an LSTM network. The third extracted
characteristic is based on header fields from the first packets in a packet
group. These fields contain unencrypted payload and information such
as source and destination ports and the TCP window size. This infor-
mation is used as input data for a 2D-CNN, an LSTM network, and a
hybrid model. The hybrid alternative models the output of a 2D-CNN as
a matrix, then the matrix serves as the input of an LSTM network. The
results show that the traffic classification performance for Android and
iOS improves when the initial bytes from the payload are considered.
The best performing architectures are the 1D-CNN and 2D-CNN. It is
worth noting that the other techniques also present satisfying results
and, therefore, that all techniques can perform traffic classification.
Furthermore, the study shows that, despite the progress, additional
effort is still needed to identify an architecture capable of serving all
datasets with the same performance. As such, hybrid networks can be
a promising solution.

Along the lines of traffic classification, the diversity of applications
and users’ behavior pose additional challenges, depicted in Fig. 10, to
traffic prediction in wireless mobile networks. Users’ mobility and so-
cial behavior also influence network traffic requirements (Wang et al.,
2018). The mobility shows spatial dependence, whereas the social be-
havior predominantly shows temporal dependence, e.g., users may have
different network behavior on weekdays and weekends. Despite this
dynamic nature and time variation, Graph Neural Networks (GNNs) are
capable of predicting expected traffic in cellular networks (Defferrard
et al., 2016; Khalil et al., 2017; Battaglia et al., 2018). In a GNN, the
data preprocessing step models the dataset as a graph which is used
as the input of a deep neural network. Wang et al. apply a GNN to a
dataset composed of information captured by cellular towers from a
city in China. This dataset contains important information about each
data transmission from the cellular network, like the detection of new
data transmissions, user and cellular tower identification related to
that transmission, the application, and the type of device used (Wang
et al., 2018). The users’ identities are anonymized to ensure privacy.
The information regarding data transmission captures the temporal
aspect, while the information regarding tower identification captures
the spatial aspect. The traffic between mobile devices and the nearest
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Fig. 12. Traffic prediction model for cellular base stations, adapted from Wang et al.
(2018). The network traffic is modeled as a graph, which is composed of data traffic
between the mobile device and the tower (𝑋𝐴), and between towers (𝑋𝐵). The traffic
is used as the input of a GNN, which is composed by associating an RNN and an MLP.

tower is identified as traffic internal to the tower (𝑋𝐴), while the traffic
between towers is identified as traffic external to the tower (𝑋𝐵). The
traffic is modeled as a vector computed at every time interval 𝑡 that
corresponds to a downlink of thirty minutes. Fig. 12 illustrates the
graph representation of the data reception in towers and the neural
network implemented. Each tower contains the traffic generated from
the devices directly connected to it. For the highlighted tower, the input
data is 𝑋𝐴 and 𝑋𝐵 at each instant 𝑡. The neural network model adopted
by Wang et al. is composed of an RNN and an MLP composed of two
hidden layers each.

Wang et al. train the proposed model and verify its performance by
measuring the Mean Absolute Error (MAE). The results show that the
proposal achieves better performance when compared with different
deep neural network architectures, such as an LSTM network. The
impact of spatial dependence is verified by classifying towers using
PageRank (PR) (Page et al., 1999), a centrality metric that considers
both the number and the quality of a node’s links and the number and
the quality of its neighbors’ links. The top three positions classified
through PR are towers located in highly populated areas, like shopping
centers and universities. Finally, the authors analyze the MAE through-
out a day to capture the temporal dependence. The results show that the
proposal achieves better performance when compared to other neural
networks. The analysis also shows the importance of capturing spatial
and temporal information related to the traffic to perform predictions.
The use of GNNs standout as a trend in mobile networks for traffic
classification, this is due to the aforementioned spatial and temporal
information present in the data, which can also be explored with LSTM
networks.

Mobility prediction

Mobility traffic analysis and prediction are valuable for network
providers. By inspecting traffic flow in a network, network operators
can perform dynamic decisions to optimize network performance and
the user-perceived QoE (Xu et al., 2017; Akbari Torkestani, 2012;
Zhang and Dai, 2019). Since mobile networks generate large volumes
of dynamic data, traditional data processing techniques are ineffective
and deep learning can be employed to help network providers in the
decision-making process (Anagnostopoulos et al., 2011).

Deep learning helps mobile networks maintain nonstop service to
their users, which is usually achieved by tracking the users’ mobility
and providing consistent connection without compromising the users’
QoE. Orzturk et al. propose different cost models for both predictive
and non-predictive handover management (Ozturk et al., 2019). The
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authors use an MLP and a deep-stacked LSTM network, with the
latter outperforming the former, which is attributed to LSTM ability to
explore and learn time-series data. The training and evaluating step is
framed as a classification task, in which the deep learning model must
determine the most probable next user position, given a timestamp
and previously visited locations determined by the base stations. It is
known that recurrent neural networks are best suited for time-series
applications, such as mobility prediction (Zhang et al., 2020). Never-
theless, despite the better performance achieved by LSTM networks, it
is notable that feedforward neural networks were outperformed by at
most 5% accuracy in less-performing scenarios, and an MLP achieved
comparable performance to LSTM networks in some scenarios. These
results reinforce the power of finely-tuned feedforward neural networks
when compared to hastily-designed and more complex models.

Network Slicing

Network Slicing (NS) has emerged to provide different sets of ser-
vices to computer networks in which multiple users have different
Service Level Requirements (SLRs), especially in the context of 5G
networks (Zhang et al., 2017; Addad et al., 2020). This is achieved
by three main components: (i) network functions, which are the build-
ing blocks for network slices; (ii) virtualization, which enables the
abstraction of physical network functions through software; and (iii)
orchestration, which is responsible for connecting and managing each
network function in a network slice. Since 5G networks produce large
volumes of data, deep learning can be used to deploy and maintain
these virtual networks in shared physical infrastructure, a task that is
even more challenging because of node roaming (Kafle et al., 2018;
Toscano et al., 2019; Sun et al., 2020).

Assuming network slice availability, DeepSlice is an approach that
aims to select the appropriate slice for a new device entering the
network, analyze traffic to predict possible resource changes, and adapt
the chosen slices in case of network failure (Thantharate et al., 2019).
The authors perform these tasks by leveraging a CNN to consume
commonly used KPIs and maximize these indicators. The system per-
formance is verified by using multiple datasets, mainly from 5G and
IoT networks. Three key scenarios are evaluated: slice selection for
unknown devices, load balancing, and network slice failure. New and
unknown devices are a common nuisance in 5G networks, and common
heuristics for specific devices cannot be applied in this scenario. Load
balancing is an implementation requirement when constructing and
orchestrating virtual networks, which is the case of network slicing
in 5G networks. Finally, the impact of network slice failure must be
minimized. The approach chosen by the authors reflects what is most
commonly seen in the literature, which is traffic redirection to a master
slice. As a possible research subject, RNNs and their strong prediction
power on time-series data can be explored to predict network slice
failure. This prediction could be used to redirect network traffic in
advance since ongoing data transmissions to or from network slices can
be lost during reconfiguration.

Wang et al. leverage the deep reinforcement learning paradigm to
optimize resource utilization in End-to-End (E2E) communication in
5G networks (Wang et al., 2019). The authors mention users’ privacy
as an issue. Since users’ data can be used to profile individual be-
havior and that this tool cannot be used to maintain users’ privacy,
a DRL model can be implemented to interact with the network and
dynamically adjust resources allocated to network slices. The goal is
to maximize user’s QoS and QoE. The DRL-based scheduler is used to
achieve both high performance and fairness. DRL algorithms require a
state representation and an action space. The state representation relies
on the aggregation of information, such as resource requirements and
each slice KPIs. In turn, the action space is obtained by constraining
modifications to a percentage of the current state. The authors compare
the proposal to greedy, random, and heuristic-based approaches. The
system can minimize resource utilization and maximize performance
while operating under different Service Level Agreements (SLAs).
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Table 6
Summary of applications and deep learning trends on wireless mobile networks.

Paper and
authors

High-level description Deep learning
method

Employed dataset

Pierucci and
Micheli (2016)

QoE prediction MLP and RBF
network

Proprietary, provided by the
Measurement Simtel Open
Platform (SMOP)

Aceto et al.
(2019a)

Traffic classification MLP, SAE, 1D-CNN,
2D-CNN, and LSTM

Proprietary

Wang et al.
(2018)

Cellular traffic prediction GNN e LSTM Proprietary, collected by a
cellular carrier

Bhattacharyya
et al. (2019)

QoE prediction of video
streaming

Deep Q-learning and
MLP

Proprietary

Tang et al.
(2017)

Wireless traffic control 2D-CNN Proprietary

Ozturk et al.
(2019)

Handover prediction MLP and LSTM Based on social studies,
developed by MIT Human
Dynamic Lab

Zhang et al.
(2020)

Traffic and mobility
prediction

LSTM Unspecified

Toscano et al.
(2019)

Network slicing LSTM Proprietary, generated with
NS-3

Thantharate
et al. (2019)

Network slicing CNN DeepSlice dataset

Wang et al.
(2019)

Network slicing CNN and DRL Proprietary
Wireless mobile networks overview

Table 6 presents the papers reviewed in this section. We present four
common applications in wireless mobile networks, namely, users’ QoE
prediction, network traffic analysis, mobility prediction, and network
slicing. Among the corresponding papers, we can identify the prefer-
able use of recurrent neural networks, specifically LSTM networks.
Therefore, the RNN designed for processing sequential data is able to
cope well with the dynamic nature of the data due to users’ mobility.
Furthermore, the use of 1D-CNNs is a promising architecture because
of its potential to explore sequential data, even though this type of data
is currently more explored with RNNs.

3.3. Industrial networks

The fourth industrial revolution, or Industry 4.0, is the ongoing
modernization process of manufacturing technologies. This modern-
ization allows optimal and dynamic configuration of manufacturing
processes to efficiently fit the global market (Zhong et al., 2017).
To accomplish this, the fourth industrial generation strongly relies on
cyber–physical systems, big data analytics, and new technologies, such
as cloud and fog computing (Aceto et al., 2019b). All these technologies
together are also the basis of the Industrial Internet of Things (IIoT),
which can be defined as a particular case of IoT connecting industrial
elements, such as machines and control systems to information systems
and business processes. Thus, it is possible to monitor all the factory
elements and make decisions by diagnostics or predictions based on
large volumes of data permanently collected. All this industrial progress
comes with challenges mainly correlated to plant monitoring. These
challenges relate to the requirement of the network being always
available, which is known as service criticality, and to the data volume
generated by the information exchanged between network nodes to
control and monitor industrial systems. Fig. 13 shows the main chal-
lenges in industrial networks, originated from the service criticality,
represented by the right red circle, and the high volume of generated
data, represented by the left blue circle.

Two research directions using deep learning arise from the re-
quirements shown in Fig. 13: system monitoring, and edge and cloud
resource optimization. The system monitoring research trend has the
objective of obtaining current or future status from different industrial
17
Fig. 13. Challenges in industrial networks and main deep learning research trends.

settings (Gantert et al., 2021). The idea is to eliminate or reduce un-
expected interruptions. For instance, normal and abnormal conditions
can be classified by DNNs, such as in Luo et al.’s approach (Luo et al.,
2020). Li et al. in an alternative effort, adopt images provided by
cameras from the production line to detect product defects (Li et al.,
2018b). Also, LSTM networks enable Cheng et al. to check bearing
status by vibration signals (Cheng et al., 2018), and Chen et al. to
estimate machine’s Remaining Useful Life (RUL), enabling scheduled
maintenance (Chen et al., 2020a). The second trend includes works that
deal with the efficient exchange of large volumes of data to and from
edge and cloud nodes. This scenario requires resource optimization,
which turns out to be a real problem that can be solved with deep-
learning-based approaches. To determine how edge and cloud resources
can be better allocated regarding latency requirements, Zeng. et al.
use network partitioning (Zeng et al., 2019). Zhang et al. evaluate and
predict cloud workload by industrial machines to guarantee optimal
allocation (Zhang et al., 2018). Liang et al. in turn, prove that DNNs
can mitigate congestion and decrease network traffic using edge nodes
for training instead of the cloud (Liang et al., 2020). In addition, Dou
et al. select key frames in video transmission and reduce resolution
when the available network bandwidth is scarce (Dou et al., 2020). All
these research directions are detailed next.

System monitoring

Systems for fault diagnosis, RUL estimation, and process monitor-
ing allow optimal maintenance and avoid interruptions on industrial
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plants. Luo et al. propose a DNN to detect normal and abnormal
conditions during methanol distillation. The method achieves better
performance on F1-score and AUC compared with CNNs, RNNs, and
LSTMs (Luo et al., 2020).

Machine health supervising is possible by combining anomaly detec-
tion with methods of fault prognosis. Cheng et al. propose a method to
check bearing status that starts with features in time-domain,
frequency-domain, and time–frequency extracted from signal vibrations
selected by Euclidean distance (Cheng et al., 2018). Then, a clustering
algorithm is adopted for anomaly detection. An LSTM network is
employed for failure prognostics by using the point where the anomaly
was previously detected as its first input.

Prediction of machine RUL enables planned maintenance, reducing
the cost compared with immediate maintenance (de Jonge et al., 2017).
LSTM networks can be used for predicting machine RUL, but the
importance of a feature and time steps are not learned. To solve this
issue, Chen et al. propose an approach with two types of features:
extracted from raw data and handcrafted (Chen et al., 2020a). Features
extracted directly from raw data are used as inputs of an LSTM network,
an attention layer, and a merge layer. Handcrafted features are used as
inputs of a fully connected layer. The complete features are formed by
the concatenation of both. Thus, a regression algorithm is applied for
RUL prediction. Experimental results demonstrate better performance
than MLP, SVR, Relevance Vector Machine (RVM), feedforward neural
networks, and RF.

Focusing on monitoring the production line Li et al. develop a
system capable of intelligently identifying and classifying defects by
using information extracted from multiple cameras. The system seeks
to operate in real-time, despite the large volume of data generated by
the cameras. To achieve that, the authors use fog and cloud nodes
to decrease the inference time. If the nodes at the fog perform the
classification, it is not needed to send data back and forth to the
cloud (Li et al., 2018b). Nevertheless, on the one hand, the computa-
tional power required is an obstacle to nodes at the fog with possibly
limited resources. This can have a negative impact on high accuracy
classification in all scenarios. On the other hand, leaving the entire
task to cloud nodes can increase response time. To deal with this
trade-off, the proposed system adopts offline results always using a pre-
determined accuracy threshold. If the threshold is not achieved, results
from the cloud are used.

The system proposed by Li et al. identifies product defects and
measures their severity levels, classifying them as conforming or not
to the factory policies. Fig. 14 shows the proposed system. Initially, the
images captured on the production line are sent to local computers, i.e.,
the fog nodes. Afterward, the data goes through two convolutional lay-
ers located at the local nodes as an attempt to identify and classify the
product malfunction. The resulting data from the analysis performed at
the local nodes are called intermediary results. In parallel, the results
are sent to cloud servers, where they go through two additional convo-
lutional layers and two fully connected layers, where it is possible to
perform classification and estimate the severity level with a regressor.
The results from the fog node are considered if the local approach
is able to correctly analyze the camera footage. If this happens, the
intermediate results are not sent to the cloud and the process can be
considered finished. The system determines if the local approach is
able to analyze the data by using a pre-determined threshold acting
as a maximum for the cost function. This final result obtained without
using cloud servers is called ‘‘early exit’’ since the system is quicker to
perform defect evaluation. It is possible to adopt multiple early exits
in the local approach, by sending the data in parallel not only to the
cloud servers, but also to other convolutional layers.

One of the challenges faced by Li et al. is the development of a cost
function that allows efficient and simultaneous training of the regressor
and classifier. The proposed online cost function is the sum of three
other functions and their respective weights with distinct goals: identify
the defect through a softmax-based cost function, measure the defect
18
Fig. 14. System used to evaluate product defects at production lines.
Source: Adapted from Li et al. (2018b).

level, and reduce overfitting. The proposed local function is the sum
of all the cost functions on each early exit, and these functions are the
same as the ones used by the remote proposal.

The manually captured dataset is composed of ten distinct defect
categories. The diagnosing ability of the system is compared with two
other methods used in defect detection: the contour detection approach
and the pixel-based method using the Receiver Operating Characteristic
(ROC) curve. In at least nine situations, the proposed system achieves
better performance while maintaining lower execution times when
compared to local computing.

Edge and cloud resources optimization

Cloud computing is widely employed in industrial networks given
its elasticity property, in addition to low-cost data processing and
storage (Al-Dhuraibi et al., 2017). Nevertheless, cloud-based solutions
in IIoT may cause network congestion as a consequence of the massive
data traffic generated. Then, edge-based and hybrid alternatives emerge
as an option to implement deep learning without compromising the
network. Zeng et al. propose a framework to find the optimal partition
and exit point in the classical AlexNet model (Krizhevsky et al., 2017)
with five exit points corresponding to a branch covering 12, 16, 19, 20,
and 22 layers (Zeng et al., 2019). In their work, the authors run a DNN
in both edge servers and devices to get information such as execution
time and accuracy on each layer. The main idea is to determine the
exit-point and partition that satisfies latency requirements. The edge
server executes the DNN until the partition point and then it moves
the intermediate results to the devices to finish inference. The optimal
point can be determined by an iterative algorithm or a DRL approach.
On DRL, the reward function is composed of total latency and accuracy.
Device and edge-only are not able to satisfy the latency requirement
in most cases. Even under the strict latency requirement, the DRL
alternative achieves the same accuracy as the best scenarios.

To reduce network traffic and avoid congestion, Liang et al. use edge
nodes to train a CNN and send well-trained models to the cloud (Liang
et al., 2020). The number of layers is selected by experiments demon-
strating that the accuracy does not have a relevant increase with more
than four layers. A dataset to simulate industrial component classifica-
tion is used to evaluate the proposal in the industrial environment. The
training time decreases when compared with the LeNet5 (LeCun et al.,
1989) and VGG16 (Simonyan and Zisserman, 2015) DNN architectures
while achieving comparable accuracy.

Besides empirical approaches, optimal resource allocation is pos-
sible by evaluating and predicting the cloud workload imposed by
industrial machines. The workload prediction in this scenario is chal-
lenging since the machines generate dynamic workloads. The predic-
tion allows QoS guarantees and optimal usage of industrial network
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resources. Zhang et al. indicate that training a deep learning model
is a time-consuming task due to the large number of parameters to
be considered. They propose a cloud workload prediction model by
adopting the Canonical Polyadic Decomposition (CPD) to compress the
parameters (Zhang et al., 2018). The model’s goal is to predict CPU
usage of the virtual machine with the highest workload for a given day,
and the usage of multiple virtual machines in four future intervals.

The evaluation is performed using four metrics: approximation
error, decrease in classification accuracy, parameter reduction, and
increase in training speed. The approximation error and decrease in
accuracy are caused by parameter conversion. Parameter reduction
is the proportion between the number of original and compressed
parameters. The increase in training speed refers to the rate between
the execution time of a traditional model using SAEs and the proposed
model. The proposed model is compared with a traditional approach
and another model that performs parameter compression by leveraging
another method, known as Tucker decomposition (Malik and Becker,
2018). To evaluate the prediction accuracy, the authors compare the
model performance with traditional neural networks techniques and
Deep Belief Networks (DBNs), achieving superior training speed with
negligible accuracy reduction and performing the CPU usage prediction
with higher accuracy.

Lastly, not disrupting video transmission even when the avail-
able network bandwidth is low in an industrial environment is also
a challenge. Video interruption for vigilance systems needs to be
avoided. Dou et al. conduct streaming optimization with DNN to
support keyframes selection. The most important frames are trans-
mitted with reduced resolution until the quality of the video can be
increased (Dou et al., 2020). An edge server runs an object detection
algorithm based on deep learning and reduces frame resolution when
the users’ network quality is low. When it changes, the video can be
streamed on the original quality. YOLOv3 and SSD are well-known
object detection DNNs used in this work (Redmon and Farhadi, 2018;
Liu et al., 2016).

CNNs are the most common deep neural network architecture used
to solve challenges in industrial networks. Besides video monitoring,
the data from sensors to control factory assets can be converted into
images. Thus, this justifies CNNs’ popularity in industrial networks. The
approaches based on video or images generate big data, becoming re-
source allocation another research trend. Then, the network availability
is guaranteed based on DNNs’ partition.

Industrial networks overview

Table 7 presents the papers reviewed in this section. We present
two common applications in industrial networks, namely, system mon-
itoring and edge and cloud resources optimization. Industrial networks
also favor the use of CNNs, this is mostly a consequence of applica-
tions that rely on image and video data to perform classification and
detection. Nevertheless, instead of simply offloading large DNNs to the
cloud, the solutions attempt to reduce communication overhead and
delay by using different techniques, such as early-exit approaches and
model partitioning. We would like to highlight that these techniques
are still unexplored in other challenged networks. Additionally, LSTM
networks are also popular in industrial networks, given the natural
time-dependent features present in data collected by sensors in the in-
dustrial machinery. As mentioned before, 1D-CNNs are also capable of
leveraging time dependencies in data but are still somewhat unexplored
and are less favored than multiple RNN architectures.

3.4. Vehicular networks

In vehicular networks, the communication typically happens be-
tween vehicles, referred to as Vehicle-to-Vehicle (V2V), or between ve-
hicles and infrastructure, referred to as Vehicle-to-Infrastructure (V2I).
As a consequence of V2V and V2I, new possibilities are emerging to
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Fig. 15. Challenges in vehicular networks and main deep learning research trends.

include communications between vehicles and pedestrians, vehicles,
and cloud servers, and also vehicles and cellular networks. These
possibilities culminate on the Vehicle-to-Everything (V2X) paradigm,
which can be generalized to all communications between vehicles and
any device able to interact and support applications under the umbrella
of Intelligent Transportation Systems (ITSs) and smart cities (Liang
et al., 2019; Zhu et al., 2019). Besides the communication power,
ITS applications can leverage the ever-increasing number of sensors
embedded into vehicles and other mobile devices for improving driving
safety, comfort, and traffic efficiency.

Concerning safety, the quick and reliable exchange of situational
messages is one of the main requirements of V2X to prevent acci-
dents (MacHardy et al., 2018). To accomplish that, node positioning,
network dynamics, and service criticality are challenges to be handled
in ITSs, and consequently the target of solutions based on artificial
intelligence. More specifically, deep neural networks have proven today
to be a preferred choice. Fig. 15 illustrates all the challenging charac-
teristics shared by two research directions using deep learning: network
dynamics learning, and network management and control. Firstly, the
comprehension of the network dynamics allows the prediction of future
traffic behavior as well as optimal or near-optimal decisions, which
depends on learning from a large volume of data. Hence, in the first
research direction, we discuss important trends to improve drivers
and pedestrians’ safety and comfort, such as vehicle localization (Wan
et al., 2020), traffic prediction (Lv et al., 2014), intelligent traffic light
control (Wu et al., 2020b; Wei et al., 2018; Van der Pol and Oliehoek,
2016), safety analysis improvements (Peng et al., 2018; Lago et al.,
2021), and motion planning for autonomous vehicles (Aradi, 2020;
Isele et al., 2018). In the second research direction, we introduce works
that deal with network management and control, which aim to improve
network resource allocation and reduce the volume of control data
exchanged (Ning et al., 2020; Ye et al., 2019; Wang et al., 2020).

Network dynamics learning

Intelligent transportation systems aim to enhance the safety and
the comfort of trips by leveraging data, such as driving safety status,
vehicle traffic flow on highways, and road visibility conditions (Tong
et al., 2019). Therefore, precise vehicle positioning is a relevant issue to
ensure safety in ITSs. With that in mind, Wan et al. develop a method
based on Direction-Of-Arrival (DOA) estimation to accurately estimate
vehicle position in real-time (Wan et al., 2020). DOA estimation is
based on the SBLNet that contains several layers that perform Sparse
Bayesian Learning (SBL). In this approach, base stations contain a large
number of antennas that receive the vehicles’ sensor information. Then,
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Table 7
Summary of applications and deep learning trends on industrial networks.

Paper and
authors

High-level description Deep learning
method

Employed dataset

Zeng et al.
(2019)

Network partitioning
Resource allocation

CNN CIFAR-10

Liang et al.
(2020)

Model training at the edge
Resource allocation

CNN T-Less

Zhang et al.
(2018)

Workload prediction
Resource allocation

SAE Proprietary, generated with
PlaneLab and CloudSim

Dou et al.
(2020)

Network partitioning
Real-time video

YOLOv3 (Redmon
and Farhadi, 2018),
SSD (Liu et al.,
2016) and R-CNNs

COCO

Luo et al.
(2020)

Fault diagnosis
Process monitoring

Unspecified Simulations for the
Tennessee Eastman Process

Cheng et al.
(2018)

Failure prognostics
Machine monitoring

LSTM Vibration signals by the NSF
I/UCR Center

Chen et al.
(2020a)

RUL prediction
Machine monitoring

LSTM C-MAPSS PHM 2008

Li et al.
(2018b)

Product defect detection
Factory monitoring

CNN Proprietary, collected in a
tile production
the information of this massive Multiple-Input and Multiple-Output
(MIMO) is used as input data of the SBLNet, whereas the output is the
DOA of the autonomous vehicle.

One important research direction is traffic flow prediction. Lv et al.
propose a deep learning model that leverages stacked autoencoders
to learn generic traffic flow characteristics and predict future behav-
ior (Lv et al., 2014). The proposed model predicts traffic flows for
the next time interval considering four different sizes: 15, 30, 45, and
60 minutes. Each time interval uses different numbers of neurons per
layer, determined through trial and error. Fig. 16 shows the proposed
architecture, which employs a stacked autoencoder followed by an
output predictor. Initially, some characteristics are extracted by the
stacked autoencoder from the input data before going through the
predictor. Just as our workflow illustrated in Fig. 5, the data is col-
lected by multiple detectors distributed by road systems in California.
Furthermore, the data collected from the vehicular traffic is aggregated
to generate the mean traffic flow on the roads with multiple detectors.
Thus, the data collected by each detector is aggregated using longer
time intervals. For the implementation, the traffic data is submitted to
the stacked autoencoder. During training, the layers are trained from
the input towards the output. The goal is to minimize the cost function
before training the next model’s layer. The last output layer is the
input of the prediction layer. The predictor initializes its parameters
at random or through supervised learning. After training each layer,
a new training step is performed for the complete network. In this
step, all parameters are learned through standard backpropagation.
The proposal’s performance is assessed using three indicators: MAE,
MRE, and MSE. Experiments are conducted comparing the proposed
model with other commonly used traffic prediction approaches, such as
Radial Basis Function (RBF) networks. The proposal achieves a higher
mean accuracy when compared with the other models and the best
performance is the result of proper hyperparameter tuning, such as the
number of hidden layers and the number of neurons per layer. Thus, the
experiment shows that proper hyperparameter tuning is an important
factor to achieve satisfactory results.

Another relevant research direction, intelligent traffic light con-
trol, is an emerging topic to optimize the efficiency of transportation
systems. Traffic lights are typically controlled by pre-defined fixed-
time or vehicle-actuated control methods, neglecting the current traffic
conditions. The central point of this problem is the inability to deal with
high randomness in traffic. Traffic control can impact factors such as
waiting time for vehicles and the number of vehicles passing through
intersections. In this direction, Wei et al. develop an approach based on
deep Q-learning with offline and online steps called Intellilight (Wei
20
Fig. 16. Traffic flow prediction architecture.
Source: Adapted from Lv et al. (2014).

et al., 2018). The data is collected by using a fixed timetable for the
lights during the offline phase and used by the model for training. After-
ward, in the online phase, the agent performs the action based on state
observations. The comparison analysis is between the Intellilight and
three types of methods: fixed-time control method, the Self-Organizing
Traffic Light (SOTL) control (Cools et al., 2013), and a proposal based
on Deep Q-Networks (DQNs), a neural network assisted by Q-learning,
proposed by Van der Pol and Oliehoek (2016). The evaluation uses the
average length of the queue of cars, delay, the waiting time, and the
average travel duration. The results demonstrate the capability of the
proposal to achieve smaller or the same values of all metrics compared
with all the other three approaches used in the analysis.

Tong et al. also tackle urban traffic light control, proposing a multi-
agent deep reinforcement learning method to minimize congestion and
improve urban environments for drivers and pedestrians (Wu et al.,
2020b). The DRL model is based on the Multi-Agent Recurrent Deep
Deterministic Policy Gradient Algorithm (MARDDPG). The work also
considers waiting time for pedestrians to cross the road. Furthermore,
the buses have a higher priority to move. Therefore, the states have
the following characteristics: the cars’ queue length in the road, the
vehicles’ speed, the number of pedestrians crossing the road, and the
traffic light phase. Each state transition is defined as a Markov Decision
Process (MDP). The reward function considers the length of the car
queue, waiting time for each vehicle, and the total waiting time of
pedestrians. The agents are placed at each road intersection to adjust
the time of the traffic light phase. The model uses an LSTM network
on the critic network and the actor-network for each agent. During
the offline training, each agent receives the environment observations
and the other agents’ actions. Therefore, the agent adjusts the local



Journal of Network and Computer Applications 194 (2021) 103213K. Bochie et al.
Fig. 17. DeepRSI is a framework for evaluating road safety by a Safety Index (SI),
adapted from (Peng et al., 2018). The vehicle data and external data are, respectively,
the input of the convolutional and the fully connected networks.

policy according to the other agents’ estimated policies to improve
the convergence process. Nevertheless, each agent makes the decision
based only on local information in the online test. This learning process
is centralized but with distributed execution. The proposal’s evaluation
is conducted in the Simulation of Urban Mobility (SUMO) simulator.
The authors compare their method with a baseline approach, achieving
better results for medium-scale traffic networks.

Peng et al. focus on improving the safety analysis through a hy-
brid neural network (Peng et al., 2018). Research on vehicular safety
usually follows two distinct approaches. Driver and pedestrian safety
approaches use information about driver behavior and vehicular infor-
mation, such as speed, camera pictures, and vehicle built-in sensors.
The road safety approach can use mathematical models or picture
analysis. Nevertheless, Peng et al. argue that external-factors-based ap-
proaches use mathematical models that may not be applicable to every
urban setting due to empirical assumptions. The authors propose a deep
learning framework called DeepRSI that considers two approaches to
road safety. The DeepRSI is a hybrid neural network that improves the
road safety analysis precision by capturing sensor information from cars
and external environmental factors, such as the weather (Peng et al.,
2018). The input data consists of weather and event data collected
by 13,000 taxis that contribute to GPS routes and vehicular sensors’
information.

Fig. 17 illustrates the DeepRSI framework, which is composed of
three convolutional networks and a fully connected network for each
city region. Space–time learning is assigned to the convolutional layers.
In this sense, the dataset is divided into three temporal segments:
recent, near, and distant. One distinct convolutional neural network
receives one temporal segment, which performs spatial learning from
the dense convolutional layers. Then, the output aggregation is through
a method based on parametric matrix fusion. The fully connected
layer receives the external environment factors as inputs. Its output
is added to the output of the convolutional layer. The framework
uses the Rectified Linear Unit (ReLu) activation function to speed up
convergence, while the softmax (Bishop, 2006) function is used to
perform classification. The Safety Index (SI) is the model output for
each region. Therefore, the SI evaluates road safety considering all
important aspects. In other words, the SI considers both information
related to vehicles and the environment. The evaluation of the DeepRSI
framework is done through the analysis of precision and recall. The
results show that DeepRSI presents better performance when compared
with other approaches such as Decision Trees (DTs) and Support Vector
21

Machine (SVM). The authors argue that the proposed framework is
generic enough to be applied to any scenario because its learning is
not limited to local images, such as other approaches related to road
safety. The important factor of DeepRSI is that data aggregation is
used for road safety analysis, which contrasts with its usual application
concerning drivers and pedestrians.

Motion planning for autonomous vehicles is also considered a rele-
vant research direction as a consequence of the typical scenario dynam-
ics. In this sense, Aradi discusses DRL employment in motion planning
with approaches in different scenarios, considering single or multiple
agents (Aradi, 2020). Isele et al. propose motion planning using DRL
for unsignaled intersections (Isele et al., 2018). In their work, the
DRL model is a DQN. The DQN receives from the environment the
heading angle, velocity, and an indicator term. The indicator term
informs whether the road grid is occupied. The approach considers
two possible actions: time-to-go and sequential actions. The time-to-go
represents the actions wait-to-go, where each decision to wait allows
the next action to be wait or go. Nevertheless, the agent does not allow
a wait decision after a go action. The sequential mode represents the
movement actions, which have a more complex behavior, where the
agent can slow down and wait for oncoming traffic to conclude. The
authors train one DQN for each action, i.e., one DQN for sequential
actions and another for time-to-go. The sequential network has 12
outputs that correspond to three actions: accelerate, decelerate, and
maintain velocity; whereas the time-to-go network has 5 outputs, one
corresponding to go and all the others to wait. Isele et al. conduct
experiments using SUMO simulator with data collected from an au-
tonomous vehicle using six Lidar sensors. The vehicular traffic model
is the Intelligent Driver Model (IDM). The simulation considers five
scenarios among turn left, turn right, and move forward on the road.
The results show that DQNs are able to learn about the scenarios,
although in some tests a collision occurs.

Network management and control

Vehicular communications are essential to many ITS applications,
such as safety. Nevertheless, the communication environment is chal-
lenging and imposes obstacles to vehicular networking. One approach
to deal with these obstacles is devoted to improvements of wireless
resource allocation. In this context, recent works propose deep learning
to promote efficient resource allocation. These approaches can be
centralized or decentralized. In the former, the central controller is
responsible for resources management (Ning et al., 2020); whereas in
the latter, each node, such as a vehicle or a base station, can manage
its resources (Ye et al., 2019).

Using a centralized approach, a network traffic control system
based on deep reinforcement learning is employed to deal with user
requests and resource allocation on the Internet of Connected Vehicles
(IoCVs) (Ning et al., 2020). Traffic control systems allow better net-
work resource allocation and cache content, consequently maximizing
operators’ profit. The IoCV architecture is hierarchical and composed
of one cellular Base Station (BS) and several Road Side Units (RSUs),
which provide communication infrastructure and storage services to
vehicles. RSUs have limited processing and storage capacity at the
network edge, whereas cellular base stations have large processing and
storage capacity. The DRL model is positioned at the BS and, therefore,
its agent is in charge of managing traffic allocation and storage tasks for
all devices in the network, i.e., vehicle, RSU, and BS. The BS receives
all environment information, such as vehicle speed, and processing and
storage capacity of each RSU.

The speed is used to estimate the communication time between
the vehicle and the RSU and, consequently, the BS defines whether
the RSU can receive and process the data from the vehicle. This
environmental information is used as the input of the CNN, which
is the DNN architecture of the DRL model, whereas the output is
a set of actions. These actions are the execution of the computing

tasks and requested contents for each RSU. Furthermore, the output
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also defines the corresponding resource allocation to each vehicle. The
results suggest that the proposal achieves satisfactory performance in
IoCVs.

The centralized approach achieves high performance for resource
allocation mainly because of the complete view of the network. Never-
theless, the growth in the number of vehicles can increase the network
signaling overhead and the communication time. Therefore, Ye et al.
propose a decentralized system based on deep reinforcement learn-
ing to enable efficient communication in Vehicular Adhoc NETworks
(VANETs) (Ye et al., 2019). The authors implement an autonomous
agent capable of making decisions and determining the sub-band and
the transmission power that optimize communications with only local
information. The proposal uses a reward function to ensure the latency
requirements for V2V links, while it ensures that V2V communications
do not interfere with V2I links. The proposed model employs deep
Q-Learning to allocate network resources and is designed for unicast
and broadcast scenarios. Besides unicast scenarios, broadcast scenarios
are essential to safety applications given the high network dynamics.
Applying the proposed model to the unicast scenario at each instant
𝑡, the agent can observe the communication status, and consequently,
select the best sub-band and transmission power according to the
learning policy. In the broadcast scenario, the agent can also relay the
previously received broadcast message. The proposed model is trained
and tested in a simulated environment. Vehicles are randomly placed
on a road, and it is assumed that each vehicle needs to establish
communications with three other vehicles. The number of vehicles is
between 20 and 160 in the experiments. The model architecture is a
fully connected neural network with three hidden layers. The proposed
model is compared with others in both unicast and broadcast scenarios,
showing more efficient use of communication links. The proposal,
however, imposes more computational time, contrasting to the initial
claim of decentralized approaches. Aware of that, Ye et al. plan to
reduce the time needed to compute the deep neural network.

In another work, Wang et al. compress the Channel State Informa-
tion (CSI) and allocate resources in V2X networks (Wang et al., 2020).
The authors analyze two approaches for allocating resources for each
V2V link based on DRL, one centralized, called C-Decision, and another
decentralized, called D-Decision. The authors refer to a V2V link as an
abstraction regarding the pair of nodes connected by a link. Hence, the
state of each V2V link has the following characteristics: transmission
power, the current channel power gains, and the interference power
of all channels, V2V and V2I. This local information is compressed
through a DNN at the vehicle to reduce the network signaling overhead.
After that, the compressed information becomes the input of the DRL
model.

In the C-Decision scheme, the DRL model is at the BS, which is
the agent that receives the compressed information to employ in a
DQN. The goal of the reward is to guarantee the V2V link transmission
with a minimal impact over V2I links. The BS action determines the
channel allocation vector for each V2V link. Finally, the BS sends the
results to all vehicles. Conversely, in the D-Decision scheme, the same
DRL architecture is employed at each V2V link. Furthermore, a DNN
at the BS aggregates the feedback from all vehicles. The output is the
Aggregated Global Information (AGI), which becomes the input of the
deep Q-learning model along with local observations. Then, according
to the reward policy, the DRL model determines the action to choose
the channel allocation. In the experiments, the model architecture is
a fully connected neural network, with three hidden layers and a
different number of neurons per layer in each neural network. Both
approaches have a near-optimal performance. When they compare the
centralized with the decentralized approach, the C-decision scheme
needs fewer training episodes. We highlight that, in the context of
reinforcement learning, an episode is a sequence of states, actions, and
rewards, ending on a terminal state. Furthermore, the D-Decision has a
small performance degradation, which still allows its implementation.
22

In network management and control, we observe that the centralized m
approach has better results with less overall computational time. Never-
theless, the decentralized approach has greater decision autonomy with
less traffic control data.

An important remark on vehicular networking is the application of
deep reinforcement learning in several research directions especially
when information about the environment is required.

Vehicular networks overview

Table 8 presents the papers reviewed in this section. We present two
common applications in vehicular networks, namely, network dynamics
learning and network management and control. In vehicular networks,
DRL is a common trend. The dynamics, coupled with exact SLRs,
fosters an environment where the time consumed by transferring data
to cloud servers paves the way to deep learning on the network edge.
Reinforcement learning is a powerful paradigm to perform actions in
real-time, as long as the agent can be placed at the network edge.
The most prevailing deep reinforcement learning model is based on
Q-learning. DNNs, especially CNNs, enable DRL for VANETS.

4. Transversal issues

Challenged networks share many issues and research directions.
For instance, security is a general concern and, consequently, can
be considered transversal to mobile, IoT, industrial, and vehicular
scenarios. Similarly, data privacy, which is fundamental for deep-
learning-based solutions, can also affect all challenged networks. From
the performance viewpoint, solutions to enhance deep-learning-based
proposals are also of common interest. Early-exit deep neural networks
and model partitioning have been investigated as a way of guaranteeing
satisfactory inference results, whilst working under latency constraints.

This section reviews solutions that are not being developed for a
specific challenged network in mind, or solutions that can be applied
to multiple types of challenged networks. We group solutions by subject
instead of network type and highlight to which challenged network the
corresponding solution could be applied.

4.1. Security

The large number of devices with communication capabilities and
Internet access in challenged networks significantly increases network
vulnerability. If efficient security mechanisms are missing, these de-
vices become entry points to malicious users. In industrial networks, for
example, online security systems are primordial to keep the information
regarding new attack strategies to critical structures always updated.
Likewise, in challenged networks, intrusions are a serious concern.
Intrusion Detection Systems (IDSs) are fundamental and represent a
transversal issue for challenged networks. IDSs often deal with large
volumes of data usually collected from network traffic, bringing deep
learning approaches into scene. The advantages of deep-learning-based
IDSs over those using classical machine learning techniques are lower
false positive rates and more ease in identifying new attack types (Al-
Hawawreh et al., 2018). This section discusses the key points for
the development of secure challenged networks. We emphasize that
most solutions are general enough to be replicated to another type of
network, even though it is proposed to a given challenged network
type.

Al-Hawawreh et al. propose an anomaly detection system with an
architecture based on autoencoders and feedforward neural networks.
The dataset used for system rating is composed of data collected from
TCP/IP traffic, which are then divided into three subsets. While subset
𝐴 contains only samples from normal network behavior, subsets 𝐵
and 𝐶 contain regular and attack samples (Al-Hawawreh et al., 2018).

uring data pre-processing, non-numerical values are mapped into
umerical values before applying the Z-score normalization, which

aps the values around the set mean. Training is then performed in two
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Table 8
Summary of applications and deep learning trends on vehicular networks.

Paper and authors High-level description Deep learning
method

Employed dataset

Wan et al. (2020) Precise location estimation
Autonomous vehicles

Deep Sparse
Bayesian Learning
(SBL)

Proprietary

Lv et al. (2014) Vehicle traffic flow
prediction

MLP and SAE Collected from Caltrans
Performance Measurement
System (PeMS)

Wu et al. (2020b) Urban traffic light control
Real-time analysis

Multi-agent DRL,
and LSTM

Proprietary, simulated with
Simulation of Urban
Mobility (SUMO)

Wei et al. (2018) Urban traffic light control
Real-time analysis

Deep Q-learning and
CNN

Proprietary, simulated with
SUMO

Peng et al. (2018) Safety analysis
Temporal analysis

MLP and CNN Proprietary, collected from
an online survey

Isele et al. (2018) Motion planning
Autonomous vehicles
Unsignaled intersections

Deep Q-learning Proprietary, simulated with
SUMO

Ning et al. (2020) Resource allocation
Edge computing
Real-time analysis

DRL and CNN Proprietary

Ye et al. (2019) Resource allocation
Real-time analysis

Deep Q-learning and
MLP

Proprietary

Wang et al. (2020) Resource allocation
Data compression
Real-time analysis

Deep Q-learning and
MLP

Proprietary
c
d
w
P
m
d
s
i
a
a
r
9
d
r
l
a
9
a

c
d
n
n
u
t

4

n
n
t
2
p
e
t

steps. The reason for dividing the training is to make sure that the algo-
rithm responsible for classification is initialized with optimal weights
and biases, since random initialization can incur slower convergence.
The first training phase is performed with autoencoder networks using
subset 𝐴. In the second phase, the accuracy of the method is tested

ith the samples from subset 𝐵, which includes attack samples. The
ean squared error is chosen as the cost function to be minimized
uring training, using Stochastic Gradient Descent (SGD). At the end
f this phase, the prediction model is ready to be tested. Lastly, subset
is used for testing. The authors evaluate the system using the NSL-

DD and UNSW-NB15 datasets. The results show that the proposed
ystem achieves a higher performance on the NSL-KDD scenario with
igh accuracy and detection rate, but with a small false positive rate.
n the UNSW-NB15 dataset, the proposal also achieves a satisfactory
erformance. However, there are slightly reduced accuracy and de-
ection rate, and a higher false positive rate. A similar application is
xplored by Ferrag et al. which also consists of performing intrusion
etection, but on datasets tailored to agriculture 4.0 scenarios (Ferrag
t al., 2021). In addition to MLP and CNN evaluation, the authors
lso use an LSTM network to explore the long-short term dependencies
etween samples. Their results show that, with 1D-CNNs, one can also
chieve equivalent or superior results compared with LSTM networks.

Unlike the previous work, Sharafaldin et al. evaluate the perfor-
ance of deep learning techniques compared with traditional ma-

hine learning models applied to anomaly detection (Sharafaldin et al.,
018). The authors use the random forest regressor model to extract
he best attributes from the 78 present in the original dataset and
se an MLP to perform classification. As such, it is possible to infer
hich attributes have high predictive power in relation to the target,
s illustrated in Fig. 5. The chosen attributes vary from the type of
ttack triggered against the network. It is worth noting that the prepro-
essing step indicates the most effective attributes for identifying and
lassifying the attacks, even before applying the deep learning model.
fter the preprocessing step, the authors use six traditional machine

earning models and an MLP as the deep learning model. The models
re evaluated using precision, recall, and F1-score as metrics. The
esults show that the proposed deep learning model does not achieve
atisfactory performance, confirming that developing deep learning
23

pplications is still a challenge. l
Similarly to the previous work, Panwar et al. use traditional ma-
hine learning models, showing the need for further investigation on
eep learning models and their performance to IDS development (Pan-
ar et al., 2019). Nevertheless, even though Sharafaldin et al. and
anwar et al. show that anomaly detection models based on traditional
achine learning techniques achieve better performance than simple
eep learning models, Vinayakumar et al. present a detailed analysis
howing the potential of deep neural networks for attack classification
n different computer network types (Vinayakumar et al., 2019). In
ddition to the extensive analysis using the NSL-KDD, UNSW-NB15,
nd CICIDS datasets, the authors also perform an analysis on hyperpa-
ameter tuning for the deep learning model. The authors achieve over
6% accuracy both in multiclass and binary classification on the CICIDS
ataset with deep regularized neural networks with 3 layers and 1 layer,
espectively. The best performance achieved with classical machine
earning techniques is obtained using a random forest model, with
round 95% accuracy both in multiclass and binary classification and
4.0% accuracy in binary classification on the same dataset. A similar
pproach proposed by Wu et al. can be seen in Wu et al. (2020a).

As a particular challenge of deep-learning-based solutions for se-
urity applications, we have noticed a lack of properly constructed
atasets. As a consequence, papers are usually evaluated on a limited
umber of datasets, which is an obstacle to model generalization. Since
ew network attacks are constantly created by malicious users, it is of
tmost importance that deep learning models become general enough
o, ideally, detect previously unseen attacks.

.2. Federated learning and privacy-preserving algorithms

The ever-increasing interest in digital privacy originates a large
umber of solutions proposed to protect users’ data during neural
etwork training. Differential privacy achieves this goal by leveraging
he concept of adjacent databases (Dwork, 2011; Dwork and Roth,
014; Ho et al., 2021). Abadi et al. have demonstrated that it is
ossible to train DNNs within an adjustable privacy budget (Abadi
t al., 2016b). Shokri and Shmatikov implemented a collaborative
raining system for DNNs, which enables multiple nodes to learn a deep

earning model without sharing their inputs (Shokri and Shmatikov,
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2015). Their implementation of a distributed selective stochastic gra-
dient descent algorithm can be viewed as an early implementation of
decentralized federated learning. Even though the final system does
not strictly specify the way a central server selects and controls the
participating nodes, as it is common in most current implementations of
federated learning, their implementation is able to achieve comparable
performance to centralized SGD while maintaining a per-parameter
privacy budget. Following this trend, federated learning has emerged
as an alternative to large deep neural networks training, while main-
taining privacy (Lim et al., 2020; Li et al., 2020; McMahan et al., 2017).
Users’ privacy is achieved by leveraging a distributed training process,
where each user involved is responsible for training a machine learning
model and reporting its updated parameters to a central server. The
server is responsible for aggregating the newly received parameters
and reporting the global model to the nodes, which can then be used
to perform local inference and improve the devices’ usability. While
none of the papers reviewed in this section are dedicated to a particular
challenged network, they generalize well and could be applied to sce-
narios where multiple underutilized nodes are available. Although we
could not find many research papers in federated learning, we strongly
believe that the approach is promising. There are already experiments
using federated learning on vehicular and industrial networks, where
privacy and latency are crucial (Tan et al., 2020; Konečný et al., 2016;
Cioffi et al., 2020). In vehicular networks, federated learning tackles
privacy requirements alongside the already present mobility challenge,
whilst in industrial networks, federated learning must be used without
affecting the service criticality.

4.3. Early-exit deep neural networks and model partitioning

As neural networks grow deeper, many applications aim to employ
shallower networks for local and fast inference, while they maintain
a deeper model on a cloud server for more challenging inference
tasks (Laskaridis et al., 2020; Teerapittayanon et al., 2016; Scardapane
et al., 2020; Pacheco and Couto, 2020; Pacheco et al., 2021). Smaller
neural networks are less capable of generalization when compared to
their deeper counterparts. This drawback, however, can be circum-
vented if the task at hand is not very difficult, such as identifying a
vehicle instead of classifying the vehicle type. This even allows smart
caching systems to save smaller learning models in the device to reduce
inference latency (Drolia et al., 2017).

As described in Section 3.3, Li et al. have applied early-exit neural
networks to industrial networks (Li et al., 2018b). Laskaridis et al.
build an entire system based on this concept (Laskaridis et al., 2020).
Their system, called SPINN (Synergistic Progressive Inference of Neural
Networks) over Device and Cloud, is capable of leveraging multiple
early-exit points in a DNN through the use of a progressive inference
method, where the system is capable of evaluating predictions and
their respective confidence levels at multiple exit points in the neural
network. The authors evaluate the system and suggest its usage in
high-mobility applications, such as mobile and vehicular networks.

The deployment of early-exit neural networks incurs higher devel-
opment costs. Nevertheless, it has great potential when a particular
network has to handle variable performance using highly dynamic data.
This scenario is particularly interesting in IoT, mobile, and vehicular
networks, where node positioning can affect the data distribution. For
example, in the case of a node that does not change its position for long
periods of time, a shallower neural network can handle the inference,
whilst a more dynamic node can use the power of a deeper neural
network hosted on a cloud server.

4.4. Deep learning applied to real-time video applications

From surveillance footage in industrial networks to video calls in
mobile networks, video streaming contributes to a large volume of traf-
fic on the Internet (Cisco, 2020). Depending on the task, different deep
24
learning techniques have been applied to improve video streaming, be
it by maximizing user QoE (Mao et al., 2017) or by decreasing latency
in vehicle detection (Du et al., 2020).

Du et al. have implemented a server-driven video streaming system
capable of reducing network latency while maintaining comparable
performance to baseline approaches (Du et al., 2020). This is achieved
by using deeper neural network models on the server side to control the
edge devices and how they should prioritize pixels in a video stream.
The edge camera sends a low-quality video stream to the server and
the server requests only more ‘‘interesting’’ parts of the video to be sent
in higher quality. Kang et al. have also developed a system to reduce
the overall latency. Nevertheless, they tackle the problem of neural
network querying at scale, i.e., they aim to efficiently find the neural
network architecture more suited for a given inference task (Kang et al.,
2017). The NoScope system evaluates to which extent simpler models
are faster to run and can be capable of performing less generic tasks.
NoScope has a ‘‘calibration’’ step, where it uses a larger neural network
model to train a smaller and more specific model, which is capable of
performing well in a particular scenario. In this sense, NoScope uses a
larger DNN to label a video, which will be used to train a smaller and
faster learning model. Then, a cost-based optimizer is used to search
for the best model. Both papers’ proposals are evaluated on videos from
traffic cameras, and both techniques are promising for applications in
vehicular networks, where network latency is critical.

Transversal issues overview

Table 9 presents the papers reviewed in this section. We present four
common applications that are transversal to all challenged networks,
namely, security, federated learning and privacy-preserving algorithms,
early-exit deep neural networks and model partitioning, and deep
learning applied to real-time video applications. It is possible to identify
a heavy interest in security and privacy applications, which seems
to permeate all challenged networks. For applications that implement
intrusion detection systems, which usually rely on package inspection,
standard approaches such as MLP are used. However, for federated
learning applications, we can observe CNNs as the most popular choice.
This is because mobile applications typically consist of computer vision
tasks and federated learning is often applied to mobile scenarios.

5. Discussion and future trends

In this section, we group deep learning methods and discuss the
most adopted applications considering all challenged networks. Af-
terward, we highlight some possible future trends in deep learning
that can bring improvements for applications in challenged networks.
Fig. 18 summarizes the most used deep learning methods and applica-
tions for the challenged networks previously addressed. The methods
are eventually combined to solve a problem and, consequently, they can
share the same application. Due to the popularity of CNN in image and
video applications, this method concentrates the works using early-exit
approaches. Thus, the model partitioning enables minimizing inference
latency. AEs, on the other hand, are usually employed for research on
energy saving and data compression by the encoder and decoder layers.
We also observe that CNNs and AEs can be combined for resource
allocation and image processing. MLPs concentrate works for QoE
prediction. There are efforts on real-time analysis and network traffic
classification adopting all the methods, being able to combine more
than one simultaneously. In addition, LSTMs and CNNs are adopted
for Industrial assets monitoring and network slicing. CNNs, LSTMs,
and MLPs share works for intrusion detection systems and privacy-
sensitive applications. Lastly, CNNs and MLPs can be adopted for
network compression, i.e., reduce the number of parameters compro-
mising network performance as little as possible. The empty spaces of
Fig. 18 demonstrate, in this work, that no papers were found matching
the corresponding combination.
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Table 9
Summary of applications and deep learning trends on transversal issues.

Paper and authors High-level description Deep learning method Employed dataset

Al-Hawawreh et al. (2018) IDS on IIoT MLP, DBN, and RNN NSL-KDD and UNSW-NB15

Ferrag et al. (2021) IDS on agriculture 4.0 MLP, CNN, and LSTM CIC-DDoS2019 and TON_IoT

Sharafaldin et al. (2018) IDS dataset construction MLP CICIDS

Vinayakumar et al. (2019) Intelligent IDS MLP CICIDS

Abadi et al. (2016b) Privacy CNN MNIST and CIFAR-10

Shokri and Shmatikov (2015) Privacy MLP and CNN MNIST and SVHN

McMahan et al. (2017) Federated learning MLP, CNN, and LSTM MNIST and CIFAR-10

Laskaridis et al. (2020) Progressive inference
Cloud offloading

CNN, ResNet-50/-56 (He et al., 2016), VGG16 (Simonyan and
Zisserman, 2015), MobileNet (Howard et al., 2017), and
Inception-v3 (Tang, 2018)

CIFAR-100 and ImageNet

Teerapittayanon et al. (2016) Early-exit neural networks CNN, LeNet (LeCun et al., 1989), AlexNet (Krizhevsky et al., 2017),
and ResNet (He et al., 2016)

MNIST and CIFAR10

Du et al. (2020) Video streaming CNN, FasterResNet-101, and FCN-ResNet101 Proprietary and public

Kang et al. (2017) Scaling neural network querying CNN and YOLOv2 (Redmon and Farhadi, 2016) Proprietary
Fig. 18. The main deep learning methods and the corresponding applications in
challenged networks.

While Fig. 18 generalizes and presents only the most common
methods observed, the graph in Fig. 19 illustrates the relationship
between papers and deep learning methods. The gray nodes represent
the deep learning method and the colored nodes, the papers. Different
colors are assigned to papers according to their respective challenged
network. We have grouped multiple networks, such as AlexNet, VGG16,
and YOLOv2 by their common architectures, which are CNNs. We have
also grouped DQNs into the broader DRL paradigm. We note that CNNs
and AE are the most commonly used methods, considering the surveyed
papers. Also, even though most papers use only one deep learning
approach, we can observe a few examples that combine two or three
approaches. Furthermore, the use of autoencoders in IoT networks
becomes apparent. As mentioned before, this is because this type of
DNN can achieve good performance on simple problems while using
fewer parameters than other architectures. Additionally, almost all
implementations of recurrent neural networks are made with LSTM net-
works, proving their ability to better handle sequential data compared
with traditional RNNs. Furthermore, Fig. 19 shows research trends for
the surveyed challenged networks. As previously mentioned, the use
of autoencoders and CNNs is a trend in IoT and sensor networks due
to data characteristics. Although LSTM can also be employed by some
papers, MLP is considered a trend for prediction applications in wireless
25
Fig. 19. The graph shows the relationship between the deep learning techniques and
the works surveyed in this paper. The nodes’ colors relate to the section in which the
work appears in this survey. An edge links the work to the deep learning method used
by the authors. The CNNs are the most used architecture.

mobile networks. Furthermore, CNN utilization is also observed for
other approaches in wireless mobile networks, such as network slicing
and traffic classification. In industrial networks, CNNs are well suited
since the data’s features are usually based on images or videos. Image
processing is also the reason behind CNNs being considered a trend in
vehicular networks. In addition, MLP is commonly used for applications
that do not rely on image analysis. Finally, we can advocate that the
key deep learning methods are CNN and MLP for the transversal issues,
if we consider the same rationale used for vehicular networks.

Looking at broader solutions, it is a common trend to evaluate new
solutions using famous neural network architectures, such as YOLOv3
and MobileNet, which may be initialized with already trained parame-
ters. This method saves valuable time that would be spent training and
tuning a large DNN. It is also very usual to compare results by testing
on common datasets, such as CIFAR-100 or MNIST, called benchmark
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datasets. Nevertheless, unlike problems in computer vision, newer re-
search areas, such as federated learning, still lack available benchmark
datasets. This poses an additional challenge when comparing different
proposals. However, some recent papers (Ghosh et al., 2020; Marfoq
et al., 2020) have started using datasets tailored for federated scenarios,
such as the FEMNIST and the Shakespeare datasets (Caldas et al., 2019).

The previous discussions in this paper highlight some issues and
approaches that can be addressed by the research community in the
near future. The directions pointed out in our work are just some
of the several trends in challenged networks. It is worth mentioning
though that one of the growing trends is the increasing adoption
of reinforcement learning in scenarios with high dynamics between
network nodes, such as in vehicular networking (Wu et al., 2020b; Wei
et al., 2018; Isele et al., 2018).

Among possible future trends that were not explored in this paper,
cognitive computing techniques emerge to support obtaining solutions
by simulating human thinking to answer complex questions, which
is a trend to deal with big data (Gupta et al., 2018). In this way,
cognitive computing techniques can be used to deal with the large
volume of data generated in challenged networks. The application of
explainable artificial intelligence with deep learning methods to make
the decisions by AI-based systems more transparent for humans is
also in the spotlight of future trends. The mobile traffic classification
proposed by Nascita et al. is an example of an XAI application with deep
learning to solve a problem in a challenged network (Nascita et al.,
2021).

Furthermore, the open issues observed for the different challenged
networks provide additional clues about future trends. Although mul-
tiple papers evaluate their solutions on public datasets, reproducibility
is still an issue. The works surveyed demonstrate that there is not a
consensus on which dataset is the most suitable for each application.
In this direction, some recent works have tried to use both public
and specific datasets (Du et al., 2020). Public datasets can be used
to compare the performance with other proposals whereas private
datasets are used to evaluate the proposed solution for a specific use
case. Generative adversarial networks can produce artificial samples
to deal with the lack of data for deep learning models training (Yi
and Mak, 2020). Additionally, data quality can also be a problem for
performance evaluation. As a consequence, machine learning can also
be applied for data quality improvement (Okafor et al., 2020).

6. Final considerations and future scope

Machine learning and, moreover, deep learning, has become of
paramount importance for research in the last few years. This pa-
per provides a comprehensive survey on deep-learning-based solutions
when applied to challenged networks. These networks are typically
composed of multiple and heterogeneous data sources that deal with
intermittent connectivity. In our paper, we extend this definition to also
include networks that can benefit from intelligence acquisition from
multiple sources. Then, we divide the challenged networks into four
main categories with particular characteristics and constraints: IoT and
sensor, mobile, industrial, and vehicular networks. We have presented
a quick overview of key machine learning concepts and the main
existing neural networks. Then, we have proposed a simple, yet broader
workflow in contrast to others in the literature, based on typical steps
taken by authors when solving challenged networking issues. This
workflow is the result of a methodological review of the corresponding
state of the art. We have discussed recent deep-learning-based solutions
and techniques applied to each challenged network showing promising
and concrete results. Even though the focus was application oriented,
since solutions do not necessarily tackle networking issues, it was
noticeable that the environment affects and can also be affected by
communications.

We have additionally covered transversal solutions, which were,
or can be, applied to multiple types of networks. We summarized
26
the approaches to each challenged network and transversal solutions,
which allowed the observation of trends in application development.
This organization yielded the binding of neural network architectures
with particular challenges. For instance, we observed the popularity
of recurrent neural networks in mobile networks, the frequent use of
autoencoders in IoT, the utilization of convolutional neural networks in
industrial settings, and the preference for deep reinforcement learning
in vehicular problems. Even though we do not have the ambition to
claim that these are absolute trends, depending on the challenge, it
can be at least pointed out as a preferred choice today. Finally, we
highlight some potential approaches that could be seen as future trends
for applying deep learning to challenged networks.

As future research, we identified that the advent of federated learn-
ing in the last few years has created a fertile ground for new research,
which must be properly surveyed. Also, we plan to extend our research
on recent topics such as cognitive computing and explainable AI. Fi-
nally, as a parallel effort, we would like to investigate the availability of
public datasets and the possibility of reproducing previously obtained
results.
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