Combining Sender and Receiver Payments in the InternetDavid D. ClarkM.I.T. Laboratory for Computer scienceVersion 3.1.2Presented at Telecommunications Research Policy Conference, October 1996

AbstractThere have been a number of proposals for usage-sensitive payment schemesfor the Internet. This paper considers one aspect of payment for service inthe Internet, which is the problem of allocating payment between the senderand the receivers of traffic. It proposed a scheme, called zone-based costs h a r i n g , in which the sender and the receiver can pay some proportion of thecost for use of the Internet. The paper proposes that any practical schememust permit cost sharing among the participants, and also proposes that thissort of pricing should be applied to enhanced services, such as real timetraffic or predictable capacity under congestion. 1. Introduction -- the current Internet pricing modelThe current payment model for the Internet might be called a r e g i o n a l p a y m e n t scheme. Users attached to the Internet make payments to theiraccess provider, who in turn makes payments to the regional or wide areaprovider who serves them, and this pattern has the effect that each usercontributes to the payments for the part of the Internet that is "nearby". Inthe "center" of the network, the various wide area service providersinterconnect at r e v e n u e n e u t r a l points, at which no money flows in eitherdirection. The assumption is that these points represent a form of equilibriumin which the providers on each side have been adequately (and, by someapproximation) equivalently compensated by the flow of money in from theedges, and thus there is no residual imbalance at these points in the "middle"of the Internet.This scheme seems to work today, to the extent that it has allowed a healthycompetitive market for Internet service providers to come into existence, andseems to provide a adequate means to allocate the payments from the users tothe appropriate providers.This paper explores more complex approaches to allocation of cost among usersand providers. To motivate this endeavor, it is useful to start by discussing thelimits of the current regional payment scheme, since if there is nothingwrong with the scheme, there is no reason to modify it.1 . 1 . What is wrong with today’s scheme?The basic issue with the regional payment scheme with negotiated staticrevenue neutral points is that it provides no explicit way to measure ordetermine from user behavior what value each customer actually associateswith the various uses of the network, and what their willingness to pay forservice is. It assumes that the overall value structure of users can be deducedby allowing the users to select among different service offerings in acompetitive world, and then connecting these offering together.

Page 2There are three specific problems with the static regional payment scheme inuse today.First, there is no way of demonstrating that the revenue neutral boundariesare actually in the correct place in the Internet. The assumption that thisboundary is at the points of connection among the major wide area serviceproviders is just a simplifying approximation made by the various providers inorder to avoid disputes.Second, there is no effective way to rationalize the payment for expensivecomponents in the "middle" of the network. A specific example is a trans-oceanic link, for example between the U.S. and Europe. This link occursbetween major Internet service providers, and would, if this were a terrestrialconnection, be assumed to be a revenue neutral point. But the trans-oceaniclink is a very expensive facility, and this triggers extensive debate as to howthe cost should be shared.In the absence of any explicit way to determine the value of this link to eitherside, the providers are again forced to make a negotiated assumption. Today,there are several models that dictate how trans-oceanic links are paid for. If asmall country connects to a large country, it is often assumed that most of thevalue is to the smaller country, (and that the small country has littlebargaining power) so the small country pays for the whole link. In the caseof major Atlantic and Pacific links, it is often assumed that since most userswant to get to Web pages, and most Web sites are in the US, that most of thevalue of the link is to the users in the foreign countries, which thus pay thewhole cost. (This cost appears to be a noticeable component of the higherprices seen for overseas Internet service, along with higher local accesscosts.) In other cases, the two ends of a trans-ocean link share the cost insome proportion. However, in all these cases, the balance of payment is notderived from actual indication of value to the different users.Third, it forces all users to fit into the same assumed balance of values. Thereis no way to identify those users who would pay more to have better serviceand serve them appropriately. The example of trans-oceanic access to Webpages illustrates this issue. The pragmatic assumption today is that users whoaccess a Web page extract most of the value from the transaction, and thus payfor it. This assumption, for some Web pages, may be exactly backwards. Ahighly commercial Web page, which has lots of advertising revenues, mightderive value whenever it is accessed. The provider of that Web site might bewilling to pay a larger fee to increase the number of users from greaterdistances that get to its site. The static regional scheme today, which imposes auniform assumption of payment flow, precludes serving this customeraccording to his needs. There might be substantial additional revenues to beextracted from customers, if there were a mechanism to serve and bill themaccording to their individual service objectives.There are some benefits to the current static scheme, as well as problems. First,of course, it is simple to implement, requiring no data gathering, trafficmonitoring or control inside the network. Second, it forces each region to beas cost-effective as possible, since all the costs of each region must berecovered from that region. However, there may be circumstances in whichthere is a benefit if funds could flow across some of the presumed revenueneutral boundaries. For example, if there is a particular region of theInternet that has higher intrinsic costs to serve, that region is forced to carryall the costs of provisioning that region. There is no way for funds to flow in

Page 3from outside, even if the collective users of the network would see value inhaving this happen. 2. Different users -- different valueConsider the example above of a commercial Web site, who is very interested inattracting users, and is willing to pay substantial fees to the network providerif this successfully subsidizes customers who thus are willing to explore thesite. In contrast, another class of Web server, offering content on the networkessentially as a public service, may not be able to afford to pay any substantialfees to support access to this data by users. The assumption in this case that if auser assigns sufficient value to the information to pay for its retrieval, thenthe transfer is justified.At the other extreme, there may be a class of potential users who assign solittle value to the overall use of the Internet that under the static regionalpayment scheme, they refrain from subscribing. However, having thesecustomers on the network may be of sufficient marginal value to thecommercial content providers that they would be willing to see their paymentsflow towards these users to subsidize their basic access.Today, all of these customers are required to purchase service within thecontext of the same regional payment scheme. There is no real way (except byattaching to different providers with different degrees of service capacity) forthe various classes of users to purchase different sorts of services, andcertainly no current way for one service provider to serve all of them withthe same Internet infrastructure. One of the goals of the mechanismsdescribed in this paper is to permit this flexibility in service offering.There are parallels to this range of assumptions in other media. Televisionbroadcast, at least in the U.S., is free to consumers, under the assumption thatthe advertisers derive sufficient value to pay for the transmission. Cable andsatellite companies challenged this assumption, and proved that they canextract substantial payments from consumers for access to television. Publicbroadcasting attempts to fit into this structure without advertising revenues,and thus has to step outside the normal framework of revenue flows, and askthe consumers to contribute directly to the payment for the production andtransmission in a rather ad hoc way.The telephone system reflects this variation in willingness to pay, with callerspaying for certain of their long distance calls, while merchants offer 800service, in which they pay the per-call costs, in order to attract customers tocall. The 800 service has added substantially to the total revenues derived fromphone usage, and by analogy, a service with similar objectives might add tothe total revenues derived from the Internet. 3. Assigning value to flowsWhile a service that captures the same objectives as the telephone 800 servicemight be useful in the Internet, one cannot carry the details of the 800 servicedirectly into the Internet. The Internet has no concept of a call, packet flowsin each direction are not linked, and today there is no indication in a packet asto how value should be associated with it. A scheme with different structurewill have to be devised to match the nature of the Internet.To begin, let us introduce the term flow, which is often used to describe asequence of packets going from a specific source to a specific destination(which could be a multicast address describing multiple physical destinations)

Page 4that share a common set of service requirements and value assumptions. Aflow could be associated with the retrieval of a Web page, a file transfer, avideo stream, one direction of a telephone call, and so on. While there areoften packets flowing in both directions as a part of a network interaction, wemodel this as two flows, one in each direction. The goal of a pricing schememust be to deduce how much value is associated with a flow by each participant(sender and set of recipients), and charge the various parties accordingly.One approach to offering and procuring service is that the end nodes willperform a separate real-time determination of their willingness to pay foreach flow of packets that they deal with (like dealing separately with eachcollect call). This degree of dynamic interaction is probably not what thecustomers want. Instead, they probably want to enter into some long termagreement that they will pay in some proportion for flows of various sorts(like an 800 service), perhaps in the form of a fixed fee for a certain level ofservice. This requires that there be some way for the customer to describe thesorts of flows they wish to pay for.Assume that the users of the network -- the sources and destinations of flows --had the capability to declare explicitly what value they associated with theirflows. What information would such an expression of value contain?In general, it would capture two aspects of the value equation, first, theperformance parameters of the service that the flow should receive, andsecond the price that the user will pay. It might be that the price is notexpressed directly, but is derived as a function of the requested service.However, both predictable price and predictable service must bepart of the service offering. Since there are at least two participants to aflow -- the sender and one receiver, and in the case of multicast there can bemany receivers, it should be possible for each of these participantsto share in paying the cost of the flow. These points are discussedbelow.3 . 1 . It must be possible to specify the desired service for a flow.In contrast to the telephone system, where all calls require the same networkcapacity and the same quality of service, flows in the Internet can differwidely in their need for capacity, control of delay, or other features.Especially in the context of associating value with enhanced services, it mustbe possible for the user to describe the service he desires.There have been a number of proposals for how services should becharacterized. Some proposals, such as the committed information rate (CIR) ofFrame Relay, allow the subscriber to specify a service in terms of a minimumbandwidth [Stallings 1992]. Some, such as the discard eligible (DE) bit of FrameRelay or the cell loss preference (CLP) bit of ATM [ATM 1996], allow the user tospecify a loss preference for his various packets in time of overload. Theexpected capacity scheme described in [Clark 1995] allows a user a widevariation in the burstiness and bandwidth of the service that he requests. Theguaranteed service [Shenker 1996] of the Internet, intended for real timeflows, allows the user to specify the average rate and maximum burst size ofhis traffic, and then find out the end-to-end worst case delay for the packets inthe flow. In contrast, the controlled load service of the Internet [Wroclawski1996], also intended for real time traffic, allows the user to specify the averagerate and maximum burst size, but, while trying to reduce the delay of thepackets, does not provide to the user any explicit indication of the maximumdelay to anticipate.

Page 5This paper is not concerned with which sorts of services are available, orwhich approach to specification is used, so long as the definition is consistentacross the Internet, and conforms to certain requirements, as discussed later.The point is that any proposal for usage-sensitive payment schemes must beexpressed in the context of payment for s o m e t h i n g . The range and nature ofthe services that might be invented in the future is difficult to predict. Ageneral pricing scheme must thus be able to control the use of enhancedservices, without knowing in detail what these services are. What is needed isto understand enough about the general characteristics of these services tobuild suitable cost allocation mechanisms.3 . 2 . Benefit of shared payment schemesConsider again the current payment practice in the Internet, the staticregional payment plan. The consequence of this pattern is that the origin anddestination of a flow share the cost of moving the data.The long distance component of telephone service has a different pattern:either the sender pays all the costs, or (for collect or 800 calls) the receiverpays all. This "all or nothing" pattern has a drawback, which onlyoccasionally becomes apparent. 800 numbers can only be called from withinsome scope, which is the region of the telephone system within which thereceiver agreed to make full payment. If the caller is further away than this,the call cannot be completed. It is necessary, in that case, to find analternative number for the receiver, a number associated with the "senderpays all" pattern, and call that number instead. This feature has caused callersin Europe a degree of frustration, since many U.S. companies only put their800 number in their ads.A more general payment structure would be for the sender and the receiver tos h a r e the service-specific costs, just as with today’s static regional paymentscheme, they share the overall network costs. This requirement is probablyeven more important in the Internet than in the phone system, because, asnoted above, there are a wide range of services that the Internet offers, notjust a phone service. This suggests that there will probably be a much widervariation in willingness to pay, depending on the service. Therefore, thispaper proposes that any payment scheme proposed for the Internet should bea shared payment scheme, in which all the participants in a flow canpotentially contribute to payment, each according to their willingness to pay.3 . 3 . How to define scope of payment?There are a number of ways that the sender and receiver of a flow couldexpress their partial willingness to pay. The scheme proposed in this paper isthat each end of the flow (source and destinations) declare the region of thenetwork in which they will pay the service-specific costs. For example, a Website might agree to pay all costs for flows within the US. Another might onlypay costs local to a city, while another might not pay any costs beyond theirlocal site.This pattern for service-specific payments is similar to the static regionalpayment scheme, and has the following features.¥At each point in the network, either the sender or some set of receivers arepaying the cost. It is thus clear which way the compensation should flow atany point in the net, in particular, at an inter-provider connection points.(The scheme must be implemented in a way that makes this informationavailable; see below.)

Page 6¥The cost of agreeing to a certain service can be determined in advance.The cost of a service within a certain region is determined only by theprices charged within that region.¥There is an obvious way to deal with the case that the total willingness topay from the sender and receivers is "not enough" to cover the total cost.In a regional payment scheme, the manifestation of insufficientwillingness to pay is that a region of the network "in the middle" isuncompensated for providing service. A reasonable way to deal with thiswould be to give the flow only the lowest class of service across that region.For example, the traffic could be the first to be discarded in case ofcongestion. This is discussed below.To put these benefits into perspective, consider an alternative (and inferior)scheme, in which each end of the flow expresses the per-cent of the cost thatthey would pay, for different ranges of addresses. Thus, a US Web site mightsay that they would pay 100% of the cost to U.S. clients, 60% of the cost toEuropean sites, 40% of cost to other foreign sites, and so on.¥This approach is rather complex to implement, because to determine if thecollective willingness to pay is enough to cover the total cost, it isnecessary to implement a mechanism within the network to gather theinformation from all the participants in a flow (remember that formulticast, there is one sender but many receivers) and sum these values tosee if they are sufficient.¥If the sum of the willingness is less that 100%, it is not clear what to do.Provide no service at all? Provide service for some arbitrary part of thep a t h ? ¥The cost to each participant is not easily predicted. If, for example, somedistant part of the path has a very high cost, a cost perhaps unknown andunexpected to the local site, some percent of that cost is nonethelessallocated to that site.¥There is no direct and easy way to look at the packets crossing an inter-provider boundary and determine which way compensation should flow inorder to balance the payments. Only by determining the total costs of theflow and computing the percent each end is willing to pay, can it bedetermined which way compensation should flow.3 . 4 . Preserving the basic service of the InternetAs noted above: if there is insufficient total willingness to pay, theconsequence should be reasonable and predictable. One feature of thecurrent regional payment scheme is that it provides complete connectivity. Inalmost all cases, any two parties on the Internet are assumed to be able toexchange packets. Anything that disrupts this feature is considered a seriousflaw. Per-user regional boundaries for payment runs the risk of having thisconsequence. If individual senders and receivers need to fully cover the valueof a flow before it can be accomplished, then either a complex negotiationmust occur before packets can flow, which is completely at odds with thecurrent design of the Internet, which has no "setup" phase before starting tosend, or there is a risk that, if a particular sender and receiver do not happento associate enough value to a flow, it is simply not carried across the Internet.One way to deal with this issue is to assume that there will be a range ofnetwork services -- a basic service and enhanced services. If we assume thatthe basic service is similar to what the Internet offers today, with universal

Page 7connectivity, a simple subscription pricing scheme and no assurances ofservice quality, then users can assume that the Internet of tomorrow will atleast be similar to the Internet of today. Then, more advanced pricing can beassociated with more advanced services, which might, for example, giveassured access during times of congestion and so on.The proposal here is that the willingness of the user to pay should control thewillingness of the network to offer enhanced services to the flow of packets. 4. Goals of a new payment schemeThe previous section proposed a specific scheme for allocating payment forservice-specific costs in the Internet, by allowing each participant to indicate,for flows with certain performance characteristics (e.g. bandwidth) theregion of the network within which that participant is willing to cover thecosts. As a part of proposing this scheme, it also identified a number of designgoals for any such scheme, as follows:¥The scheme should minimize the need for dynamic, distributedprotocols to compute total end-to-end costs, or cost allocation formulas.Local costs should be locally determinable.¥Each participant in the flow should be able to predict hiscomponent of the costs.¥It should be possible, at inter-provider connection points, todetermine easily the direction in which compensation for theflow should go.¥An advanced pricing scheme must not break the currentoperation of the Internet.4 . 1 . Other design goals for dynamic payment schemesThere are a number of additional goals that should be kept in mind in order toachieve a successful design, goals that derive more from the fundamentals ofthe Internet rather than from the specifics of a pricing scheme.Control of complexityToday’s network components -- routers, access points, and so on, are subject tovery high demands for throughput, cost reduction, and generality. Anypricing scheme that adds a significant complexity to these devices will causeproblems in acceptance of the scheme. Any scheme that requires theimplementation of large amounts of new software for the end notes will bevery difficult to deploy.I n c r e m e n t a l d e p l o y m e n t There is no way to add a new service feature to all parts of the Internet at thesame time. Only schemes that can be deployed in partial incremental steps cansucceed.Minimal perturbation of the current networkProposals that require changes to standards are difficult and slow to deploy,because of the need to get agreement on the scheme. Schemes that can exploitexisting mechanisms in new ways are much easier to put into operation.Control of abuse

Page 8The operation of the Internet today is dependent on the properimplementation and operation of software in the computers attached at theend-points. Any scheme designed to collect revenues for enhanced servicewill attract attention as a target for fraud and attempts to avoid payment. It isnot worth deploying a scheme that is not resistant to these obvious abuses. 5. Implementing this proposed schemeThe previous section proposed a specific approach to assigning value andcollecting costs for packet flows in the Internet. This section discussed howthis might actually be implemented, given the existing details of the Internetd e s i g n . 5 . 1 . A framework for implementationEach router inside the net, when forwarding the packet, must be able todetermine two things easily: what enhanced service is requested for thepacket, and whether the sender or some set of receivers is willing to pay forthat service. Because routers are high performance devices, thisdetermination must be easy to make, and must not require any computationalcomplexity.As discussed above, there are a number of proposals for describing the servicedesired from the network. This paper is not concerned with how thisinformation is expressed in the packet. We return below to one relevant andvery important aspect of this issue, which is how receivers can express theirservice-specific willingness to pay. But at this point, consider the other half ofthe problem, which is how to express the scope of the willingness to pay.Each router, on receiving a packet, must be able to determine whether therouter is within the sender’s region of willingness to pay for that packet, thereceiver’s region, or neither. This information has to come from somewhere.Mechanically, there are only two ways that a router can have access toinformation about a flow. Either it is stored in the router, or in the packets ofthe flow. There is no other option.Information about a flow stored in a router, called p e r - f l o w state, is in generalnot a preferred design approach for the Internet. Either it is put in place inthe routers as it is needed, which requires a dynamic protocol for setting upthe state, or it is stored as long-term tables, which might get very large, sincethere are tens of millions of end points today, and the net is growing rapidly.The only viable approach to the storage of long term state information in therouters of the Internet is to group users with similar willingness to pay intolarge aggregates, rather than describing each end-node separately.The alternative to per-flow state is to put the information in the packet. Thishas the advantage that the flow is self-describing, but has the disadvantagethat the amount of information that can be carried in a packet is very limited,since as a practical matter there are at most a very few bits in the header thatcould be assigned to this purpose, This implies that any practical scheme mustinvolve some creative approximation, which allows for a reasonable flexibilityin expressing willingness to pay, while still reducing the information thatmust be in both the routers and the packets. However, if a reasonableapproximation can be devised, the avoidance of per-flow state is verydesirable. So a starting point for a design should be to maximize the use ofpacket-borne information.

Page 9A basic (over-simplified) scheme is easy to describe. Consider a field in eachpacket which can have one of three values:¥Sender will pay¥Receiver will pay¥Neither will payThe latter indicates that the router should not provide the requested enhancedservice at this point in the path. If one of the first two values holds, theenhanced service is provided, and (depending on which value) the directionin which the compensation should flow is noted.This scheme is fine, until we ask the question as to how the setting of the fieldis changed as the packet crosses region boundaries. As the packet crossesregion boundaries, this field must be modified, and this will require additionalinformation at that point in the network about the payment regions of thesender and receiver. Some more complex notation will be required to specifythe region across which the sender and receiver are willing to pay. One approximation for expressing a region of willingness to pay is a z o n e system. The Internet could be divided into zones within which service isprovided at a uniform, distance insensitive way. A possible set of zones mightb e : ¥Within site¥Within city¥Within region¥Across wide area in country¥End-to-end within country¥T r a n s - o c e a n ¥E n d - t o - e n d Many systems use zone approximations to provide cost tiers, and it seems areasonable approach here. In fact, the current regional payment schemecould be viewed as a very coarse zone system. The zones, however defined,would have to have meaning that is globally agreed, but in different parts ofthe world there could be different bindings for different zones. This paperwill use this proposal, which we will call zone based cost sharing, as anexample of a scheme that takes very few bits to express, but potentially hasenough flexibility to express a reasonable range of user options.5 . 2 . The crux of the implementation problemProposing a zone system does not solve the implementation problem. There isan essential asymmetry in the network: packets flow from sender to receivers.This very obvious point has important implications. When a packet leaves thesender, the sender can put information in the packet that directly expressesthat sender’s willingness to pay. For example, it could contain an indication ofthe payment zone of the sender. But it is much harder for the packet to carryinformation about the receiver, for several reasons. The most obvious reasonis that the sender may not know about the zone within which the receiver iswilling to pay.In the case of unicast, it is possible in principle. A control packet could bespecified that carried information about the receiver back to the sender, and

Page 10this information could then be put into the packets headed towards thereceiver. However, for multicast, this approach does not work. There are anunknown number of receivers, potentially in the thousands. The packet doesnot have room in the header to carry information about each of them, and thecontrol information necessary to carry the information about all of thesereceivers back to the sender could be overwhelming. In fact, it is a design goalof Internet multicast that the sender does not need to know the identity of thereceivers. So, at least in the case of multicast, information about the receiver’swillingness to pay cannot be carried in the packet from the source. Only in thevery restricted case that every receiver is required to have exactly samewillingness to pay for each service could this work, and this restriction is atodds with giving different users the ability to select different services.Instead, for multicast, the information about the willingness of the receiver topay must be stored as state within the routers along the multicast tree, and thecontrol messages will have to flow to these points to install this information.At worst, this would imply that there would be a control message sent for everyenhanced service flow in the network, and state stored for every node inevery multicast tree in the network. However, there is a technique that can beused to reduce the need for control information. Once the packet leaves theregion in which the sender is willing to pay, it initially carries noinformation about the payment zone of the receiver. But it still carries theindication that it requires enhanced service. As it passes through the nettowards the receiver, it encounters a sequence of routers, each of whichattempts to provide that service. Routers keep track of how loaded they are,and at any instant are in one of two modes, idle and loaded. An idle router issufficiently underloaded that there is no difference in the service thatdifferent packets receive. If there is no service queue in the router, forexample, there is no benefit to an algorithm that reorders the queue to favorsome packets. A loaded router, in contrast, would have to shift some servicedegradation to some other packet to offer the enhanced service to this one.If the router is idle, it forwards the packet, and no accounting is made of thefact that the packet asked for enhanced service. This decision corresponds tothe economic principle that when a network is underloaded, the short-runmarginal cost of forwarding the packet should be zero. But if the router isloaded, as the packet is forwarded according to the request for enhancedservice, the router marks the packet with the zone in which this firsthappened. The packet then makes its way to the final receiver. At theattachment point for the receiver, there is a new component in the network,called a receiver traffic meter, which has been set up to know the receiver’swillingness to pay. It examines the incoming packets, and sees if, for the zoneand the enhanced service indicated in the packet, there is willingness to pay.If there is, the packets in the flow are allowed to continue unmodified. If, onthe other hand, the receiver is not willing to pay for this enhanced service inthe indicated zone, a zone exception control message is sent back, either to thesource or to the suitable point on the multicast tree, reporting the zone withinwhich the receiver is willing to pay for this enhanced service. This fact canthen be remembered in routers as needed, or (in the case of unicast) writteninto future packets at the source. Thus, a control message need be sent, and astate entry recorded in a router, only in the case where there the zones of thesender and receivers do not properly overlap, or where there is a mismatch inthe enhanced service that the various participants are willing to pay for.

Page 11This zone-based scheme makes use of both per-flow state in the router, as wellas information contained in the packets. How poorly does this scale? In thecase of unicast, the sender (once it has been informed by the zone exceptionmessage) can note the receiver’s zone directly in future packets. So only thesender (or the traffic meter at the source) needs to remember the receiverzone, and the complexity there scales as the number of ongoing transfers fromthe sender within some time period. This is not an excessive amount ofinformation to remember. In the cast of multicast, information must beremembered at each point in the multicast tree where the tree branches, andrecipients down each branch have different zones of willingness to pay. Sothe zone exception control message must make its way backwards up themulticast tree until it reaches a branch point, and trigger the installation of apiece of information. While this is perhaps more complex than would bedesired, it turns out that the multicast protocols already have a message withexactly this behavior, the p r u n e message. And in fact the zone exceptionmessage is exactly a form of prune; it does not prune the receiver from thetree, but it prunes it from the enhanced service along (part of) that tree. Soadding this new control message and router state information does not add anew form of overhead to multicast. 6. Inter-provider paymentsAs described, the scheme above provides a crucial piece of information that isneeded at inter-provider points of connection. If a packet requests anenhanced service, then it carries, in the zone fields, an explicit indication ofwhich end is willing to pay the service-specific costs for this flow at this pointin the net. The providers can look at these indications to determine whetherthere is an imbalance in the expressed value flowing in each direction. Theproviders will still have to negotiate the price each charges the other to carryvarious sorts of enhanced services to/from specific end points. But the rawinformation as to the direction of the value flow is now present in the packets.The cost of carrying a packet will depend on how far it is going, and thus asimple count of packets in each direction is not adequate. However, theinformation needed for accounting is very simple. For a packet in the regionof the sender, where the compensation is flowing in the direction of thepacket, the total cost of the packet depends on how much further it is going,which is determined solely by the sender zone. In the region of the receiverwillingness to pay, where the compensation is flowing counter to the packet,the total cost depends on where the packet came from, which again can bedetermined looking only at the receiver’s zone. Thus, what the two providersneed to keep track of is how many packets (or bytes) marked with which zoneshave crossed the interface. More detailed information, such as the source anddestination addresses, are not required. 7. Market ForcesIf we had a scheme like this in place, how might the market actually evolve?Consider a particular example to illustrate the issues that might emerge.7 . 1 . Determining the costsA claim made above is that each participant must be able to determine what thecost of a service will be. The region scheme, in principle, isolates the costs tothe region of willingness to pay. But it does not necessarily make it easy todetermine what the total cost will be. Consider the zone example above of

Page 12"end-to-end within country". From the sender’s perspective, this would coverthe Internet access provider (IAP) of the sender, some number of wide areaInternet service providers (ISPs), and the IAP serving the receiver of the flowat the "other end" of the network. Using the U.S. as an example, there arehundreds of IAPs serving customers, and each might set a different price todeliver a flow to an attached user. One of these distant IAPs could set a veryhigh fee for incoming service, and the sender would then discover that he hasjust paid this very high fee for a transfer to that region. How can anarrangement be established, such that a sender of information across theInternet could agree to pay for service-related charges across a distant serviceprovider, and still have some assurance of what the cost would be.One possibility is that the wide area ISPs will find themselves in the role ofrate setters, in order to create the market. An ISP will explore the pricestructure of the various of the IAPs, and then set some fixed amount it will bewilling to pay to any distant IAP to carry flows with a given enhanced service.If a distant IAP will not carry the traffic for the rate that the ISP will pay,then the ISP will turn off the bits in the packet requesting the enhancedservice. The distant IAP will then receive no payment, and the flow will notreceive enhanced service across that portion of the network.If the ISP sets too low a price that it will pay distant IAPs to carry sender-compensated traffic, then many distant IAPs will be excluded from thepayment region because their costs are too high. Senders will be then befrustrated, because a large proportion of their potential receivers cannot bereached with the enhanced service they are willing to pay for. If, on theother hand, only a few high price outlier IAPs are excluded, this will be moreacceptable. The ISP would have to balance these considerations to determinethe service price that the ISP will pay the distant IAPs and factor into its ownpricing to the senders within its own region.This possible market structure raises a number of questions. Does thissituation leads to a stable market with the right incentives. There are anumber of issues. For example, how could a low cost IAP benefit from its coststructure? If the ISP offers a set price for payment to any IAP for sender-compensated service, a lower internal cost structure cannot translate intolower costs for the senders paying for flows into that IAP, except by providinga downward pressure on the set price that the ISP agrees to pay. However, alow price could lead to higher profits, and a lower attachment cost for users.This would have the benefit of attracting additional customers, which wouldbenefit the provider. Alternatively, there might be several tiers of pricing,and a sender could agree to pay for traffic only into regions below a certaint i e r . Does this give too much power to the ISPs? Could an ISP distort the market bysetting a payment price that is too high or too low? Will competition amongISPs control the setting of this price in an effective way? It would seem that ifone ISP set the price it would pay for remote service inappropriately, thiswould be corrected in the market. If the price is too high, payers will move toanother ISP. If it is too low, IAPs will refuse to accept payment, and ISP will notbe able to provide the offered service.7 . 2 . Just how far should the money flow?A payment scheme of the sort described here provides a way for participantwith high willingness to pay to cross-subsidize those who attach lower value tothe service. In the extreme, an IAP could set itself up with a price structure

Page 13that had very low attachment costs for users, hoping to recover most of itscosts from the income derived across the network from distant participantswilling to pay. This pattern would match somewhat the provision of "free"broadcast television, and might permit pricing that would attract potentialusers with very low willingness to pay. Is this either desirable or feasible inthe Internet, using this proposal?There are two ways that such an IAP could structure his prices. In one, thesubscriber pays a monthly fee sufficient to cover the IAPs costs, and thenreceives a rebate as his use of distant sources brings in revenues. Thisstructure seems unreasonable, as any scheme that pays a user to generatenetwork load must have its incentives backwards and invite abuse.The other approach is for the IAP to set fixed, usage-independent rates forsubscribers, based on overall expected income from ISPs, and take the riskinternally that there is not enough income from the attached providers tocover its costs. It seems unlikely that a IAP would take this risk in largeproportion until the various providers have enough experience with usagepatterns and expected levels of resulting revenues.How could this payment situation come into existence, absent regulation? Howcould providers of content be persuaded to pay a high enough fee for thetransfer of their content across the network that the resulting revenuessubsidize the attachment costs of users? The argument would have to be thatthis subsidy attracts additional users to the network, who would otherwise notattach at all. It is difficult to make the case, without knowing something aboutthe elasticity of demand from these users. However, with the currentexperiments in pricing for retail Internet service, some relevant experiencemay be accumulating.Today, the assumption of most IAPs is that they must recover all their costsfrom the subscriber payments. They make no assumptions of any otherincome, either from regulation or from some free market structure. Thisassumption, if sustainable, will greatly help the market, since it removes theneed for substantial fees to flow across the IAP interface. But the question ofwhether the market will "stall" is an interesting one. Additional sources ofrevenue into the IAP, from remote participants with high willingness to pay,or from some other source, such as advertising, as discussed below, mightprovide a means to lower attachment costs and bring a larger pool of usersonto the network. 8. Other roles of pricingAnother role of pricing is to shape user behavior in socially desirable ways.Attaching some incremental cost to network usage tends to discourage low-value usage. This is viewed as a disadvantage when it discourages explorationof new uses for which the value is not clear. It is viewed as an advantage if itdiscouraged annoying usage such as junk e-mail. In this context, it is worthnoting that some usage is sender-driven, and some receiver-driven. Junk e-mail is sender driven, so the pricing scheme would have to include a "sender-pays" mode to discourage mail sending. Casual Web browsing, which can clogservers, is receiver initiated, and could only be controlled by a "receiver-pays"mode. So if we anticipate the use of payments as a social control, both senderand receiver modes must be supported. This leave unanswered how the correctpayment mode would be forced upon the user for the particular uses.

Page 14In general, it has been hypothesized that the incentives for effective andefficient use of the network are better aligned if the receiver is responsiblefor (at least much of) the willingness to pay at each point in the net. Forexample, if receivers must always pay for the cost of delivery, this naturallyencourages practices such as multicast and caching. If a provider caches aWeb page, he pays to receive it only once, but potentially receives paymentmore than once, if multiple receivers request it. This incentive is lost if thesender pays for delivery, in which case it benefits the network provider tohave the page delivered as many times as possible.There is thus a potential tension in the design space of pricing for theInternet. Receiver-based assertion of value may more naturally set incentivesproperly, but is harder to implement because packets, flowing from thesender, can easily carry information about the sender’s willingness to pay, butnot the receiver’s. The zone-based cost sharing scheme described above has ahigher overhead and complexity when dealing with the expression of receiverv a l u e . 9. Capturing the higher level money flowsThe discussion above was in terms only of costs for network services, and didnot tie this into any model of payments for higher level services and content.The normal model for payment for content has the eventual receiver of thecontent pay a fee to the provider, who then delivers the content to therecipient. In the terms of this paper, this would imply payment outside thescope of this mechanism from receiver to sender, and then a full willingnessto pay for the transfer itself by the sender. For the Internet Service Provider,one of the potential advantages of putting a flexible pricing model in place isthe speculation that by doing so, it might be able to also implement, and thustap into, these higher level revenue flows, which may be substantial.The zone-based cost sharing scheme is capable of expressing payment forhigher level services, but in a rather restricted way. In the zone scheme, thepackets carry no indication of actual payment required, but only the zoneacross which the participants are willing to pay. It is assumed that the costassociated with each zone can be computed in advance, and is a fixed value foreach packet (or byte) sent. Not all fees for higher level services will fit thismodel. For certain services, one could imagine a well know fee that is fixedacross a number of providers. But the zone scheme cannot easily expressprices that depend on the service used, and that do not relate to the number ofpackets or bytes sent. Further work is required to characterize the limits of thepricing that this zone scheme can express.

10.

What happens if nothing happens?This zone based cost sharing scheme is rather complex, with new fields inpackets and new protocols to allow the receivers to express their willingness topay. This may not come to pass, and certainly will not come to pass unlessthere is enough anticipated benefit compared to the consequence of taking noa c t i o n . How might pricing evolve if no architectural extensions are put in place? Themost obvious possibility is that service providers will offer separate networks(how the separation is achieved, and at what level of the protocol stack, is notrelevant), and offer different levels of service on these different nets. Sincethere would be no specific flags in packets to select the enhanced service, all

Page 15users of a given net would see the same service. The most obvious version of"enhancement", which is already beginning to show up, is a lightly loadednetwork, which simply makes "things work better". Since these networks willhave different addresses, the addresses become an indirect way of expressingthe scope and nature of the service and willingness to pay. All the subscribershave to accept the same scope of willingness to pay, since there is no field inthe packet to convey individual preference.For example, one provider might offer a network provisioned to offeruncongested access from the U.S. to points of attachment on the majorcontinents. Local IAPs in other countries could then connect to this net(presumably at low cost) and the users on that net would discover that theyhad very responsive access to sites (such as commercial Web sites) attached tothis high value network. But the network would not offer transit service backto other sites in the U.S., so another (perhaps much more congested) pathwould have to be used to reach sites that would not pay to attach to this highperformance network.The addresses on this "enhanced network" function somewhat similarly to 800addresses in the phone system. Users connecting to these addresses wouldobserve that connections "cost less", or "work better" than connections toother sites. Users might thus be tempted to use them preferentially. It mightbe possible to make this feature easily visible to users to convey this appeal1 .These addresses have the additional advantage, relative to 800 numbers, in thatthey support a (static form of) co-payment, so that they can be used from anypart of the Internet.This sort of specialized ISP offering is bound to happen in the short run. So theinteresting speculation is whether this approach will provide enough abilityto allocate costs so that no further mechanism is demanded. With the simplerscheme, there is no way for a user to change the service it purchased from thenetwork except by changing to a new network provider, which impliesrenumbering all the hosts of the user. There is no way to select among arange of enhanced services on a dynamic basis, so services such as real timetelephony and bulk transfer cannot be differentiated. There is little likelihoodthat payment flow can be provided that reaches all the way from the sender tothe receiver, to facilitate the class of "cross-subsidy" discussed above. But thescheme might still provide enough service and price differentiation to succeedin the marketplace.

11.

Conclusions1 1 . 1 . Summary of mechanismThis paper proposes a set of mechanisms that together permit flexible pricingand cost allocation for services on the Internet. The key assumptions of theproposal are the following.

1 In contrast to 800 numbers, where the meaning of the 800 prefix is wellknown, Internet addresses are not usually seen by users. Instead, users seehigher level names, such as domain names and World Wide Web names. Thosedo not directly indicate the address to be used. So the sender’s willingness topay for the transfer needs to be made evident in some way other than theaddress prefix. Some service icon on the Web page pointing to the object is onea p p r o a c h .

Page 16¥Both sender and receivers should be permitted to share in the payment forservices. A simple approach for allowing the sender and receivers to sharein the payment is to associate with each a region of the network withinwhich they will pay. This matches the existing static payment scheme forbasic network service. The approximation used in this paper is a z o n e - b a s e d cost sharing model.¥Usage sensitive payments should be associated with enhanced services,such as real time flows or flows that are assured some expected capacity intimes of congestion, and not the basic service of today, which provideduniversal connectivity without much assurance of service level.¥Multicast, which implies that there may be more than two participants in aflow, is an important service. Any scheme should be compatible withmulticast.¥Implementation of a "receiver-payment" mode is more complex than a"sender-payment" mode, because packets can more easily carryinformation about the sender than the receiver.The prices being discussed in this paper are not necessarily dynamic per-flowprices. What is more likely is that providers will enter into long term contractsthat set the rates that they will pay each other to offer various enhancedservices. These inter-provider arrangements will specify such things as thepeak loads or long term limits on the total amounts of enhanced service traffic,and other parameters, such as time of day that will permit the providers tomake provisioning decisions for the service. These expectations about servicelevels and prices will then become part of the overall context in whichindividual participants in flows express a willingness to pay for service acrossdifferent regions of the net. In most cases, those individual arrangements willalso be long term agreements.Other, simpler approaches to supporting users with different willingness topay are possible. The most simple approach is the construction of differentInternets with different degrees of over-capacity and different regions ofcoverage. These will attract different sets of customers. This approach can beunderstood as an approximation to the scheme being proposed here, withmajor limitations but the potential to be "good enough".1 1 . 2 Support for explicit pricing schemesThe zone-based scheme assumed that the packet carried, in addition to the zoneinformation, the indication of the enhanced service that the packet requested.There is another class of pricing scheme, in which the packet carries a bid forservice, rather than describing the service parameters. These schemesinclude the smart market proposal of [MacKie 1993], and the priority scheme of[Gupta]. Some adjustment of these schemes may be required in order to fitthem into a zone-based scheme.The first issue is that, to be compatible with a cost-sharing model, any pricingscheme must come in two forms, which express respectively the willingness ofthe sender and the receivers to pay. The schemes mentioned above have beendescribed in terms of packet fields that express the sender’s willingness to pay.The second issue is that those schemes, by intention, compute the actual priceto be paid for service in a very dynamic way at the points of congestion. Thisimplies that there must be some means to reflect these charges back to thesender and forward to the receiver, and thus to relate the bid carried in thepacket to the total cost, which depends on the price set at each point of

Page 17congestion. In contrast, the zone scheme assumes that the cost for anyspecific enhanced service can be computed in advance for each zone, so thatthe network nodes can just count the packets or bytes going to and from eachzone, and compensate each other based on the aggregated traffic flows. Thesender and receiver can know in advance the cost of agreeing to a particularenhanced service across some particular zone. No per-flow accounting needbe done inside the network.1 1 . 3 . Research agendaThis speculative design of a cost sharing model raises a number of questionsthat must be considered, in order to better understand the possible shape of themarketplace, and how to build mechanism to meet the needs.The technical community would have a number of design tasks if thisapproach were undertaken. It would be necessary to articulate and agree on astandard set of enhanced service building blocks and define a standard way inthe packet header to request these services. These could be used to create realtime services, allocated capacity best effort services, and so on. An Internetzone exception message would have to be designed, to allow a receiver’s trafficmeter to request that a flow not receive some particular enhanced service, orreceive in only within some zone. Another issue is the relationship betweenzones and the routing and topology of the Internet. It would be desirable toassociate zones with addresses, based on routing information and known zoneboundary points.The economics and business community have a more uncertain set ofquestions to evaluate. The first step is to validate the need for a co-paymentmodel in which the receiver as well as the sender can express his willingnessto pay. Following that, the task is to explore the utility of a region scheme, anda zone scheme as an approximation to allocate shared payments, and considerwhat granularity of zones/regions will meet the need of the market.Another set of questions is whether this market of providers compensatingeach other based on value of flow is similar to other markets that have usefulor known properties? Is this a stable market with proper incentives? Willcompetition at the various levels cause the market to converge to a usefuloperating point?Finally, a critical question is how much better this zone based scheme is thanthe "do-nothing" alternative. That model, with different ISPs buildingdifferent networks with different service levels and different regions ofcoverage, is the likely outcome if no extensions to the Internet areu n d e r t a k e n .

12.

AcknowledgmentsThis paper incorporates a number of very useful suggestions from Joe Bailey,at MIT. I appreciate his helpful comments. This research was supported by theAdvanced Research Projects Agency of the Department of Defense undercontract DABT63-94-C-0072, administered by Ft. Huachuca. This material doesnot reflect the position or policy of the U.S. government, and no officialendorsement should be inferred.

ReferencesATM Forum Technical Committee. 1996. Traffic Management Specification 4.0.Clark, D. 1995. "Adding Service Discrimination to the Internet", Proceedings ofthe 23rd Annual Telecommunications Policy Research Conference (TPRC),Solomons, MD, October 1995. Also appeared in Telecommunications Policy,Vol. 20, No. 3, April 1996.Gupta, A., Stahl, D., and Whinston, A. To appear. Priority Pricing of IntegratedServices Networks. In Internet Economics, ed. Lee McKnight and JosephBailey. Cambridge MA: MIT Press.MacKie-Mason, J. and Varian H. 1993. Pricing the Internet. Presented at P u b l i c Access to the Internet. JFK School of Government. Available on line asf t p : / / f t p . e c o n . l s a . u m i c h . e d u / p u b / P a p e r s / P r i c i n g _ t h e _ I n t e r n e t . p s . Z Shenker, S., Partridge, C. and Guerin, R. 1996. Specification of GuaranteedQuality of Service. Availiable on line as ftp://ftp.ietf.org/internet-d r a f t s / d r a f t - i e t f - i n t s e r v - g u a r a n t e e d - s v c - 0 6 . t x t . Stallings, W. 1992. ISDN and Broadband ISDN with Frame Relay and ATM.Prentice Hall.Wroclawski, J. 1996. Specification of the Controlled-Load Network ElementService. Available on line as ftp://ftp.ietf.org/internet-drafts/draft-ietf-intserv-ctrl-load-svc-03.txt.