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Abstract. The evolution of the Internet toward ubiquity, mobility, and indepen-
dence of wired infrastructure requires revising routing in large dynamic clouds. The
need for frequent address updates caused by node mobility suggests decoupling the
permanent node identifier from its topological address. This paper proposes Tribe, an
indirect and scalable routing protocol for self-organizing networks. Tribe provides an
anchor-based abstraction, where the communication is split into two phases: location
of the destination node and direct communication between source and destination,
associated with appropriate addressing schemes. Tribe anchor nodes play the role
of rendezvous points and are responsible for translating a node’s identifier into a
topology-dependent address. Tribe achieves high scalability by distributing location
information among all nodes in the network using peer-to-peer concepts. By man-
aging regions of a logical addressing space, Tribe nodes route in a hop-by-hop basis
with small amount of information and communication cost. A qualitative analysis
of the Tribe topology and a performance evaluation of the protocol behavior are
provided. Tribe raises fundamental issues and triggers a high potential for future
work.
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1. Introduction

In the wide spectrum of networking technologies, connectivity is still
the main service provided by networks. New scenarios (e.g. ad-hoc
networks, sensor networks, and overlays), in addition to new routing
requirements (multicast, QoS, mobility, scalability) have pushed the
routing principles closer to their limits. We believe that it is time to
re-assess the relationship between the various components of a routing
protocol in order to appropriately address above mentioned challenges,
recognizing that today’s improvements incorporated in the architecture
will suffer to survive the network evolution.

In this paper, we propose Tribe, a protocol that is based on in-
novative principles and raises a number of design issues. Tribe ques-
tions the existence of an addressing structure and organization, and a
mathematical space that ease routing in a self-organized network.

In fixed networks, routing information is embedded into the topolog-
ical dependent node address, which also uniquely identifies the node in
the network. In self-organizing networks, however, nodes are supposed
to spontaneously join/leave, which invalidates routing information. In
such a scenario, the permanent node identifier cannot include dynamic
location information. The need for frequent network addressing updates
suggests the proposition of a network infrastructure where a permanent
node identifier is independent of a topological-dependent address.

Similar papers have been published lately on this issue but Tribe is
fundamentally different as it raises many issues. How many addresses
per node should we use, and of what type, for which purpose? What
is the impact of the addressing organization on the topological space
of the network? How can we design a routing transfer function that
is robust to mobility with minimum effect on the addressing scheme?
How can we enforce routing continuity when a node moves or leaves?

Recent location architectures like CAN [15], Chord [19], Pastry [16],
and i3 [18] employ a similar concept of indirect routing. In these archi-
tectures, nodes are organized in an overlay network which depends on a
global connectivity ensured by a network-level routing protocol. Tribe,
instead, is not an overlay network. Tribe is a network-level protocol
and intends to provide full connectivity among nodes.

Tribe distributes location information throughout the topology and
identifies anchor nodes that are responsible for storing such informa-
tion. Any node in Tribe may play the role of a Tribe anchor node — a
“rendezvous” point — and be responsible for some nodes’ location in-
formation. The applied information distribution mechanism also yields
scalability and more dynamics in the network.
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A small amount of information suffices to implement the Tribe rout-
ing protocol. Each node stores only information about itself, its imme-
diate neighbors, and the nodes under its responsibility. Additionally,
routing is performed in a hop-by-hop basis. During the routing proce-
dure, each node forwards the messages to the immediate neighbors that
get the messages as close as possible to the destination. Tribe limits to
O(k) the number of routing table entries (k is the number of immediate
neighbors of a node) and to O(1) the routing communication cost.

Tribe was first introduced in [20]. This paper differs from the previ-
ous one as it formalizes the problem, develops the region management
and the design improvement issues, and provides a qualitative and
quantitative analysis of the network.

The remainder of this paper is structured as follows. Section 2 dis-
cusses and defines the concept of indirection used in the Tribe routing
protocol. Section 3 presents the aspects of the Tribe design. The routing
procedure and its performance evaluation are addressed in Section 4.
Section 5 describes the Tribe maintenance when a node decides to
leave the network. Design techniques for improving Tribe robustness are
presented in Section 6. The Tribe simulator and experimental results
are presented in Section 7. Section 8 describes related works. Finally,
we summarize our contributions and outline subject of future work in
Section 9.

2. Tribe overview

This section presents a general view of the architecture defined by
Tribe.

2.1. PROPERTIES

Tribe takes advantage of some characteristics of completely decentral-
ized systems and self-organizing networks. We present some of these
features below.

Distributed control — A number of recent models for wireless
and mobile networks, including interactive smart devices [14], peer-to-
peer applications [8, 9], and pervasive systems in environments without
infrastructure [17, 21] are inherently decentralized. An intrinsic charac-
teristic of decentralized systems is that the distribution of information
and responsibilities should be scalable and fault tolerant. Tribe uses
distributed hash tables (DHTSs) [15, 16, 19, 24]. With DHTs, routing
information is completely distributed throughout the topology and the
network is able to achieve scalability and more dynamics.
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Physical-logical association — Tribe creates a topology that is a
logical representation of the network and reflects the relative location of
nodes in the network. Nodes that are neighbors in the logical topology
are also neighbors in the physical network. Thus, routes established in
the logical topology reflect physical routes. We use the term “logical”
to indicate that the addressing scheme used to identify nodes and to
distribute location information in the topology is the translation of an
address in the real addressing space — a universal identifier — into an
address in the addressing space used by Tribe — a relative address. The
node responsible for performing this translation is called Tribe anchor
node. Any node can play the role of an anchor node.

Topological-independent identification — In Tribe, the identi-
fier of a node is independent of its topological location. A hash function
maps the destination’s universal identifier into a valid logical address.
The destination’s logical address is used to identify the Tribe anchor
node responsible for storing the destination’s topological-dependent
address (the relative address).

Self-organization — As stated before, our proposal is self-organizing
and does not require any fixed infrastructure. A self-organizing archi-
tecture depends only on the correct operation of its nodes, and does
not require the existence of administrative entities or dedicated servers.
Furthermore, they are non-authority based networks.

2.2. INDIRECT SERVICE MODEL

The purpose of Tribe is to provide indirection for routing between peers
in large-scale spontaneous networks. A routing procedure is referred to
as indirect when it is performed in two phases. This allows the network
to decouple the information about the location of a node from the
location itself. This approach has many advantages. Firstly, routing
information can be completely distributed. This issue is important for
achieving scalability in large-scale networks.

In different contexts, like completely decentralized peer-to-peer sys-
tems, the distribution of routing information among the nodes limits
the routing overhead at each node. For instance, CAN [15] limits the
number of routing information to O(d) and Pastry [16] to O(logn),
where d is the number of dimensions of the CAN addressing space and
n is the number of neighbors of a node.

Another advantage of such an approach is that the network supports
more frequent node arrivals and departures. In Tribe, location informa-
tion is completely distributed and the location information stored at
each node concerns only a few other nodes. In this way, the overhead
produced by the departure/arrival of a node is also low.
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An underlay strategy for indirect routing 5

Every node in Tribe has three identifiers. The first one, called uni-
versal identifier, U, is supposed to be known by any other node that
wishes to communicate with the node. This identifier is independent of
any network-level characteristics. It can be a word, a numerical value,
or even an IP-like address. The second identifier, the logical address V,
is a translation of U into the Tribe’s logical addressing space, V. This
identifier is used to identify any Tribe anchor node. The third identifier,
the relative address F, is the current topology-dependent address of the
node. It is important to note here that the relative address changes if
the node moves, but both the universal and logical identifiers remain
unchanged. Fig. 1 illustrates the steps of Tribe’s routing procedure and
the use of the described identifiers.

T

sO
Figure 1. Routing steps in Tribe.

When source s wants to communicate with destination d and has
no idea of d’s relative address, it first contacts the node responsible
for storing the relative address of node d (arrow 1). Call this node Tj.
Thus, the message sent by s will travel in the network until it is received
by Ty. Note that node s does not know Ey, but it knows Vj (obtained
from Uy). Node T, knows the relative address E; because node d has
previously informed T, about its current address. The anchor node Ty
plays the role of a “rendezvous” point where the location of node d is
stored. The particularity of this approach is that the rendezvous point is
logically identified and can be any physical node in the network. Anchor
nodes are distributed and depend only on the nodes’ identifiers. When
contacted by s, T, responds with a message containing the relative
address of node d, E4 (arrow 2). Node s can now communicate directly
with d (arrow 3).

3. Tribe design
The main component of Tribe is the addressing space used to assign

addresses to nodes. Nodes that are physically close in the network
also manage close regions in the Tribe logical topology. Each node is

viana.tex; 23/01/2004; 19:19; p.5
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assigned a control region R = [R®, R®] of the logical addressing space
V. We define V to be the set of integers in the range [0,2™ — 1].

There are two important properties of the assignment mechanism.
First, at any time, the addressing space is completely shared among
the nodes, i.e.

N
V= U R, (1)
k=1

where N is the total number of nodes in the network. Second, these
control regions are mutual exclusive:

Ri[(1R; =0, Vi,Vij,i#j. (2)

The lower limit of the control region of node i, Rie, uniquely iden-

tifies the relative location of node 7 in the topology. This identification
is the relative address E; of node i:

When a node joins the network, it performs three tasks as shown
below:

1. The node identifies its neighbors.
2. One of its neighbors will delegate it a part of its own control region.

3. The arriving node identifies its corresponding anchor node and
registers with it its relative address.

In the rest of this paper we will see that the control region received
by node 7 serves for two purposes: node identification and routing.

3.1. BOOTSTRAP

Let t = t} be the time node 4 joins the network and R;(t}) be the control
region assigned to ¢ by one of its neighbors. This region is called the
original control region of node 1.

—  Original control region: R;(th) = [R(t}), R (th)] C [0,2™), is the
control region assigned to node 7 when i joins the network.!

! For the sake of simplicity, we use the usual mathematical notation [X,Y) to
represent [X,Y —1].
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The exact mechanism works as follows. We first assume the existence
of some bootstrap mechanism that allows new nodes to identify their
neighbors in the network.? This results in the discovery by the new
node of its neighbor set and neighbor list, which contains information
about all neighbors.

— Neighborhood set: A; = {a1,...,aa,} is the set of A; nodes in the
immediate neighborhood of node ;.

— Neighborhood list: represented by the set L; = {[Eq,, Rq,, Ra, (£5")]:
ooy [Bau, s Rag,» Rag, (tg*$)]}, is the list containing the relative
address, the control region, and the original control region of all

nodes in the neighborhood of node 3.

The neighborhood list is used to determine which neighbor will
delegate a portion of its own region to the arriving node.

3.2. REGION ASSIGNMENT

Tribe applies two criteria to delegate a region to the new node 7. The
first selects, among the neighbors of node i, the one that will share its
region. This node will be the neighbor that holds the largest region.?
Call this node the parent neighbor of node ¢, noted, p;. Second, the
region size that will be assigned to ¢ is a fraction of p;’s control region,
aRyp,;,0 < o < 1. Unless otherwise specified, we will use in this paper
a=1/2.

— Parent neighbor: p; is the node that holds the largest region among
the nodes in the neighborhood list of node 7. This node will share
its region with node 1.

Let () —¢) be the time just before node i joins the network (e small).
At this time, we have (for o = 1/2):

4 S(giy _ | Bo(th—e)+ Ry (th—e)
Ri(t) = { R (th) = { 2 |
RP(th) = Ry (th — e).

After assigning a control region to ¢, the new control region of p;
becomes:

Z. Ry (th) = Byi(th—e),
Roil0) =\ Ro (1) = [R%(t@—e);f%%(te—e)w L

i

2 Trivial in wireless environments.
3 The region size R is given by S(R) = R® — R® + 1.
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We can now redefine Eq. 3 and obtain:

E; = R (t). (4)

Because every node always gives the highest part of its control region
to a new arriving node, the node’s relative address remains the same.

3.3. FINDING A TRIBE ANCHOR NODE

The next step is to identify the node that will be responsible for storing
the location information of node i, i.e. the Tribe anchor node of node
i, T;.

— Tribe anchor node: represented by 7T;, is the node whose control
region contains node i’s logical identifier V;, i.e. V; € Rr;. Node T;
will be responsible for storing the node 4’s location information,
i.e. its relative address E;.

Observe that ¢ does not know the actual identity of T;. Node 7 simply
knows that its anchor is the node whose control region contains V;. Node
1 sends then a register message to its anchor node indicating its relative
address. Here we only show how to identify an anchor node. The way
messages are routed will be subject of Section 4.

We described above the procedure used by a node to identify its
anchor. This same procedure is also used by a source to discover the
relative address of a destination. If the source, s, wishes to communicate
with the destination, d, and s is unaware of d’s relative address, it
must first contact the corresponding d’s anchor node in order to be
informed about d’s up-to-date relative address. By applying the same
hash function on Uy, s obtains the same V. The source s contacts Ty
and communicates directly with d after receiving E,.

3.4. REGION MANAGEMENT

As a result of the region assignment algorithm, we can derive some
important properties from the manipulation of the control regions.
These properties will be used to show that routing in Tribe is simple
and efficient.

In order to describe the region management in Tribe, we make the
following definitions:

— Children set: represented by C; = {ci1,...,cc;}, is the set of C;
nodes that have node ¢ as parent neighbor, i.e. p.,, = 1,1 <k < C;.
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— Descendant set of node i: D; = {d;,ds,...,dp,} is the set of D;
nodes that have i as ascendant. Thus, we have Ry, (1) C R;(t}).
This means that the control region of a descendant is always a
subset of one of its ascendants’ original control region.

The Tribe join procedure establishes a “kinship” between the node
that gives a portion of its control region and the node that receives
this control region. This kinship is determined by the descendant set.
A child is necessarily a descendant. In this way, we also have C; C D;.

Let Cp, (1) = {c1,...,¢c,, } be the children set for node p; at time
7 > th'. Suppose that the elements of C,, are organized such that ¢
is a node that joined the network before node ¢y, z < y, and (z,y) €
{1,2,...,Cp}, ice. t5* < tg’. Thus:

1.RS >...>RE_ >RS >RZ , >...>RY

Cr 41 Ccpi -
2. S(Re, (t5)) = 22 S(Repyr (t5™)),  Veg € Cpy(7).
3. Re, (1) C Ry, (t5),  Veg € Cp, (7).

4. RY (1) = min{RY (1)} — 1, Vg € Cp, (7).

d. Uczecm Rcw (tga:) C Rp:c (tgﬁ)

In Tribe, every node maintains information about its original control
region. This information is used by the routing procedure (Section 4)
in order to select the next hop when forwarding messages.

In the Tribe protocol, routing performance is strongly influenced
by the way the topology is built. In this paper, we propose to adopt
a region assignment mechanism that uses a half division criterion to
delegate control regions (Section 3.2). This criterion determines the
number of children that each node can have and generates the Tribe
topology. In Tribe, topologies tend asymptotically toward a subtree of
a binomial tree [5].

4. The Routing Procedure

In Tribe, every node stores information concerning its immediate neigh-
bors, as shown in Table. I.

Suppose node s must forward a message to destination d and s knows
the d’s relative address. Node s first verifies if the destination address
corresponds to one of its descendants, in the set D;. According to the
definition of node’s descendants (Section 3.4), the control regions of
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10 Viana, Amorim, Fdida, and Rezende

Table I. Routing table of node i at time 7.

Neighbor | Relative | Control | Original
address region region
a1 E,, Reas (T) Ra, (t5"

a2 Eaz RGZ (T) RGQ (tSZ)

ag Eak Rak (T) Rak (tgk)

all descendants of s are always a subset of s’s original control region,
Rs(t3). Then, if E; € R,(t§) holds, s concludes that node d is one of
its descendants , i.e. Ry4(1) C Rs(t3), t§ < 7. Source s forwards then
the message to its child which is the closest to the destination. This
child, ¢, is chosen such that:

E., = max{E}, c; € Cy(7), (5a)
E., < E,. (5b)

If, on the other hand, E4 ¢ R4(t), then node s sends the message to
its parent p,. The procedure is repeated until the destination is reached.

4.1. ROUTING TOWARD AN ANCHOR NODE

Now, suppose node s wishes to communicate with the destination d
and s is unaware of F;. Node s should contact d’s anchor node, Ty.
The same procedure used for routing toward a destination is used for
routing toward an anchor node. The only difference is that the target
address is the logical identifier of the destination d. As described in
Section 3.3, by applying the hash function on Uy, s obtains V. The Ty
will be the node whose Vz € Rr,. Thus, in order to routing a message to
Ty, node s first verifies if V; corresponds to one of its descendants, i.e.,
if Vy € Ry(t§)- If so, s sends the message to its child ¢, such as defined
in Eq. 5. On the other hand, node s sends the message to its parent p;.
The procedure is repeated until the node whose control region contains
V4 is reached.

viana.tex; 23/01/2004; 19:19; p.10
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4.2. ROUTING THROUGH SHORTCUTS

In practice, it is likely that the set of neighbors of a node is not re-
stricted to its parent and/or children. These links (inherent to wireless
environments) may constitute shortcuts when routing messages.

Let us now define the remaining nodes set of node 3.

— Remaining nodes set: U; = {uy,...,uy,} is the set of U; nodes
that are neighbors of node ¢ but there is no kinship between them,

Suppose again that s wishes to forward a message to d and F; ¢
Rs(t§), i.e. node d is not a s’s descendant. At the standard routing pro-
cedure, s sends the message to its parent ps;. Nevertheless, considering
the shortcuts, node s can also send the message to one of the remaining
neighbors uy € Uy,. In this case, s first verifies if the destination address
corresponds to one of its remaining neighbors’ descendants. Thus, by
using the information concerning its neighbors stored in its routing
table, node s forwards the message to its immediate neighbor = such
that By € Ry(t]), for z € Us. On the other hand, the message will be
forwarded to ps, which will perform the same procedures.

Shortcuts can also be used if node s wishes to send a message to
Ty. In this case, if Vg & Rs(t§), s verifies if Vj is one of its remaining
neighbors’ descendants, i.e. if V; € R (t§), for z € Ug. If not, s forwards
the message to ps.

The routing procedure always converge because these conditions
guarantee that a message is forward to the node that either (i) has
node d or Ty as a descendant, or (ii) can find an ancestral of node s
that has node d or T; as a descendant.

Note that the number of immediate neighbors and, consequently, the
signaling overhead depend only on the node’s range and is independent
of the total number of nodes in the system. Each node only stores
information about itself and about its immediate neighbors (region and
relative address) in its routing table. Furthermore, a small amount of
information suffices for routing in the relative addressing space. Tribe
limits to O(k) the number of routing table entries in each node, where k
is a number of immediate neighbors of a node. Messages are forwarded
hop-by-hop until they find the node whose region contains the required
address.
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5. Node departure

Tribe also deals with nodes that voluntarily join or leave the network.
With a node departure, the system must guarantee that an abandoned
control region is assigned to a remaining node. We consider here that
before leaving its location, a node explicitly hands over its control
region and the associated location information database to its parent
neighbor.*

In the ideal situation, each node manages one control region. Nev-
ertheless, due to the network dynamics, this is difficult to obtain. In
some situations, the control region of the leaving node and the one of
its parent neighbor do not form a contiguous region. We will see that if
the regions are not correctly managed, nodes may misforward packets
and the leaving node’s remaining children may become unreachable.

5.1. TOPOLOGY CONTINUITY

The stability of the system and of the routing protocol are enforced by
the continuity of the regions in the topology. Tribe must guarantee that
after a node departure every message addressed to one of its children
will be correctly delivered.

First of all, let us define the continuity of regions.

DEFINITION 1. A subnetwork is said to be continuous if it satisfies
the region continuity law.

DEFINITION 2. (Region continuity law) Nodes satisfies the region con-
tinuity law if messages can be correctly exchanged among them using
the Tribe routing procedure.

A node departure may cause a discontinuity in the topology and
make some descendants unreachable. We call these descendants or-
phans.

— Orphans set: represented by O; = {o01,...,00,}, is the set of O;
remaining children of the leaving node 4. In this case, O; C A; and
Oi = Ci-

Consider first that ¢ was not the last p;’s child to join the network.
Thus, there exists ¢; € Cp, such that Rcej < R?, cj # i
Recall that the representation of C,, satisfies

4 We assume the existence of some mechanism that allows a node to determine

when it is leaving its location. Details on these mechanisms are beyond the scope of
this paper.
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Figure 2. Unreachable orphans because of topology discontinuity.

RG >...>Rg >RG5 >RG ., >...>Rg ,
such that ¢ is a node that joined the network before node cg11, 1 <
k < (Cp,). Suppose that node i is p;’s wth child, i.e. i = ¢;. Then, for
O, ={o1,...,00,}, we have that R2_1 > Roek > RcewH,VOk € 0;.

Let ¢ be the last i’s child to join the network, i.e. R; and R; form a
contiguous region (RZ-ea = Ré6 —1). At the departure of node %, c;11 will
be the p;’s child whose relative address E.,,, is the inferiorly closest to
¢’s relative address, F;. According to the Tribe routing protocol, node
p; will forward to node ¢y 1 any message destined to Yor € O;. Thus,
if cz+1 is not in the i’s neighborhood, i.e. (cz+1 ¢ A;), and if there is
no path respecting the region continuity between c; 1 and any other
o, € Oy, a number of the i’s remaining children become unreachable.
Fig. 2 shows an example of such a situation.

Before the departure of node ¢, messages are correctly forwarded
to ¢ through 4, as shown in Fig. 2(a). In this example, the source is
node s, whose relative address is Fy = 2'°2. The relative address of the
destination ¢ is E; = 22%. Fig. 2(b) shows the topology after node i
leaves the network. When node p; must forward a message addressed to
¢, it concludes that it has to choose between two candidate next-hops:
node ¢, (BE., = 2*?®), or node ¢, (E., = 2%%?). Since ¢, is the node
that gets the message as close as possible to the destination relative
address 2?**, p; will forward the message to c,. Nevertheless, from a
global viewpoint of the topology, it is clear that the message should
be sent to node ¢;. The orphans of node ¢’s become then unreachable
after the departure of 4.

Therefore, we must guarantee that the orphans of the leaving node
remain reachable through some (alternative) valid path. We propose in
the following a region reassignment mechanism that guarantees the cor-
rect execution of the routing procedure when nodes leave the network.
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Figure 8. Smooth reassignment.

By allowing nodes to manage discontinuous regions in an adaptive fash-
ion, the global operation of the protocol is maintained. Furthermore,
in order to converge to one control region per node, new nodes joining
the network will be assigned control regions that have been previously
owned by other leaving nodes.

Two cases may happen after a node departure. In the first one, the
parent neighbor of the leaving node can assume the responsibility of the
abandoned region and nothing else is required to maintain the topology
continuity. In the second case, the departure of a node creates some
discontinuities in the network topology. The following sections explain
these cases and the proposed region reassignment mechanisms in detail.

5.2. SMOOTH REGION REASSIGNMENT

A reassignment operation is said to be smooth when the parent neigh-
bor of the leaving node i, p;, is also neighbor of #’s remaining children.
In such a case, ¢ gives its control region and its associated location
information database to p; and nothing else must be done.

A smooth reassignment can be performed if the following conditions
hold:

CONDITION 1. RY =R —1.
CONDITION 2. O; C A,,.

Fig. 3 shows an example of such a situation. Nodes p; and ¢ have
contiguous regions and p; sees the two ¢’s orphans a; and as. Thus,
the departure of node ¢ will cause no impact on the functioning of the
routing procedure.

5.3. CLONE-BASED REGION REASSIGNMENT

When only one or none of the conditions presented in the previous
section is respected, the smooth reassignment algorithm cannot be
applied.

viana.tex; 23/01/2004; 19:19; p.14



An underlay strategy for indirect routing 15

This section presents the general mechanism to deal with region
discontinuity. In this case, the parent neighbor p; of the leaving node
1 does not see any 4’s orphans. We suppose that the network is a
connected graph, i.e. there is some path in the network between p;
and Yoy, € O; (Fig. 4).

S
0g =C

Figure 4. The general case where the smooth reassignment algorithm cannot be
applied. Dotted lines represent the existence of (non direct) a path between the
nodes.

After the departure of i, a solution to overcome the discontinuity is
to establish “tunnels” between p; and all 7’s orphans. The idea behind
tunneling is to replace ¢ by a mechanism that makes the absence of
1 completely transparent for the rest of the network. Nodes that are
connected through tunnels act as if they were neighbors. The procedure
of establishing tunnels is based on the arrival order of the nodes. Let
h(k,l) be a tunnel between nodes k and /. Our objective is to establish:

h(pi,00;)

h(OOi ) Ooi—l)

h(02,01)

For the sake of notation’s simplicity, also call ¢ = o0gp,. According
to the routing procedure, each node forwards the messages to the
immediate neighbor that gets the message as close as possible to the
destination. Since we considered that p; and ¢ are connected through a
tunnel, any message handled by p; and addressed to any di € D; will
be forwarded to ¢.

In the same way, the same procedure is performed if there is a
tunnel between ¢ and op,—1. Thus, any message received by ¢ and not
addressed to one of its descendants will be forwarded to 0p;—1. In this
way, the continuity of the routing protocol is maintained if the tunnels
are correctly configured.

We supposed above that there was a path between the nodes con-
sidered. We show now how these paths are obtained. Let us first show
the procedure for creating the tunnel h(p;, ¢). Node p; performs a lim-
ited flooding by sending a Discover message destined to ¢é. Upon the
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reception of this message, ¢ responds with a Path message containing
a list P(¢ — p;) of the intermediate nodes forming the reverse path
traversed by the Discover message:

:P(6 _>pl) = {bbb?a' .. abM}a

where M is the number of hops traversed by the Discover message,
b1 = é, and bM = Pi-

Tunnels are implemented through clones. Clones are logical repre-
sentations of the nodes in the path between two nodes. Every node in
P(¢é — p;) is a potential clone.

The “source” of the tunnel h(p;,é), i.e. the clone of node p;, is
responsible for stocking all location information database left by 7. All
message addressed to any di € D; and handled by p; will be managed
by this source and will be forwarded toward the “sink” of the cloned
path, the clone of node ¢. The other clones between the source and
the sink (let us call them “intermediate” clones) simply forward the
message to the next clone in the cloned path. The only action of that
intermediate clones is to decide if the forwarding should be toward the
source or the sink.

Let us now show that the same procedure can be used for establish-
ing tunnels between orphans. Each o € O; sends a Discover message
to ox_1. Upon the reception of the Path message, oy establishes a path
from itself to ox_1 by cloning all nodes in P(ox_1 — 0f). In order
to determine the i’s descendants that can be reached from each cloned
path, ¢’s original control region should be correctly distributed between
that cloned paths.

For the tunnel h(op,,00,—1) to be established, the clone of node
oo, = ¢ will be responsible for forwarding through the intermediate
clones all messages handled by ¢ and addressed to d; € D; if R?j €
(Ri(th) — Ri — Re(t§)). Call of Rh(é00,_1) the resulting control region
managed by the tunnel h(é, 00,-1)-

For the paths h(ox,00,-1), 2 < k < (O; — 1), the control regions
managed by each tunnel are calculated recursively. The source of each
h(og,00,-1) — i.e. the clone of node o, — will be responsible for for-
warding through the intermediate clones all messages handled by o
and addressed to d; € D, if R(?j € (Rh(Ok,Oqu) — Ro, (tgF)). Call
of Rh(%OOkil) the resulting control region managed by each tunnel
h(ok,00,-1), 2 < k < (0; —1). Fig. 5 shows all the tunnel created after
the departure of node 3.

Consider the following example where node ¢ leaves four orphans
O; = {01,02,03,04}, for o4 = ¢. The execution of the cloning-based
mechanism will result in the configuration shown in Table II.
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source

hip; .00, )
i
pi .’ RS
sink

01 “»02 OoI 1
22 ° o -2 OO|=6
source U ink source sink

h(os .0 ) h(og, %, 4 )

Figure 5. Cloned logical paths between p; and ¢, and the node i’s orphans.

Table II. Control regions of the cloned
paths.

Rhion) = Ri(to)

Rh(04,03) = Rz(t%) - R'L - Ré(tg)

Rh(og,00) = Rh(os,05) — Ros(to®)

Rh(os,01) = Rh(og,o0) — Roa (t5*)

An alternative to the cloning-based mechanism would be to change
the descendants’ addresses and redefine the entire scope from the leav-
ing node. In this case, with a node departure, all its descendants will
be forced to rejoin the network, to obtain a new relative address, and
to update the corresponding new location information at the anchor
node. The overhead of this implementation would affect the protocol
scalability and stability.

On the other hand, the maintenance performed by the clone-based
mechanism affects only the remaining orphans and some nodes within
the discover range. We will see in the section reporting our experimental
results that, despite the average number of neighbors per node, the
degree of kinship is low. This contributes to reduce the overhead caused
by cloning.

5.4. CLONE-UNDOING

The region-reassignment mechanism also aims at keeping one control
region per node. Each time a new node arrives in a location that has
been previously occupied by another node, the parent neighbor verifies
if the new node is appropriate to receive the previous abandoned control
region.

The parent neighbor compares the neighborhood list left by the
previous node with the one of the arriving node. Cloned paths will be
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undone according to the result of that neighborhood comparison. Let
node 7 be the leaving node and node i’ be the new arriving node. If the
new node 7' is neighbor of p; and of all o, € O;, p; undoes the clones
and assigns the abandoned control region R; to node i’. The location
information database and the original control region R;(t), are also
sent to 7. Nevertheless, if the new node cannot be used to restore the
previous region assignment, a region will be attributed to it, according
to the described Tribe join procedure.

6. Design Improvements

In this section, we describe some of design techniques for improving
Tribe robustness in terms of routing, location information availability,
and load balancing.

6.1. MULTIPLE ANCHOR NODES

For improved location information availability, one could assign multi-
ple k different anchor nodes to each node. To accomplish this, we could
concatenate a small, globally constant sequence of k values (eg. 1, 2,
3) to each universal identifier, then hash the result to identify the ap-
propriate k anchor nodes. Thus, each node joining the topology would
have k different registrations in k£ distinct locations in the network.

The query for the location of a destination could be done in two
ways. First, the query could be sent to all £ anchor nodes in parallel.
This would reduce the average query latency but, of course, increase
the traffic in the network and the cost of storage.

Instead of querying all £ nodes, a node might instead choose to
contact the anchor node which is the closest to itself in the addressing
space. This would also reduce the average query latency.

6.2. REPLICATION AND FAILURES

The advantages of information replication are twofold. First, it in-
creases the availability of a specific location information. Thus, the
overhead at the hot spots are reduced. The second advantage is that
it also increases the ability of dealing with arbitrary node failures and
simultaneous failures of multiple adjacent nodes.

We presented in Section 5 some mechanisms that guarantee the
stability of the system and of the routing protocol when a node leaves
the network. We had supposed that a node notifies its parent neighbor
about its departure by sending the information necessary to assure the
topology continuity. Nevertheless, the region continuity law cannot be
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assured if a node suddenly fails or does not have enough time to notify
about its departure. By replication at £ anchor nodes, these information
can be restored.

Any anchor node can be informed about a node failure by one of the
failed node’s remaining neighbors. Once the anchor node has detected
that a node has failed or left, it sends a Repair message toward the pre-
vious emplacement of the failed node. The Repair message contains the
information necessary to assure the topology continuity. The Repair
message is intercepted by the failed node’s parent neighbor that will
initialize the Tribe region reassignment mechanism.

In the ideal case, one of the k failed node’s anchor nodes either (i) is
an ancestral of the failed node, or (ii) is located in a different subtree
from the failed node at the Tribe tree. These conditions guarantee that
the Repair message will necessarily go through the failed node’s parent
neighbor. Nevertheless, it is possible that all of the k anchor nodes are
descendants of the failed node. In this case, the Repair message will
not reach the failed node’s parent neighbor. In order to deal with this
particular case, we can:

— Estimate a value for the replication degree k that makes negligible
the probability that all anchor nodes become to the same subtree.

— Discover an alternative path to the failed node’s parent neighbor
using the same Discover message described in Section 5.3.

7. Analysis

In this section, we present a number of simulation results for Tribe in
terms of performance and scalability.

7.1. TRIBE SIMULATOR

We evaluated Tribe through an implementation of a simulator consist-
ing of the Tribe engine and a network emulation environment. This
latter allows experiments with large networks with up to 10,000 nodes.

Each node is supposed to have a 100-meter signal range. The emu-
lated network environment is a 4000x4000 meters square with a gran-
ularity of 1x1 m?2, as shown in the grid of Fig. 6. Points in the grid
represent locations that may be occupied by nodes. Every point is
associated with a degree that is equivalent to the number of nodes
whose range contains this point. A set of degree [ is composed by the
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Figure 6. A piece of the universe partitioning,.

(a) 1,000 Tribe nodes. (b) 10,000 Tribe nodes.

Figure 7. Emulated network environment.

points that have the same degree [. At startup, all points have a degree
equal to 0.

The emulated network environment uses a pure random model to
determine the initial neighborhood degree of a new node [23]. A prob-
ability g to be occupied by the new arrived node is assigned to each
point in the grid, being dependent of the point’s degree. The simulator
increments of 1 the degree of all points in the range of the new node.
Fig. 7(a) shows the topology obtained for a 1,000-node network and
Fig. 7(b) shows the resulting topology for a 10,000-node network.

7.2. TRIBE RESULTS

The basic parameter for estimating the performance of any routing
protocol is given by the length of the path between two arbitrary nodes
in the network. In the context of the analysis presented in this paper, we
consider an addressing space of size m = 30 for V = [0,2™). We varied
the number of nodes N from 1,000 to 10,000 and conducted a separate
experiment for each value. For each experiment two Tribe nodes are
selected randomly and a message is routed between this pair of nodes
using Tribe protocol. Then, we measured the path length traversed by
the message.
The measurements were performed considering two scenarios:
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Figure 8. (a) Path length as a function of network size. (b) PDF of the path length
in the case of N = 10, 000-node network and 100,000 trials.

— Scenario 1: nodes communicate using the paths defined by the
generated topological tree. Thus, the routing table of each node
is only composed by the information about its parent and its
children.

— Scenario 2: in this scenario shortcuts are considered. In this way,
the routing table of each node stores information about all the
immediate neighbors.

Fig. 8(a) plots the average path length and confidence intervals as a
function of the network size for the two described scenarios. The error
bars show the 99% confidence interval. The results confirm the expec-
tation that the average path length is in the order of O(m) for larger
networks. We also observe that the utilization of shortcuts contributes
to a reduction on the path length.

In the same experiment, Fig. 8(b) plots the PDF of the path length
for a network with N = 10,000 and 100,000 data messages. The results
show the path length required to route a message for the two proposed
scenarios. We can observe the gain obtained by the use of shortcuts.

Fig. 9 shows the mean and the confidence intervals of the per-node
routing table size as a function of the network size. It depicts the effect
of shortcuts on the path length. For scenario 1 (Fig. 9(a)), the routing
table is limited to the information about the parent and the children
of each node. Although shortcuts increase the per-node routing table
size, as they enable direct communication between nodes from different
subtrees, they lead to significant reduction of the average path length
(Fig. 9(b)). It is easier to see here the interest of using shortcuts. They
are simply based on the probability that any hop in the path be a
neighbor of one of the destination’s ancestral. We can also observe that,
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Figure 9. The per-node routing table size (number of entries) as a function of the
network size.
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Figure 10. The traffic concentration in each node for N = 10, 000 nodes and 100,000
random communications.

despite the average number of neighbors per node increases with the
network size, the degree of kinship is low. This contributes to equilibrate
the overhead caused by the cloning algorithm.

It is also important to examine the impact of the topology on the
paths between sources and destinations. We investigate the particular
hole of the root in the next experiments.

Figure 10 shows the routing traffic concentration for each node for
a network size of 10,000 nodes and 100,000 data messages. This ex-
periment considers only data packets. As expected for the scenario
1 (Fig. 10(a)), there is a hot spot situated around the root node.
Fig. 10(b), however, shows that when shortcuts are used, the traffic
load is reduced of about 50%.
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8. Related Works

Following the idea of indirection routing, the i3 [18] proposes an overlays-
based infrastructure that offers a rendezvous based communication
abstraction. i3 decouples the act of sending from the act of receiving:
sources send packets to a logical identifier and receives express interest
in packets sent to this identifier. i3 uses a set of servers that store iden-
tifiers and map packets with these identifiers to 3 nodes interested in
receiving the packets. This approach combines the generality of IP-layer
solutions with the versatility of overlay solutions. Tribe proposition
uses a similar concept of indirect routing, however, it is not based in
an overlay infrastructure and is independent of IP-layer.

The geographic forwarding [7, 12, 13, 22] is a routing proposition
that better scales in large wireless self-organizing networks. Geographic
forwarding requires that end-points find the destination’s current ge-
ographic location. One approach to tracking geographic locations is
through the GLS location service [13]. The Grid project [4, 10] pro-
poses a scalable ad hoc routing protocol, which uses the combination
of geographic forwarding and the GLS [13]. GLS builds a distributed
location database, where each node chooses its location servers from
nodes located at exponentially increasing distances. Both geographic
forwarding and GLS use the Global Positioning System (GPS) for
determining a node’s geographic location. This dependence is likely to
be impractical for many uses of self-organizing networks. Tribe routing
and GLS use a location service combined with a routing system that
uses locations as addresses. Tribe, instead, is completely independent
of any geographic information and the topology is a logical network
representation, where nodes are identified by their neighborhood in the
physical network.

Terminodes [3, 11] project, also built around the concept of geo-
graphic forwarding, propose a routing information distribution which
is similar to the Tribe location information distribution mechanism,
in that they use a translation function to distribute information in
the topology. The key difference is that Terminodes uses geographic
information to construct the topology and perform routing. Terminodes
also proposes a GPS-free positioning for the situation where GPS is not
available. This proposal uses distance measurements between nodes to
build a coordinate system in order to locate nodes in the network.
In Tribe, node position reflects their relative location in the network
and there is no need for any geographic positioning system or distance
measurements.

Similarly to Tribe approach, the PeerNet [6] is a peer-to-peer based
network layer for dynamic and large networks. The address reflects
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the node’s location in the network and are registered with the re-
spective identifier in the distributed node lookup service. In Peernet,
the addresses are organized as leaves of a binary tree — the address
tree. PeerNet routing is a recursive procedure descending through the
address tree. Thus, in contrast to Tribe, PeerNet routing disseminates
information about the global state of the network, and nodes maintain
a routing table that has | = log N entries, i.e. O(log N) per-node state
(where N is a number of nodes in the network). Because the address
tree organization, a node movement may require the assignment of new
address to several nodes in PeerNet infrastructure, which generates
many updates in lookup entries. In Tribe, the number of immediate
neighbors and, consequently, the signaling overhead depend only on
the node’s range and are independent of the total number of nodes in
the system. Therefore, Tribe node limits to O(k) the number of routing
table entries in each node, being k£ the number of immediate neighbors
of a node. Contrarily to PeerNet, nodes departures in Tribe do not affect
others nodes address or generate updates in several anchor node entries.
The Tribe region reassignment mechanism is adaptive, and assures the
system and routing stability under node departures.

9. Conclusion

This paper addresses the problem of efficiently routing content to a self-
organized network. The need for frequent address updates caused by
node departure suggests the proposition of a network infrastructure
where a permanent node identifier is independent of a topological-
dependent address. The Tribe protocol deals with this new require-
ment and proposes an indirect and scalable routing strategy for self-
organizing wireless networks. According to the concept of indirection,
Tribe provides an anchor-based abstraction, where the communication
is split into two phases: the location of the destination node and the
communication itself. In each phase, a distinction between the identity
and address of a node is performed, which enables Tribe to handle node
departures.

Using peer-to-peer concepts, Tribe achieves high scalability and dis-
tributes the location information database among all nodes in the net-
work. The topology created is a logical network representation, which
describes the relative location of the nodes according to their neighbor-
hood in the physical network. Therefore, a small amount of information
suffices to implement Tribe routing, being the routing table entries lim-
ited to O(number of immediate neighbors) in each node. Upon node de-
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parture, Tribe uses an adaptive region reassignment mechanism, which
assures the global system and the routing protocol stability.

Some works have observed the power law nature of the load dis-
tribution across access points [1, 2]. Motivated by these observations
and considering each Tribe node as a potential access point, we expect
that most communications will be established within local distances,
and little routing traffic overhead will travel the entire Tribe network,
alleviating the problem discussed above. Furthermore, in many wireless
self-organizing networks, mobility is very low. A notorious example is
a wireless mesh network. In such networks, mesh routers are sponta-
neously placed to extend the wireless coverage. Once the routers have
configured themselves, they do not move for a longtime until there in
no more need for the network.

We believe that Tribe is an innovative and promising approach for
spontaneous networks with low mobility.

Additional related problems that are topics for future work include
the extension of Tribe system to use a fairer region partitioning criterion
in order to minimize the average number of routing hops in the topology
and to enforce a better distribution of the nodes in the network.
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