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Abstract—This paper introduces a self-organized mechanism certificating and monitoring nodes. The controller setcari
to control user access in ad hoc networks without requiring any are threshold ruled to prevent colluding attacks. An act&on
infrastructure or a central administration entity. The proposed taken only if the majority of the set agrees on this action

mechanism authenticates and monitors nodes with the so-called dh K bershin is hiahly d .
controller sets, which are resistant to the dynamic network ~ ONCe ad hoc network membership is highly dynamic, our

membership. The analysis shows that the proposed scheme iscontroller nodes adapt to network context by changing ACA-
robust even to collusion attacks and provides availability up to CIA parameters according to the network size. Besides, a

90% better than proposals based on threshold cryptography. Te  controller set is regenerated whenever a membership change
performance improvement arises mostly ‘from the controller sets affects this controller set. Since the controllers are dyically
autonomy to recover after network partitions. . .
chosen and based on voting, they provide autonomy and
. INTRODUCTION availability to ACACIA. As the controller sets monitor and
Ad hoc networks do not rely on a physical infrastructure orpunish nodes, ACACIA is safe against attacks and controls
central administration entity. Indeed, a different usemtoals node access. The performed evaluations show that ACA-
each node and therefore security becomes a major issueCtd. availability is up to 90.7% greater than the threshold
keep collaborative message forwarding working. To reistricryptography-based proposals on network partitions.
undistinguished node access in regular networks, two aempl This paper is structured as follows. Related research con-
mentary approaches are used: access control and authentieaning authentication are reviewed in Section Il, whilsteyn
tion. When we can authenticate nodes and identify malicionsodel assumptions are presented in Section lll. The prapose
actions, the network is able to punish malicious nodes and gheme is detailed in Section IV and the proposal evaluation
ward the cooperative ones. In ad hoc networks, however, b@hin Section V. Finally, we draw conclusions in Section VI.
access control and authentication are challenging, bedhey
are usually based on centralized mechanisms. Accordiadly,
hoc networks demand self-organized mechanisms based oihe typical certificate authority (CA) model is inadequate
distributed administration and nodes with equivalent fioms, for ad hoc networks because it requires infrastructure and
providing high availability even on network partitions. a central administration. Hence, the challenge for these di
In this paper, we propose ‘A Controller-node-based Accedsibuted networks is to manage keys and control network
Control mechanlsm for Ad hoc networks’ (ACACIA). ACA- membership. Zhou and Haas proposed the distribution of
CIA is a self-organized public-key management and mortie certification authority through the network in a thrddho
toring system that dismisses any trusted central authority fashion [1]. The idea is to distribute the CA responsilsbti
fixed server. In ACACIA, all nodes play an equal role andmong a specialized group of nodes witl{kam) threshold
the proposed mechanisms guarantee high availability dverstheme. Each of these special nodes receives a share of the
network membership and topology are highly dynamic. Oumnaster private key of the CA. Therefore, a certificate is only
mechanism provides both authentication and access contssued if at leastt out of the m specialized nodes agree
that are suitable for ad hoc networks. ACACIA is basedbout this task. This approach, however, can degrade the CA
on two features: delegation chains and controller nodes. Tavailability, becausé out of m nodes may not be accessible
delegation chain is used to control network access without@nodes all the time, especially during network initialiea
centralized administration. As a result, all users areamsible and partitions. Other approaches using threshold crypjsyr
for allowing new users to join the network. Users that allowave been proposed [2], [3], but the need for an administrato
a malicious user to join are punished in order to keep tii@ manage membership or select and configure a special group
network secure. The controller nodes, introduced in thigepa of nodes persists in all of these proposals.
manage certificates and also monitor and punish nodes. Eacin the web-of-trust authentication model, if user A trusts
node in the network is controlled by a dynamic controller setser C, which signed user B public key, then A also trusts
composed of randomly chosen nodes. The random selecti®nAs this process develops, a web of trust is built through
provides a distributed access control with a different aaletr ~ certificate chains. Based on this idea, some proposals for
set for each node. Indeed, every node belongs to control&rthentication in ad hoc networks were done [4], [5]. In éhes
sets of other nodes. Therefore, our scheme avoids nodes witbposals, nodes maintain repositories of certificategeiss
special functions because all nodes have the same dutiebyfthemselves or received from other trusted nodes. When a
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node A needs to authenticate node B, it looks for a certificate described in Fig. 1(a), to restrict malicious access by
chain from node A to node B in its repository. If this chain ispecifying the maximum number of descendents that each user
found, node A signs B’s certificate and exchanges reposgorcan have. This parameter indicates how much the fathestrust
with B. One of the main problems of these proposals ia the child he accepted to join the delegation chain. If the
the network initialization, when most nodes have a limitefhther has a strong relationship with the child, he specties
certificate repository and are not able to find certificatércha high maximum number of descendents.

Another issue is that nodes are free to generate fake igentit

due to the absence of access control and then subvert gheThe Key Idea: The controller sets

authentication scheme [6]. . _ .

Our proposal better fulfills the ad hoc network requirements 1he main feature of ACACIA is the dynamic and self-
than the previous schemes because it avoids a central adnqm_naged controller set. ACAC_lA gssouates_t_o each node in
istrator for controlling network access or configuring Spec the network a controller se't,'whlch issues certificates,itam
purpose nodes, like in threshold cryptography proposaith B nodes, and excludes malicious nodes from the networ_k. 'I_'he
threshold cryptography and web-of-trust proposals hawe-pr controller nodes that belong to the cor_wtroller _s_et of a djmeci
lems in the initialization due to a low number of nodes in thBCde control the network access of this specific node. Hence,
network. In ACACIA, the self-adaptation of the parameters £1€ controller set is randomly selected to avoid that the
network conditions and the self-management of the Cc)Moncontrolled node manipulates the controller set membership

nodes favor both initialization and network partitions astitl Since ad hoc network membership is highly dynamic
guarantee security. Moreover, the randomized selecticheof du€ to joining/leaving nodes and network partitions, aistat
controllers reduces the probability of collusion attacks. ~ controller set does not fit well. As a consequence, we
propose a self-management mechanism, described in Sec-
I1l. SYSTEM MODEL tions IV-B3 and IV-B4, which redefines the controller sets
A. Network and Adversary Models whenever there is a change in their elements.

We assume that a group of people with a common interestn ACACIA, the controller set of each node is divided into
or relationship is motivated to create a private social oetw two subsets, called node-controller séf.J, which monitors
Any user that belongs to the delegation chain is called &9de behavior, and user-controller sét.), which controls
authorized user and has free access to the private netwark. {f\¢ delegation chain. These set sizes, given®y = m,
further assume an ad hoc network in which node mobility ar@d |Uc| = m,,, are specified by the delegation chain root in
link outages cause frequent network partitions. For sendin the authorization. All the controller nodes issue certtbsa
message, we consider four types of communication: brogdcas any node can belong to a controller set, the decisions are
unicast, multicast, and flood. Broadcast represents a ope-iglways taken based on voting. A certificate is issued only if a
transmission, unicast is a transmission from one node terotHeastk;,, node controllers anéi, user controllers agree that the
multicast is a transmission from oneonodes, and the flood controlled node is authorized to access the network. Heengaf
is a transmission to the whole network. we assumek,, > [m, /2| +1 andk, > [m,/2| + 1, which

We consider as adversaries users who try to damage the fie@ans that both thresholds are set majorities to guarainéee t
work. Non-authorized users can only act as passive attackéystem reliability against malicious nodes.
unless they subvert the proposed scheme and obtain ceesfica The node-controller set specific functions are node moni-
as authorized users. We also consider as adversary a@tiorigring and malicious node exclusion. If a node in the network
users that create or discard messages to hazard the netwigilects a malicious action, it sends a notification to theenod
or to save energy power. Both non-authorized and maliciogentrollers of the malicious node. Each node controllesran
authorized users are on the focus of the proposed schemetrust system and votes to exclude or not the controlled node

from the network according to the received reports.
IV. THE PROPOSEDSCHEME The user-controller set guarantees the delegation chain

Our access control scheme authorizes, authenticates galidity. Hence, they verify and store authorizations oé th
monitors users. To accomplish these functions, the praboseonitored nodes. In addition, they control the number of-chi
scheme uses a delegation chain and controller nodes. Deleen of the monitored nodes. After receiving an authorirati
gation chains are hierarchical structures used to delegat@ user can join the network only if his father has already
resource among a group of entities authorized by the resouparticipated in the network. If this condition holds, theane
owner, though sometimes not all the group of entities areknaiser’s controller sets contact the father’s user-comtraet to
by the resource owner [7]. We use delegation chains basestify the validity of the authorization. After a user joitise
on the users’ relationship to distribute the access canlfol network, his user-controller set is formed and is autoradic
the social network is hierarchical, this relationship aiehy maintained even if the user leaves the network. Whenever
is trivially used to define the root of the delegation cham. Ithe user-controller set changes, the user controllersaggen
our scheme, only users that belong to the delegation chain ¢aformation so that the new user controller knows all data
authorize other users to join the private network. We intced about the monitored node. As a consequence, the presence of
the parameteMax. Descendents in the authorization, which the father is not required to a child join the network.



B. ACACIA Detailed Description
1) New Node Access. This mechanism, described in Fig. 2user's controllers flood the network with a Partial Certifica

allows users to obtain an IP address, the node public/griv&epicted in Fig. 1(b), and also with their list of allocatéts!

keys and the corresponding certificate. First, the joiningru Provided that the joining user receivesout of them,, Partial

obtains offline an authorization, depicted in Fig. 1(a),hwitCertificates from his user controllers ang out of the m,

a previously authorized user based on his social relatipnsiartial Certificates from his node controllers, his adroissn

and on the delegation chain. After that, the joining usdpe network has been authorized and he generates a Complete

needs the allocated IP list to choose an address and krfe@/tificate, described in Fig. 1(c). Finally, the joiningeus

his controller sets. Hence, after overhearing a Hello-agss floods an Allocation-message to notify the network that he

from a node, the joining user asks for the allocated IP lighwihas a ce_rtificate and th_e IP address is allocated. Every node

a New-message. The Hello source node replies this messHijé receives the Allocation-message and at Igasiut of the

with the broadcast of a List-message, which contains thén Partial Certificates from the joining user’s node contrslle

allocated address list in a compact form. The broadcasta$ocates the new address.

needed because the joining user does not have an IP yet

the m,, Validations from father’s user controllers, the joining

After obtaining the allocated IP list, the user chooses a pai & 8 - % % %

of public/private keys and selects the figsbits of the public
key as his IP address suffix. This process is repeated uatil th ‘___@e_\lo/
user finds a pair of keys associated to an available address

which we call node public/private key.
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Fig. 2. Message exchanges over time in the new node accessnigtha

After obtaining the complete certificate, the joining user
can take part with the network and becomes member of
other nodes controller sets. Furthermore, this user wélitst
to send periodical Hello-messages informing the hash of the
root public key, which identifies the delegation chain therus
belongs to, and also the hash of the allocated IP list, wtsch i
used in the identification of partition merging events.

2) Node Monitoring: In ACACIA, all nodes run a bad
behavior detection system. Each node monitors its neighbor
and notifies the neighbor’s node controllers whenever a bad

After choosing an available IP address, the joining usbehavior is detected. Based on this notification and on & trus
calculates his controller sets based on the received #&idcasystem, the controller nodes exclude monitored nodes.eFher
IP list, as we explain in Section IV-B4. Next, he multi-fore, every node excludes a malicious node after receiving
casts a message with his authorization and his node pulgicleastk, out of m, votes from the node controllers of
key to his controllers and his father's user controllers. Hle malicious node. Also, all the descendent nodes of the
signs this message with the child public key specified malicious node must be excluded by their controller nodes,
the authorization to prove he owns the authorization and wdich is achieved hop-by-hop in the delegation chain with
associate the authorization with the chosen IP. When ttiee votes of the controllers. Any bad behavior detectionesys
joining user’s controller nodes receive this message, shane (BBDS) and any trust model [8] can be used with ACACIA.

the received data and waits for a peridg for the answer

3) Network Partitions and Membership Management: The

of the father's user controllers. This is needed to validatantroller sets detect the departure of the nodes based on a
the delegation chain. If the father’s user controllers gntee frequent contact with the controlled node. Hence, each node
the father belongs to the delegation chain, then the chiBénds a probe packet with peridd- to its controllers. If a
also belongs to the delegation chain. Hence, the fathe€s usontroller does not receive any packet in a peppd’, where
controllers verify the authorization signature and chdaké p; is the lost packet threshold, then this controller annosince
father can have one more child. If these conditions hold, tieat the monitored node has left the network. When at least
father's user controllers multicast the Validation-meggs@o user controllers andl,, node controllers agree that the node has

the joining user’s controllers. After receiving at leagtout of

left, all nodes exclude that node from the allocated IP Ast.



a consequence, this mechanism guarantees that the atlocttie key in function ¢. The result ofy selects a position in
IP list is always updated when a partition is formed or aftertae list of allocated addresses,,. Then, we check if this
node leaves the network. candidate has already been selected as a controller. If the
The partition merging causes a different challenge, in tvhicmode is not a controller, it is selected as part of the coletrol
there are a lot of new nodes that will not execute the new noslet C,.. Instead, we select the next node in the circular list
access mechanism. To solve this, ACACIA identifies partitiol.,, that is not a controller to be the new controller. Once
merging events using the hash of the allocated IP list in thiee node controllers, responsible for the monitoring syste
Hello-messages. Indeed, partitions have different almtéP must be known by all nodes, the:y for the node-controller
lists, and, consequently, different hashes of the listwd t set is the node IP. Hence, every node in the network can
neighbors have different hashes of the list, they are pigbalgalculate the node-controller set of any node. For the user
in different partitions and must merge their lists. Hence, acontrollers, thekey is the father public key, which is available
ACACIA node floods its allocated IP list whenever there ar@ the certificate. The use of the father public key is impatrta
more thanTy seconds since the last list update and the hath avoid nodes from using the same authorization to obtain
of the list received in its neighbor’s Hello is different froits many IPs simultaneously and execute a Sybil attack. The
own hash of the list. When a node receives a message witivice of different IPs results in different node-con&olets.
a list, it checks if there is more thdf;; seconds since the The use of the father public key, however, guarantees the
last list update. If this condition holds, the node mergss ithoice of same user-controller set for the same authavizati
list with the received one, accepting as present all therdbsendependent of the chosen IP.
nodes which are considered as present in the received list
After a partition merging, the user controllers of a nodeAlgorithm 1: Controller set selection.
which were in different partitions exchange information to Input: node, ma, kz, Ln = {l1, ..., In}, key
assure that the number of issued authorizations is correct.%“tfiti:zf(-z:){cl’“"Cm-r}' Ma, ka
Besides, the controllers verify if the node was excluded in it (Rr, 1 g"mz) then
the other partition due to bad behavior or to the exclusion of mg =ky =N -1
an ascendant in the delegation chain. Co = Ln = {node}

end

The partition merging mechanism also solves messageif (N — 1 > m,) then

losses. If Partial Certificates or an Allocation-messagea of Cp ={c1 = —1,...,cm, = —1}
e . . foreachi =1:m;, do

specific node is lost, some nodes allocate the node IP while T, = C,
other nodes do not. Hence, there will be differences on the ci = (¢(key,7) mod N) + 1
hash of the allocated IP list, which will start this mechanis while ¢; € Ty, do

8 . | ¢ =min{l € Ly |l >c¢;}
until all the nodes have the same allocated IP list. end

4) Selecting Controller Sets: The selection of the nodes in end

each controller set is made via hash functions to guaranteeend
that the controllers are uniformly distributed among theew

in the network. The set selection must be executed every time

a node joins or leaves the network to maintain the controller We implemented ACACIA in the Network Simulator-2. The
sets updated. Algorithm 1 shows how to select the controlleimulations model radio propagation using the Shadowing
sets. In this algorithmg € {user,node}, L,, is the ordered model and the Medium Access Control using the IEEE 802.11
list of the active nodesode is the IP of the controlled node, model. As routing protocol, we used the Ad hoc On-demand
and C,, is the controller list. Also, the function is a simple Distance Vector routing protocol (AODV). These choices
hash function applied times overkey. In this algorithm, we account for creating a model that closely matches a communit

V. SIMULATIONS

consider thatl,, = {l,---,l,,} is circular. That is, aftet, € network, using indoor parameters of commercial equipments
L,, we findl; € L,. The user-controller set has size,, We evaluated the control traffic and the certificate distidyu
while the node-controller set has size,. of ACACIA. We compare ACACIA with the protocol proposed
During network initialization,m,, andm,, are higher than by Zhou and Haas, which we call ZH. ZH is considered the
the number of nodes]N. In this case, we choose:, = main proposal for authentication in ad hoc networks, bez#us

m, = N — 1. Therefore, to increase system availability, welistributes the certification authority among a group ofe®d
reduce the needs for security in network initialization anBoth ACACIA and ZH are based on threshold values to reach
we reestablish security thresholds as the network memipersto a decision. The certification authority (CA) is composéd o
increases. Whennax(my,,m,) < N — 1, the controller m, nodes in ZH and the threshold is givenby= [m./2]+1.
sets are formed byn, and m, nodes as specified in theFor the purpose of a fair comparison, we choose the parasneter
authorization. These values will not change unless thear&tw of ACACIA asm = 2-m,, = 2-m, = my;. Consequently, both
membership is reduced so that the number of nodes is 1@As have sizen. We suppose the threshold for user-controller
enough to create the controller sets of each node. set, whose size is,, is given byk, = |m, /2| + 1 and the
The selection of the controller sets is seeded by the inghteshold for node-controller set, whose sizeris, is given
key. The algorithm selects a controller candidate by applyifgy &, = |m,/2] + 1. Instead we state differently, the other
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Fig. 3. Simulation results for ACACIA and ZH.
simulation parameters are in Table I. The field configuraticavailability quickly decreases as more nodes leave thearktw

is chosen as a square area in which nodes are randomulyile ACACIA is more robust to the size of the partition. If
distributed and we consider a confidence level of 95% in tié out of the 26 first nodes leaves the network in ZH, there

results. is a probability of6.6% that the system works for the last
TABLE | N, nodes. In the same situation, the success probability in
SIMULATION PARAMETERS. ACACIA iS 973%

[ Description Value | VI. CONCLUSION
Number of nodes (N), density 52, 0.03 nodesh? We proposed an access control mechanism, called ACACIA,
me=2-my =2 -my 8 which introduces a new strategy to distribute administrato
kt, ku, kn 53,3 duties among all the authorized users. By virtue of corgroll
Probe packets intervallf), lost packet threspf) | 2s, 3 sets, ACACIA monitors node behavior and purges from the
Validation time (), list update interval 1) 1s network non-cooperative nodes, which safeguards the ad hoc

. . network performance. ACACIA is robust and self-adaptive
It is expected that ACACIA control load is greater tharin W b : " pav

ZH b tocol undates th ificat th 0 network conditions, even during network initializatiand
, because our protocol updates the certificate authorjy,, partitions. The cost for flexibility and for the ahse
according to the network parameters and monitors nod

B¥ infrastructure or a central administration is a highersme
Hence, Fig. 3(a) shows the control overhead afiérs of 9

: . : : sage overhead when compared to systems based on threshold
simulation. The number_ of nodes |mpact_s in both results dgﬁlptography, due to the dynamic update of the controllts. se
to the floods in the rqutlng protocol and in ACACIA. . The analysis results bring out characteristics of ACACIéGls

The network partition effect was also analyzed assuming  high availability even in the presence of partitions whe
a network with Ny nodes, in whichNp randomly chosen ., nareq to other mechanisms. Therefore, ACACIA is well-
nodes leave t,h(? network S|multaneo_usly. A_fter that, @ g"0UBited to ad hoc characteristics and is a feasible altemnédi
of Ny nodes join the network. In this configuration, all thead hoc networks applications that require security.
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