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Abstract—We propose, implement, and evaluate VIPER, a
system to isolate, provide QoS, and manage virtual networks.
Contrary to previous approaches, VIPER guarantees a fine shar-
ing of physical resources among virtual networks according to the
different parameters that describe the service level agreements.
The main components of the proposed system are theresource
sharing manager and the virtual network admission controller.
The resource sharing manager achieves isolation by dynamically
adapting itself to the resource demands of each virtual network.
Based on the data monitored by the resource sharing manager,
the virtual network admission controller builds network profiles
that serve as the basis for arbitrating the access of new virtual
networks to the physical substrate. VIPER also supports two
levels of QoS control, one for the virtual network operator and the
other for the infrastructure provider, reducing delays by up to 18
times in the analyzed scenarios. We developed a prototype whose
evaluation reveals that VIPER, when compared to the other
solutions in the literature: (i) enforces contracted agreements,(ii)
provides an efficient admission control of new virtual networks,
and (iii) reduces physical resource utilization by up to 25%.

I. I NTRODUCTION

Virtualization technologies enable the splitting of a physical
network into slices, called virtual networks, each with its
own protocol stack and addressing scheme [1]. Virtualization,
therefore, introduces more flexibility into the network core,
supporting innovation. The implementation of virtual networks
requires, however, three main features that are not provided by
proposals that focus on the control of resource sharing among
virtual machines in data centers [2], [3]. These features are:
isolation, to ensure that virtual networks hosted in the same
physical hardware do not interfere with each other; high packet
forwarding performance, guaranteeing that virtual routers are
profitable, presenting an efficiency similar to physical routers;
and quality-of-service (QoS), to surpass virtualization layer
constraints and foster the deployment of new applications with
bandwidth and delay requirements [4].

Providing virtual network isolation depends on afair re-
source sharingof the physical routers. Resource demands of
virtual routers for CPU, memory, and bandwidth, however,
vary with time, hindering the provision of the service level
agreements (SLAs). This imposes two requirements. First, it is
necessary that the virtual network slicesautomatically adaptto
the demands according to the SLAs. Second, we mustcontrol
the numberof virtual routers hosted in the same physical
machine in order to limit the probability that simultaneous
peaks of resource demand violate the contracts.

In order to provide these challenging functionalities, we
propose VIPER, the Virtual network Isolation, Policy Enforce-
ment, and Resource sharing system for control and resource

management of virtual networks. VIPER provides physical
resource sharing mechanisms based on an efficient adaptive
slicing mechanism. These mechanisms guarantee strong iso-
lation among virtual networks while totally respecting the
SLAs. VIPER also supports options for improving the packet
forwarding performance, by using a shared data plane, and
for establishing QoS primitives to differentiate the traffic
inside a virtual network and among virtual networks. VIPER
architecture is composed of two main building blocks:

• Resource sharing manager -It monitors the traffic
of each virtual network, adaptively adjusts the resource
allocation parameters, and punishes the virtual networks
that violate the SLAs. Hence, the resource manager
ensures a correct slicing based on the resource demands.

• Virtual network admission controller - It verifies
whether there are enough physical resources to host a
new virtual network without restricting the performance
of well-behaved virtual networks hosted by the physical
router. The admission control algorithm provides an ac-
curate prediction of long-term demands.

We developed a prototype of VIPER on the Xen virtualiza-
tion platform [5], [6]. The results show that VIPER ensures
high conformity of the forwarded traffic to the characteristics
specified in SLAs. Besides, our proposal guarantees a more
efficient link usage when compared to different configurations
of some of the best existing solutions, namely Traffic Control
tool [7] and Xen Network Monitor [8]. The tests to assess
isolation and the provision of SLA guarantees show that
VIPER reduces by up to 18 times the delays of traffic with
priority requirements when compared to systems without QoS
support in the infrastructure provider. In addition, the system
outperforms by five times the other tools in provision of
SLA guarantees. We also performed simulations with different
resource demand patterns to evaluate the proposed virtual
network admission controller. Due to the introduced tech-
niques for estimating demand increases, VIPER overcomes
the resource utilization efficiency of other admission control
techniques, such as Sandpiper [2].

As a summary, this paper presents the following key con-
tributions: (i) the proposal and development of an efficient
resource sharing manager that guarantees the isolation and
the SLA provision to virtual networks; (ii) the introduction of
new techniques for estimating resource demands that guarantee
an accurate virtual network admission control; and (iii) the
provision of QoS primitives in virtualized environments.

The remainder of the paper is organized as follows. In Sec-
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tion II, we describe the virtual network model. In Section III,
we present the overall architecture of the proposed system
and detail it in Sections IV, V, and VI. We then present in
Sections VII and VIII, respectively, the simulations results
and experimental evaluation. Related works are presented in
Section IX. Finally, in Section X, we conclude the paper.

II. BACKGROUND AND CHALLENGES

Virtualization software allows network innovation as each
virtual environment can be configured as a different router
sharing both the physical machine and the physical links.
Although VIPER works in any virtualization platform1, we
assume the model of machine virtualization that is used in
Xen, as depicted in Fig. 1. In our system model, each virtual
machine is created by the infrastructure provider. The infras-
tructure provider is the entity that controls the physical infras-
tructure, selling slices to the virtual network operators [12].
Hence, a virtual network is a slice of the physical network,
defined as a set of virtual routers and the respective virtual
links. This model can be expanded to consider also other
network components, such as middle boxes and servers, since
they could be hosted inside any virtual machine.

Fig. 1. General view of VIPER architecture applied to Xen, assuming two
virtual networks, where each DomU is a virtual router.

Xen virtualizes the whole machine, which implies that a
virtual environment supports any operating system and any
protocol stack. Xen, however, has problems to ensure I/O
isolation between virtual networks, as well as to provide
packet forwarding with high-performance [4], [5], [8]. These
problems occur because the sharing of physical resources used
for I/O operations depends on aprivileged virtual machine
called Domain 0 (Dom0). The Dom0 is a management inter-
face between the user and the hypervisor. In addition, Dom0
schedules virtual machines access to the physical hardware,
because it is the only virtual machine with direct access to
the hardware. Thus, Dom0 is the driver domain, which maps
the virtual device drivers placed in theunprivileged domains
(DomU) onto the physical device drivers. Since the hypervisor
does not control the Dom0 resource usage by each DomU,
a DomU can affect the I/O operations of other DomUs by
exhausting Dom0’s resources. This is a vulnerability of Xen,
because the isolation between the networks is impaired.

1Each platform presents a different virtualization model, which defines, for
instance, if the virtual environment is a complete machine, such as in Xen
and in VMware [9], or if all virtual environments share the sameoperating
system, such as in OpenVZ [10] and VServer [11]. Porting VIPERto other
substrates would require then a few adjustments for monitoring resource usage
and applying the punishments. The foundation, however, remains the same.

The packet forwarding performance in Xen is another chal-
lenge. Since a DomU cannot directly access the hardware, the
throughput of virtual routers is much lower than the throughput
achieved with non-virtualized systems [4]. A solution to this
problem is the paradigm ofplane separation [5]. In this
paradigm, the Dom0 is in charge of forwarding the packets
of all virtual networks (as Dom0 has direct access to the
hardware), obtaining a throughput similar to non-virtualized
systems, while each DomU controls its own virtual network.
For this purpose, a replica of the data plane generated inside
each virtual machine must be maintained in Dom0. Therefore,
the plane separation guarantees improved performance in the
packet forwarding. On the other hand, the virtual networks
lose flexibility, because all networks share a single data plane
with the same primitives. As we will see in the following,
VIPER overcomes these challenges, balancing efficiency and
flexibility to provide a profitable router virtualization model.

III. VIPER: PRINCIPLES AND GENERAL ARCHITECTURE

VIPER is a system to control and manage virtual networks.
Its main objectives are the isolation of virtual networks bycon-
trolling the use of shared resources, such as CPU, memory and
bandwidth, and the provision of QoS guarantees. VIPER guar-
antees robust isolation among virtual routers and differentiates
physical resource usage by each virtual router in accordance
with the SLAs. Besides monitoring SLA violations, VIPER
controls the access of new virtual networks to the physical
machines and provides QoS primitives for configuring the
virtual environments.

The combination of VIPER and Xen is detailed in Figure 2.
The main components are theresource sharing manager,
which monitors and punishes virtual networks to ensure the
isolation, and theadmission controller. The other components
provide management functions, such as the QoS components
for the virtual network operator and the infrastructure provider;
they allow, among others, traffic differentiation within a virtual
network and traffic differentiation between virtual networks.
VIPER is composed of a client inside each virtual machine and
a server in the Dom0 to support the plane separation paradigm.

VIPER extends the secure channel and the plane separation
components presented in [8] to build a shared data plane with
QoS support. Hence, VIPER ensures secure communication
between DomU and Dom0 to exchange configuration and
control data and offers two options for packet forwarding:
plane separation, if the network requires packet forwarding
with high performance, or packet forwarding through the
virtual machine, if the network requires high flexibility.

IV. T HE RESOURCE SHARING MANAGER

VIPER resource sharing manager monitors the use of phys-
ical resources by each virtual network and punishes virtual
networks that exceed the use of resources specified in the SLA.
The control is based on observations in the short- and long-
term uses of the CPU, memory, and bandwidth within Dom0.

The resource sharing manager assumes the existence of a
specification of the physical resources allocated to each virtual
network according to the SLA. This specification includes:
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Fig. 2. The VIPER architecture comprises the resource sharing manager and the admission controller inside Dom0 and also provides plane separation with
QoS support through a client-server model. VIPER also provides the QoS-operator component for differentiating the traffic among virtual networks.

• Theshort-term rate reservation(Rs[n]), which is the rate
of resources that must be met for the virtual networkn
whenever there is demand in a short intervalIs.

• The long-term volume reservation(Vl[n]), which is an
amount of resourcesRl[n] · Il that should be guaranteed
during a long intervalIl, whereRl[n] is the average rate
of the long-term volume reservation of networkn.

• The short-term exclusive reservation(Re[i]), which is
a type of short-term reserve that should not be made
available to other networks, even if networki does not
demand this resource.

• The maximum volume reservation(Vmax[i]), which is
the maximum resource usage that the networki can use
during Il.

Based on this set of features, a virtual network can define
different profiles of physical resource usage. The choice of
parameters for each virtual network varies according to the
requirements of the virtual network operator and the price it
is willing to pay for its slice of the network. A virtual network
whose demand goes beyond the limits specified in the SLA
is punished and sees its share of the resources reduced. In
the following, we first show how to compute punishments and
then how to apply them to the transgressive virtual networks.

A. Punishment calculation

The proposed resource sharing manager verifies whether the
demand of networkn, D[n], is consistent with the SLAs.
Algorithm 1 specifies how the resource sharing manager
calculates the punishments for each network.2 This algorithm
runs in every intervalIs for each of the monitored resources
of Dom0, i.e., the outgoing bandwidth of each physical link,
the CPU, and the memory. It assumes that the demandD[n]
in the lastIs is known and this value is used as an estimation
of network demand in the nextIs. Based on the estimated
demand of all the networks, the resources are divided between
the virtual networks. Algorithm 1 further assumes a prior
knowledge of the number of virtual networks (N ) hosted in
the physical node, the total physical resources available to the

2The extended version also considers the short-term exclusive reservation
and the maximum amount of resources that should be provided to each virtual
network.

virtual networks (Rt), the total resources used by each network
up to the current time during the long interval (used[n]),
and current weight of each virtual networkn (weight[n]).
The weight is a parameter generated by the resource sharing
manager during eachIs to control the usage of the long-term
volume reservation by each virtual network, so that the larger
the weight, the greater the amount of resources besides the
short-term rate reservation available to the virtual network in
the next intervalIs.

Algorithm 1 : Punishment calculation for each virtual
network.

input : Rt, N , Is, Il, Rs[ ], Vl[ ], weight[ ], used[ ], D[ ]
output: punish[ ]
Zero(punish[ ]);1

total = Rt −
∑N

i=1
(Rs[i]);2

total_weight =
∑N

i=1
weight[i];3

for net = 1 to N do4
if (used[net] < Vl[net]) then5

next[net] = Rs[net] + total · weight[net]/total_weight;6
else7

next[net] = Rs[net];8
end9
if (D[net] > next[net]) then10

punish[net] = 1− next[net]/D[net];11
end12

end13
while (verify(next[ ], D[ ], N) == 1) do14

total_weight = 0;15
for net = 1 to N do16

if (next[net] > D[net]) then17
next[net] = D[net];18

end19
if ((D[net] > next[net])&(used[net] < Vl[net])) then20

total_weight+ = weight[net];21
end22

end23

leftover = Rt −
∑N

i=1
(next[i]);24

for net = 1 to N do25
if ((next[net] < D[net]) &(used[net] < Vl[net])) then26

next[net]+ = leftover · weight[net]/total_weight;27
end28
if (next[net] < D[net]) then29

punish[net] = 1− next[net]/D[net];30
else31

punish[net] = 0;32
end33

end34
end35

In a more descriptive way, the algorithm works as follows.
First, it calculates the amount of resources that are not used
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by short-term rate reservations and sums up the weights of
all networks. These values are used to calculate the amount
of resources that must be released for each network in the
next Is, which is represented by the variablenext (line 6).
All networks that have a demand higher thannext receive a
punishment commensurate with the excess use (line 11).

To improve the resource distribution among virtual net-
works, the resource sharing manager verifies whether there
is any networkn with a demandD[n] smaller thannext[n]
(line 14). If there is at least one network in this condition,the
amount of resources specified by the differencenext[n]−D[n]
is redistributed to alleviate the networks that are being pun-
ished and have not exhausted the long-term volume reservation
(line 27). The idea behind the redistribution of resources is
to allow better network usage. Finally, the punishments of
all networks are updated (lines 30 and 32). This process is
repeated until the conditionD[n] < next[n] is false for
all networks. Thus, the physical resources are distributedin
proportion to the weight and the demand of each network.

B. Weight update

The manager stores a weight for each monitored resource of
each virtual network. The weight of a networkn is an adaptive
variable, computed in eachIs based on the resources that the
networkn has used since the beginning ofIl (used[n]) and
the long-term volume reservation (Vl[n]). The idea is to give
to each network a weight proportional to the leftover long-
term volume reservation. Thus, the networks that have more
resources left (out of the long-term volume reservation), i.e.
a greaterVl[n] − used[n], gain priority in the allocation of
available resources, receiving a larger slice of the resources
if there is demand. Therefore, the resource sharing manager
increases the likelihood that the long-term volume reservation
is fully provided to all virtual networks.

C. Punishing transgressive virtual networks

The resource sharing manager computes the punishment as
shown in Algorithm 1 for each monitored resource of each
virtual network. The application of the computed punishment,
punish[ ] (Alg. 1), however, varies according to the resource,
i.e. bandwidth, CPU, or memory. When a virtual networkn
violates its processing resource reservations in Dom0, this
network is punished by dropping a percentagepunish[n] of
the packets on all incoming interfaces. Thus, as some packets
fail to enter Dom0, it reduces the CPU power spent with packet
forwarding. When there is bandwidth overload in an outgoing
interface, packets destined to that interface are also dropped
proportionately topunish[n]. It should be noted that punish-
ment reduces network bandwidth consumption on the outgoing
interface, but the CPU cost remains and it is accounted to the
network CPU resources. Memory consumption is estimated
by the amount of filtering rules and packet forwarding rules
in Dom0 of each virtual network. Packet forwarding also
demands memory in Dom0, but this demand is small and
can be disregarded. The punishment due to excessive memory
usage implies the disposal of a percentagepunish[n] of routes
from the routing table. To prevent packet loss, a default route

to the virtual machine is set up. Hence, if a packet has no
forwarding rules set up in Dom0, this packet is forwarded
by the data plane inside the virtual machine. Therefore, if a
network uses the plane separation paradigm and depends on
high performance in packet forwarding, it must control the
number of routes and QoS rules installed in Dom0.

V. A DMISSION CONTROL OF NEW VIRTUAL ROUTERS

The virtual network admission controller arbitrates the
access of new virtual routers to the physical machine. The
number of virtual routers hosted in a physical machine in-
fluences the provision of long-term volume reservations. In-
deed, the admission control mechanism is non-trivial because
different network profiles may use the same amount of long-
term resources. Then, the difference among network profiles,
which include static information, such as disk and memory
sizes, and dynamic information, such as throughput and CPU
consumption, should be considered for calculating the resource
blocking probability. The resource blocking probability is the
probability of a virtual network service request, which is
consistent with the SLAs, be denied due to an overload in
the physical resource. The key idea of the proposed admission
controller is to estimate the probability of blocking a resource
demand. Our admission controller estimates the demand of the
new virtual network and the variations in the resource demands
of the hosted virtual networks before admitting a new virtual
network. If the estimated blocking probability is greater than
a threshold, then the new virtual network is not admitted.

A. Monitoring and storage

The proposed admission control stores a set of histograms
representing the physical-substrate resource usage. A new
histogram is generated for each dynamic resource in each
monitoring period. A set of histograms of the same resource
models the load variation along a period of time (e.g., a day).

Physical substrate histograms model the behavior of the
aggregate resource usage of virtual networks. The idea is
that networks with different traffic profiles lead to different
aggregate resource histograms, even if the short and long term
reservations are the same for all virtual networks. Thus, two
networks can have the sameVl andRc and have completely
different behaviors, which imply in different aggregated re-
source demands. Thus, the physical substrate histogram real-
istically models what is happening with the physical network
resources at each monitoring interval.

A monitoring interval is defined asKadm ·Il seconds, where
Kadm is an arbitrary constant chosen by the infrastructure
administrator. To avoid a storage and processing overload,
the proposed system randomly selectsKrand, which is the
number of long intervals that will not be evaluated afterKadm

long intervals. Moreover, instead of storing all histograms, the
admission controller checks the difference between the current
and the last histogram. For this, the admission controller
normalizes both histograms and calculates the biggest error
in the y-axis (em) between the two histograms. If condition
|em| > Eadm holds, whereEadm is a threshold specified
by the infrastructure administrator, then the current profile is
stored and a new histogram is started.
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B. The admission control algorithm

The admission control algorithm estimates the blocking
resource probability after a new virtual network joins the
physical substrate. This estimated probability is used as a
criterion for accepting or not a new virtual network. The
algorithm inputs are the substrate histograms, the long-term
volume reservation of each virtual network (Vl[ ] = Rl[ ] · Il),
and the average resource usage of each virtual network,
Ravg[ ].

The admission control algorithm is accomplished in four
steps:

• Step 1 - Estimate the aggregate resources usage through
a histogram.

• Step 2 - Estimate how a demand increasing would
impact in the aggregate resource usage (assuming that
the reservations are respected).

• Step 3 - Estimate a probability function to model the
new virtual network resource usage.

• Step 4 - Calculate the resource blocking probability if
the new network were using the physical substrate.

After accomplishing these steps, the physical node uses the
estimated resource blocking probability to decide whetherto
grant access to the new virtual network or not. In the following,
we detail each step of the proposed algorithm.

1) Step 1 - monitoring:Step 1 consists of monitoring
resource usage and storing histograms as described in Sec-
tion V-A. Thus, in the end of this step, the algorithm knows the
substrate histograms for bandwidth, CPU, and shared memory
in each monitoring interval.

2) Step 2 - estimating a demand increase:In this step, the
proposed algorithm estimates the substrate histograms if all
virtual networks were using all reserved resources. The idea
is to ensure that there will always be physical resources to
meet all the virtual networks requirements, even if there are
simultaneous peak demands. Solutions based on migration [2]
are usually slow, because they depend on observing the
resource blocking for a period of time, then searching for a
new mapping between virtual and physical topology, avoiding
overcharged physical nodes, and finally migrating the selected
virtual nodes. Besides, these solutions can cause packet losses,
leading to penalties for the infrastructure provider. Migration-
based solutions without the use of an appropriate admission
control may also overcharge physical nodes, causing more
losses and oscillations in the mapping of virtual networks over
the physical substrate. Therefore, it is important to estimate the
impact of a new network before admitting it into a physical
node.

VIPER estimates the resource blocking probability as if the
new virtual network was using the physical network and all
hosted networks were fully using their reservations. Hence, the
proposal estimates how the histogram that stores the resource
usage in the physical substrate would look like if all the virtual
networks were using all the reserved resources. The proposed
algorithm uses the average resource usage,Ravg[ ], and the
average long-term volume reservation,Rl[ ], of each monitored
resource to estimate the variation between the current demand

and a increased demand, which is represented by

∆ =

NH
∑

n=1

Rl[n]−Ravg[n], (1)

whereNH is the number of virtual networks. The∆ estimates
the impact of a demand increase over the physical substrate.As
a basis for this estimate, we assume that virtual networks will
request all reserved resources and that the demand increase
does not change the way resources are required. Thus, if the
function fi(t) models the resource usage of virtual networki
over time, then the estimate of the increased resource usage
of this network would be given byfi(t) + ∆i, where∆i =
Rl[i]−Ravg[i]. Nevertheless, it is irrelevant for the proposed
algorithm the way each network increases its consumption
individually, but the way the aggregated usage increases when
each virtual network is using its whole reservation. After
obtaining ∆ (Eq. 1), the controller updates the substrate
histograms for bandwidth, CPU, and memory. First, each
histogram is shifted according to∆. Assuming thatI[i] is
an histogram interval with upper boundLs[i] and I[i′] is an
interval that contains the valueLs[i] + ∆, then

Ls[i
′ − 1] < Ls[i] + ∆ ≤ Ls[i

′]. (2)

Furthermore, we assume thatHsub(I[i]) is the number of event
occurrences in the intervalI[i] in the substrate histogram and
that Nint is the number of intervals in substrate histogram.
Thus, the shifted substrate histogram,Hsft, is computed as
Hsft(I[i

′]) = Hsub(I[i]). The interval I[Nint] of Hsft is
defined as

Ls[Nint − 1] < I[Nint] < ∞, (3)

to maintain a fixed number of intervals. Figure 3 shows an
example of histogram shifting whenNint = 10 and∆ = 1.

After that, the controller calculates a probability mass func-
tion for the shifted substrate histogram (PMFhist), assuming
that the values of the x-axis are given byLs[s], as shown in
Figure 3(c).

3) Step 3 - estimating the demand of the new virtual net-
work: The controller estimates the demand of the new virtual
network based on a predefined distribution. For example, an
optimistic admission controller assumes a Poisson distribution,
while a pessimistic admission controller assumes a distribution
concentrated at peak rates.

The distribution estimated for the new virtual network
(PMFnew) is represented according to the intervalsI[n] of
the substrate histogram, assuming that the values of x-axisare
given byLs[ ].

4) Step 4 - estimating the resource blocking probability:
The controller algorithm estimates the resource blocking prob-
ability supposing that the new virtual network joins the sub-
strate. The probability is calculated for each dynamic resource,
i.e. CPU, bandwidth, and memory, and is used as criteria to
accept or not the new virtual network.

The proposed algorithm usesPMFhist, which is based
on the shifted substrate histogram, to calculate the resource
blocking probability, according to the distribution assumed for
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(a) Substrate histogram (Hsub).
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(b) Shifted substrate histogram (Hsft).
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(c) Probability mass function of the shifted substrate histogram.

Fig. 3. Example of substrate histogram shifting, whenNint = 10 and
∆ = 1.

the new virtual network (PMFnew). Considering that

A = {(x1, x2) | x1 + x2 ≥ C},
where x1, x2 ∈ {L[1], L[2], . . . , L[Nint]},

(4)

is a set of tuples (x1, x2) whose sumx1 + x2 exceeds the
resource capacityC, then the controller computes the resource
blocking probability by

PB =
∑

∀(x1,x2)∈A

PDFhist(x1) · PDFnew(x2). (5)

Therefore, the proposed algorithm estimates the probability of
the sum of the resources used in the shifted substrate histogram
and in the new network exceeds the physical machine capacity.

The new virtual router is accepted if there are enough
resources for the static requirements and if the conditions

N
∑

n=1

Rs[n] < C and PB < PL (6)

hold for all histograms of all dynamic resources, wherePL

is the resource blocking probability threshold accepted by

the infrastructure administrator. A smallPL guarantees a low
probability of packet losses. Nevertheless, it also reduces the
physical resource efficiency, which reduces the infrastructure
provider profits.

VI. QOS PROVISION

One of the main advantages of VIPER is the support
for QoS provisioning. Although a virtual router that does
not use the plane separation paradigm can set up a traffic
control inside its virtual machine, a control at this level is
not enough to ensure quality of service. A virtual router has
no control over its own traffic while it is being forwarded
by Dom0 from the physical device driver to the virtual
device driver, which may include delays and packet losses.
Thus, VIPER offers primitives for adding QoS rules inside
a virtual network and among virtual networks, as shown in
Fig. 4 and 5, for packet forwarding through the virtual machine
and through Dom0, respectively. According to this scheme,
the infrastructure provider can configure priority access for
the physical hardware to some virtual network as well as any
virtual network operator can differentiate its own packetsbeing
processed inside the virtual machine.

The use of the plane separation paradigm implies that the
data plane of each virtual network, which was previously
inside DomU, is placed into Dom0. Thus, the QoS provision
must be adapted to work with the plane separation paradigm.
As a consequence, the QoS provision for both the virtual
network operator and the infrastructure provider must be
supplied inside Dom0, as shown in Fig. 5. VIPER provides
an interface to each virtual router configure its own QoS
rules through the QoS-operator client and QoS-operator server
components. These components guarantee that one virtual
network can configure its QoS rules without interfering with
the QoS rules of other virtual networks.

VII. S IMULATION RESULTS

The virtual network admission control for the proposed ar-
chitecture was implemented in C++. The proposed algorithm is
evaluated under different traffic patterns through simulations.
We compare our proposal to other proposals of the literature,
namely Sandpiper [2] and VNE-AC (Virtual Network Embed-
ding Algorithm based on Ant Colony Metaheuristic) [13].

Sandpiper is a system for monitoring virtual machines load
in data centers. When a physical machine is overloaded, which
is identified when requests for resources of virtual machines
are blocked, Sandpiper looks for a new virtual machine that is
able to host one or more virtual servers of the overloaded node.
The admission control in Sandpiper is based on the current
virtual machine peak load and on the average amount of idle
resources in the new physical machine. If the resource demand
peak, which is estimated by the 95% rate in the cumulative
distribution function, is less or equal to the average amount of
idle resources, then the new virtual network is admitted.

VNE-AC is a virtual network mapping mechanism. This
algorithm is based on the ant colony metaheuristic, which
determines an adequate mapping of virtual networks over the
physical substrate. The admission control mechanism proposed
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Fig. 4. QoS provision in VIPER, assuming packet forwarding through the virtual machine.

Fig. 5. QoS provision in VIPER, assuming the usage of the planeseparation paradigm, in which the packet forwarding is performed in Dom0.

in the VNE-AC assumes that resources are statically attributed
to each virtual network. Hence, this admission control restricts
the SLA specification for each virtual network.

We implemented both Sandpiper and VNE-AC admission
control to compare them to our mechanism. The Sandpiper
peak rate is chosen aspk = 95%, as suggested by Sandpiper’s
authors. VNE-AC reservation threshold is set asRl, which
is the average rate of the long-term volume reservation (Vl).
We also evaluate the impact of∆ (Eq. 1). We compare our
proposal to a simpler version that does not shift the histogram,
which is indicated as ‘Hist’ in the results, to verify the
efficiency of this procedure.

In this evaluation, we measure the number of virtual net-
works that each mechanism admits to be hosted in a physical
router. We assume, for simplicity, that all virtual networks
present the same resource reservation parameters and that
the number of intervals in the histogram for our proposal is
Nint = 30.

For evaluating the results, we also measured the ideal
number of virtual networks in the analyzed physical node
in each experiment. This ideal number is chosen as the
maximum number of virtual networks that guarantees that the
blocking probability threshold specified by the infrastructure
administrator (PL) is not violated. Sincepk = 95% for
Sandpiper, we selectedPL = 0.05 for fairness.

In one hand, if an admission control mechanism admits less
networks than the ideal number, than the physical machine
resources are wasted. On the other hand, if the admission
control mechanism admits more virtual networks than the ideal
number, then the physical node is overloaded and the reserved
resources are denied for the virtual networks, generating fines
for the infrastructure provider. Hence, admitting more virtual
networks than the ideal value is worse than admitting less
virtual networks.

We run 30 rounds for each experiment, analyzing the output
link throughput in packets/s. We present in the results the
corresponding mean value and the standard deviation.

A. Traffic pattern impact

In the first experiment, we evaluate virtual networks whose
traffic is modeled by Poisson processes. Each virtual network
demands≈ 100 Mb/s, which is also the value ofRl. Fig-
ure 6(a) shows that all mechanisms admitted the ideal number
of virtual networks. Hence, if the virtual network traffic
presents a small deviation, then all the analyzed mechanisms
are able to correctly perform the admission control. Figure6(b)
shows that the admission control in this scenario is abrupt,
because ten networks cause no blocking probability, while
eleven networks cause a 100% blocking probability.

To evaluate the proposals in environments with a higher
variability, we also simulated virtual networks with a traffic
pattern described by an on-off model. These results are on
Figure 7. In this experiment, all virtual networks present the
same traffic pattern. The new virtual network traffic pattern
is estimated based on a Poisson process in the proposed
mechanism, but it behaves just as all the other virtual networks,
with an on-off traffic. The on-off traffic is generated based
on an exponential distribution withµ = 1/3. Each value
generated with the exponential distribution indicates a time
interval in which the traffic will be on or off. The on-traffic
is modeled by a Poisson distribution withλ ≈ 200 Mb/s
and the off-traffic is always zero. Figure 7(a) shows that
Sandpiper and VNE-AC admits more virtual networks than the
other proposals. Nevertheless, both mechanisms admit more
virtual networks than the ideal number of virtual networks.
By Figure 7(b), we observe that the blocking probability for
Sandpiper and VNE-AC, which admitted 10 virtual networks,
is about 50%. Sandpiper overestimated the idle resources due
to the on-off nature of traffic and admitted more networks than
the ideal. VNE-AC behaves similarly to Sandpiper, but for dif-
ferent reasons. VNE-AC does not differentiate the scenarioof
Figures 6 and 7, because real data is not used for predicting the
demand. Hence, virtual networks with different data patterns
are equally treated, generating admission control errors.Our
proposal admitted the ideal number of networks, guaranteeing
a low blocking probability and an efficient resource usage.
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Fig. 6. Admission control assuming virtual networks with traffic modeled by a Poisson process and maximum blocking probability of 5%.
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Fig. 7. Admission control assuming virtual networks with on-off traffic and maximum blocking probability of 5%.

B. ∆ Impact

This experiment evaluates virtual networks whose demand
varies with time. In this scenario, the throughput of the
virtual networks increases with time up to the threshold of
the long-term volume reservation. The admission request for
the new virtual network is sent when the demand of the
other virtual networks correspond to half of their reservation.
Figure 8(a) shows that Hist and Sandpiper accepted all the
analyzed networks, because these mechanisms do not consider
the demand increase. Thus, the blocking probability is of 100%
for both mechanisms when the demands increase up to their
reservation threshold in the end of the simulation, as shown
in Figure 8(b). Both our proposal and VNE-AC consider the
demand variation and achieved a number of accepted virtual
networks close to the ideal number.

Based on these results, the proposed admission control is the
only one that is efficient in all analyzed scenarios, guaranteeing
the admission of a high number of virtual networks, with-
out violating the blocking probability threshold imposed by
the infrastructure administrator. Sandpiper and VNE-AC are
inefficient when network demand presents a high variability,
overcharging the physical node.

VIII. E XPERIMENTAL EVALUATION

To evaluate VIPER in a real setup, we developed a prototype
in C++ combined with Xen-4.0 configured in router mode.

CPU usage, which is estimated based on the volume of
forwarded packets, and bandwidth usage are monitored using
the Iptables tool. We also use Iptables to apply punishments.
To control the QoS parameters, we used the Traffic Control
(TC) tool. The testbed is composed of four machines, out of
which one runs Xen and VIPER, representing the physical
router. The remaining three, called external machines, are
directly connected to this physical router. The physical router
is a machine with an Intel Core 2 Quad, 4GB RAM, and five-
gigabit network interfaces, hosting three virtual machines with
the operating system Debian 2.6.32-5. The Dom0 is configured
with four logical CPUs, while each DomU has a logical CPU.
The traffic is generated by the Linux kernel module ‘pktgen’,
characterized by UDP packets with 1,472-byte payloads. The
parameters of the resource sharing manager areIs = 1 s (for
the short interval) andIl = 15 s (for the long interval).

A. Resource sharing for different reservation patterns

We analyzed VIPER controlling three virtual networks with
different reservations and equal demands given byD[n] =
300 Mb/s, 0 < n < 3. Network 1 has a short-term rate
reservationRs[1] = 50 Mb/s and an average rate of long-term
volume reservationRl[1] = 350 Mb/s, so that its demand is
consistent with SLAs and must be fully provided (D[1] <
Rl[1]). Network 2 has Rs[2] = Rl[2] = 100 Mb/s, which
means that this network requires more than the resources
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Fig. 8. Admission control assuming virtual networks with increasing traffic and maximum blocking probability of 5%.

agreed in the SLAs (D[2] > Rl[2]). Network 3 simulates
a network with high traffic rate, but without any priority or
delay requirement, so thatRs[3] = 0 andRl[3] = 250 Mb/s.
Therefore, Network 3 also presents a demand that exceeds
its SLA (D[3] > Rl[3]). CPU resources and memory are
equally divided among the three networks. The traffics of
Networks 1 and 2 are transmitted from an external machine
to another via Dom0 routing, because these networks use the
plane separation paradigm. The traffic of Network3 goes from
the virtual router to an external machine. The output link is
shared by the three traffics.

Fig. 9(a) shows the throughputφ[n] of the three networks
over time in the output link. Because Network 2 has only
the short-term rate reservation, the resource sharing manager
limits its use steadily at100 Mb/s. Network 1 has its demand
met at all times, while Network 3 losses more packets when
the total amount of data available in the long-term volume
reservation has been used.

Fig. 9(b) shows the evolution of the adaptive weight for
each virtual network. The weight of Network2 is always zero,
because this network has no right to use anything beyond the
short-term rate reservation. The weight of Network1 increases
while the weight of Network3 decreases, because Network3
consumes faster its long-term volume reservation. The weight
fits proportionately between the networks according to the
slice of long-term volume reservation that each network can
still use.

Finally, we computed the short-term error, the long-term
error, and the compliance. These parameters check if the SLAs
of each of the virtual network are respected. The short-term
error of Networkn, Es[n], is computed at each short interval
and demonstrates to which level the provision of the short-term
rate reservation was not met. Thus,

Es[n] = max

(

0, 1−
φ[n]

min(Rs[n], D[n])

)

. (7)

Similarly, the long-term error of Networkn, El[n], is
computed at the end of long intervals and shows to which
level the provision of the long-term volume reservation was
disrespected. The compliance of networkn, Cp[n], is com-
puted afterIl and shows an average level to which the SLA
was respected. Then,

Cp[n] = 1−
mean(Es[n])

2
−

El[n]

2
. (8)

The results show that all networks obtainedCp = 1 in all
tests, because the resource sharing manager offers an efficient
control of the shared resources. Hence, our resource manager
is able to correctly ensure both the short-term rate reservation
and the long-term volume reservation to all networks in this
scenario.

B. Long-term volume reservation provision

In the second test, we set up a scenario with two virtual
networks, one using plane separation (Network 1) and other
forwarding packets through the virtual machine (Network 2).
The networks operate atRs[1] = Rs[2] = 100 Mb/s, Rl[1] =
600 Mb/s andRl[2] = 200 Mb/s. Both networks request more
bandwidth than specified in the SLA, becauseD1 = D2 =
1 Gb/s. We set up a flow for each virtual network between
two external machines and both flows share the output link.

In this test, VIPER is compared to XNetMon (XMon in
the plots) [8], because both proposals control the resource
sharing between virtual networks. XNetMon, however, does
not limit resource usage while there are available resources.
We also compare VIPER with three different traffic control
profiles created with the Traffic Control (TC) tool. We used
the Hierarchical Token Bucket (HTB) queuing discipline to
simulate behaviors similar to VIPER. The first profile, called
TC1, provides a minimal reservationRm[n] = Rl[n] and
allows traffic to reach up to the link capacity (1 Gb/s) if there
are demand and available resources. The profile TC2 provides
Rm[n] = Rs[n], but limits the link usage at the average rate of
the long-term volume reservation,Rl[n]. Hence, TC2 presents
the closest behavior to VIPER. The profile TC3 provides
Rm[n] = Rs[n] and allows a traffic to consume all the
resources, if they are available, being closest to the behavior of
XNetMon. Although TC is a precise tool for traffic control, it
does not control shared resources like memory and CPU, such
as VIPER and XNetMon do. Thus, to make the comparison
fair, both VIPER and XNetMon do not make restrictions on
the use of CPU and memory for any of the networks. Besides,
we also analyze the results when no control is applied to the
virtual networks (w/o in the plots).
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Fig. 10(a) presents the results for utilization, which is
the ratio between the throughput and the link capacity, and
compliance, both with respect to the use of the output link.
Only VIPER and profiles TC1 and TC2 provide the maximum
compliance to both networks. In the other profiles, Network 2
was privileged due to the low ability to differentiate the use of
resources beyond the minimum reservation of each network.
Profiles TC1 and TC2 present a good compliance because they
are adapted to differentiate traffic also based on the rate of
the long-term volume reservation. Nevertheless, only VIPER
and TC2 show low link utilization, which is a must-have
characteristic in virtualized networks.

The next test is based on the same network control profiles.
In this test, however, we change the network demands: the
demand of Network 1 isD[1] = 1 Gb/s during the whole test,
while the demand of Network 2 isD[2] = 0 during the first
two thirds of the long intervalIl andD[2] = 1 Gb/s for 3 s
during the last third ofIl. This scenario simulates the behavior
of a network with burst traffic, in which the burst is equal to the
total long-term volume reservation of Network 2. Fig. 10(b)
shows that VIPER presents the lowest long-term error, because
of the adaptive weight. The long-term error of VIPER is more
than five times smaller than the long-term error of profile TC2,
which presented a similar result to VIPER in the previous test.
Furthermore, VIPER provides the second lowest utilization.
Hence, VIPER is an advantageous solution for both the virtual
network operator, which wants a resource provision as agreed

in the SLAs, and the infrastructure provider, which requires a
low use of physical resources to allocate more networks over
the same physical hardware.

C. QoS provision

Finally, we evaluate the QoS components of VIPER. Fig. 11
shows the impact of the use of QoS premises by the infras-
tructure provider. In this scenario, composed of two virtual
networks, it is assumed that Network 1 hires priority for
its packets to guarantee a small forwarding delay. It is also
assumed the following parameters in the output link:Rs[1] =
50 Mb/s andRl[1] = 400 Mb/s for Network 1 andRs[2] =
100 Mb/s andRl[2] = 600 Mb/s for Network 2. CPU and
memory resources are equally divided between the networks.
Network input demands are, respectively,D[1] = 50 Mb/s and
D[2] = 1 Gb/s. We chose a highD[2], because a high volume
of traffic hinders the provision of QoS for Network 1. The
traffic of Network 2, which uses the plane separation paradigm,
flows among two external machines. The traffic of Network 1,
which is routed through the virtual machine, is generated by
a different external machine and shares the output link with
the traffic of Network 2.

Fig. 11 shows the results for the Round Trip Time (RTT) of
both networks with and without VIPER. In the first scenario,
called ‘w/o prio’, both networks have the same priority and,in
the second scenario, called ‘prio’, the traffic of Network 1 is
privileged. When we give priority to one virtual network, even
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without the use of VIPER resource sharing manager, the RTT
decreases by more than 10 times for the privileged traffic. The
use of VIPER ensures that Network 2 does not exceed the use
of network or CPU, reducing the volume of processed data and
thereby further reducing the transmission delay. Hence, VIPER
QoS component reduces the RTT by more than 18 times when
compared to the scenario without VIPER and without priority
and more than 1.8 times when compared to the scenario with
a privileged traffic but without the resource sharing manager
of VIPER.

IX. RELATED WORK

Most of works concerning virtual resource management
focus on data centers and cloud systems. Gong et al. proposed
a system called PRedictive Elastic reSource Scaling (PRESS),
which predicts application resource demands using Markov
chains and Fast Fourier Transforms [14]. The predictions are
used to automatically adjust the resource allocation, according
to the service level objectives. The system was implemented
over Xen and tested under different server application loads.
Another resource sharing management technique is the virtual
machine migration, which is used in Sandpiper [2]. Sand-
piper is a centralized control system that detects hotspots,
determines a new mapping of physical to virtual resources,
and migrates virtual machines. Although proposals such as
PRESS and Sandpiper focus on the resource provisioning for
virtual machines, these approaches deal only with datacenter
loads, which are different from the virtual networking resource
requirements. Virtual router demands are mainly determined
by I/O operations, which imply in different resource consump-
tion profiles. Besides, many virtualization techniques present
isolation failures under a high I/O load [3], [8], but this
challenge is not addresses by resource management control
systems for data centers. VIPER is a system specialized in
virtual networking, which guarantees virtual router isolation
even under high traffic loads.

Concerning isolation in virtual networks, Egi et al. inves-
tigate the construction of a platform of virtual routers using
Xen and Click [15], evaluating the provision of isolation and
fairness between the networks [5]. The authors investigatethe
use of different data planes, assuming routing through Dom0
and through a virtual machine, and evaluate the ability to share
resources among virtual networks. This work, however, has no

mechanisms for defining management capabilities to specify
and control the amount of resources of each virtual network.
Also, the authors’ proposal does not differentiate or prioritize
traffic to ensure QoS in the virtual networks. Another approach
based on Linux and Click to create a shared data plane is
proposed by Keller and Green [16]. In this proposal, each
virtual network can create its own data plane, based on generic
packet forwarding primitives defined in Click. The authors,
however, do not address a fair division of resources among
the control planes. Hence, these approaches and VIPER are
complementary, allowing the provision of a flexible data plane
while still guaranteeing isolation and QoS.

Xen Network Monitor (XNetMon) is a monitor for Xen
networks that guarantees the virtual network isolation and
avoids that malicious virtual networks interfere in the other
virtual network performance [8]. Although this system dif-
ferentiates resources among networks, the resource allocation
parameters are inflexible. XNetMon main goal is to prevent
malicious virtual routers from harming other networks and it
does not focus on the developing a management interface or
a virtual network admission control, neither the provisionof
QoS guarantees for virtual networks, such as in VIPER.

Trellis [3] is a high-performance packet forwarding system
that achieves isolation in the virtual links on operating-system
level virtualization platforms. Trellis implements a custom
high-performance bridge, besides implementing virtual links
using the proposed Ethernet-over-GRE (EGRE) tunnels. Trel-
lis enforces that the bandwidth and the jitter of a virtual
network do not influence other virtual networks. Nevertheless,
Trellis does not treat isolation problems during packet forward-
ing, such as VIPER. Trellis neither controls the admission of
new virtual networks.

OpenFlow [17] is a platform with support for network
virtualization that is based on a centralized control plane.
In OpenFlow networks, the virtualization is controlled by
a special node that works as proxy between the network
controllers and the OpenFlow switches, called FlowVisor [18].
FlowVisor creates slices in OpenFlow networks by controlling
CPU, memory, and bandwidth usage by each virtual network.
Nevertheless, FlowVisor provides a SLA definition more re-
strictive than VIPER and also does not perform virtual network
admission control.

Another important issue in the management of virtual
networks is the admission control of new virtual routers [2],
[13]. Fajjari et al. proposes a virtual network mapping based on
an ant colony metaheuristic [13]. This proposal increases the
number of accepted virtual networks by remapping the hosted
virtual networks to provide a slice in the physical substrate
with enough resources to host the new virtual network. This
proposal, however, statically maps the resource requirements
in each virtual router, which may cause an under-provisioning
for the virtual networks. Wood et al. also proposes an admis-
sion control for virtual machines, as described in Section VII,
which verifies whether the estimated peak demand is lower
than the idle resources in the physical substrate [2]. This
proposal, however, is not as profitable as VIPER, as shown
by the results.

VIPER presents a precise and efficient resource sharing
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manager, which considers flexible SLAs to describe each
virtual network traffic requirements. Besides, our proposal
provides QoS control for both the infrastructure provider and
the virtual network operator, reducing delays in prioritized
networks. VIPER also offers a management interface to define
and control the resources of each virtual network, besides as-
sessing new virtual network hosting on the physical substrate.

X. CONCLUSION

Virtualization systems such as Xen still present serious
vulnerabilities when used for network virtualization, because
of the challenges to provide isolation in I/O operations. Inthis
paper, we proposed VIPER, an efficient QoS-aware system for
control and management of virtual networks. VIPER ensures
strong isolation between networks and the compliance with
contracted SLAs between the infrastructure provider and the
virtual network operator. The main contributions of VIPER are
the resource sharing manager, which guarantees the right di-
vision of resources between virtual networks, the components
to provide QoS, enabling the inclusion of QoS parameters
at the level of infrastructure provider, and the admission
control for new virtual routers, which guarantees that there
are enough resources to attend the SLAs of all hosted virtual
networks. These features significantly differentiate VIPER of
other resource control systems in the literature.

The characteristics used to model the SLAs in VIPER,
which include the short and long-term reservations, and the
setting of QoS parameters, assure the modeling of an extensive
set of network configurations. VIPER provides high man-
ageability of network resources in virtualized environments
while solving the existing problems in the Xen platform.
Through extensive simulation and experimental analyses, we
show that VIPER guarantees high probability of providing
all the reserved resources and still allow efficient resource
usage by a precise control of the access of new virtual routers.
Furthermore, the tests with the developed prototype show that
VIPER guarantees full compliance between the forwarded
traffic and the SLAs, besides guaranteeing small delays for
privileged traffic.
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