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Abstract

Secure routing proto cols for ad ho c net w orks use group k eys for authen ti-

cating con trol messages without high energy consumption. A distributed

and robust group-k ey managemen t is, th us, essen tial. This pap er prop oses

and sp eci�es a proto col for distributing and managing group k eys in ad ho c

en vironmen ts based on the Secure Optimized Link State Routing Proto col

(SOLSR). The prop osed proto col manages group k eys taking in to consid-

eration frequen t net w ork partitions/mergers and also reduces the impact of

non-authorized users that try to illegitimately obtain the group k ey to use

net w ork resources. The analysis sho ws that our prop osal pro vides high a v ail-

abilit y and presen ts lo w energy consumption for the t w o most imp ortan t

group ev en ts in ad ho c net w ork: joining-no de ev en ts and net w ork-partition-

merging ev en ts. Our proto col reduces b oth the n um b er of con trol messages

and the energy sp en t with cryptographic op erations b y up to three orders of

magnitude when compared to con tributory group-k ey agreemen t algorithms.

The prop osed proto col pro vides an e�cien t k ey managemen t in a timely

manner.
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1. In tro duction

A d ho c net w orks are comp osed of self-organized wireless devices that

co op erate to con trol the net w ork and forw ard eac h other messages. The

pro vision of secure routing to these net w orks faces sp eci�c vulnerabilities due

to the absence of �xed infrastructure and the non-reliable users that w an t

to use the net w ork, but do not w an t to sp end energy forw arding messages of
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other no des. In addition, ad ho c net w orks are based on collab orativ e routing,

whic h means that a no de w orking in a malicious w a y ma y disrupt the whole

net w ork.

Proto cols w ere prop osed to pro vide routing and data forw arding secu-

rit y b y restricting the group of no des that can access the net w ork. Secure

Optimized Link State Routing proto col (SOLSR) (Hafslund et al., 2004),

for instance, pro vides routing securit y through the use of a group k ey to

iden tify the group mem b ership. Routing con trol messages signed with a dif-

feren t group k ey are discarded. This kind of routing proto col demands a k ey

managemen t system that guaran tees the prop ert y of forw ard secrecy , whic h

means that the curren t group k ey cannot b e used b y an y no de to generate

an y future k ey . Th us, a no de excluded from the net w ork cannot obtain a

future new group k ey based on its curren t group k ey . In con trast to for-

w ard secrecy , bac kw ard secrecy prop ert y is not needed in routing, b ecause

the group k ey only protects the con trol messages and a new no de do es not

obtain an y adv an tages from generating old group k eys based on the curren t

k ey . Most of the secure routing proto cols rely on k ey managemen t systems,

but these systems are not sp eci�ed b y these proto cols, b eing an op en problem

in ad ho c tec hnology .

Key managemen t is a c hallenge in ad ho c net w orks b ecause it is not

p ossible to guaran tee the a v ailabilit y of a resource, suc h as a cen tral authen-

tication serv er, to all no des at an y time. Indeed, ad ho c net w orks are often

partitioned and merged due to no de mobilit y and link outages (Cunha et al.,

2008). Besides, no des frequen tly join and lea v e the net w ork, whic h mak es

ad ho c net w ork mem b ership highly dynamic. F urthermore, ad ho c net w orks

are usually comp osed of energy-constrained devices and securit y m ust tak e

in to accoun t energy consumption, a v oiding frequen t execution of complex

cryptographic op erations. Hence, group k eys are usually preferred for ad ho c

net w orks b ecause symmetric cryptograph y is less energy consuming than

asymmetric cryptograph y (Carman et al., 2000).

In this pap er w e prop ose and sp ecify a proto col to manage the group k ey

in ad ho c en vironmen ts that use the Secure Optimized Link State Routing

proto col. The prop osed proto col, called E�cien t Group-k ey managemen t for

Secure Routing (EGSR) (F ernandes and Duarte, 2008), uses a few messages

in the group-k ey distribution pro cess to reduce energy consumption, esp e-

cially in no de-joining and partition-merging ev en ts. EGSR comprises three

main pro cedures: group-k ey distribution, whic h up dates the group k ey; the

group-k ey gathering, whic h is used b y no des to join the net w ork, merge
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net w ork partitions, and initialize the net w ork; and the round-leader man-

agemen t, whic h monitors and replaces the no des resp onsible for a group-k ey

distribution. In EGSR, the group k ey is p erio dically replaced to exclude

non-authorized no des whic h ha v e the curren t group k ey but not a priv ate

k ey of an authorized no de and to a v oid the use of the same group k ey in

more than some amoun t of data, esp ecially when w eak encryptions tec h-

niques are in use. Our prop osal is compatible with ad ho c c haracteristics,

suc h as the absence of infrastructure, the highly dynamic group mem b ership,

and the frequen t net w ork partitions. EGSR initialization phase a v oids the

use of sp ecial secrets that allo ws a no de to initialize or join the net w ork, but

that can disrupt the en tire net w ork if exp osed. Instead, in our proto col, all

no des only need a pair of public/priv ate k eys and a certi�cate giv en b y the

distributed certi�cate authorit y to start using the net w ork.

The p erformed ev aluation sho ws that EGSR reduces energy requiremen ts

for secure ad ho c net w orks based on group k eys. Indeed, the analysis sho ws

that the prop osed proto col increases the energy e�ciency with cryptographic

op erations in up to three orders of magnitude when compared to other pro-

p osals. Our proto col also presen ts a signi�can t decrease in the con trol o v er-

head that leads to high energy e�ciency in the joining-no de ev en ts and in

the partition-merging ev en ts.

Aside from that, w e analyzed EGSR with P etri nets to ev aluate proto col

c haracteristics. In addition, w e analyzed the proto col robustness to the dis-

closure of the group k eys and the con v erge dela y of EGSR pro cedures. The

analysis sho ws that EGSR ac hiev es lo w complexit y and lo w comm unication

o v erhead, distributing the group k ey in a timely manner.

The remainder of the pap er is structured as follo ws. In Section 2, w e

discuss related w ork, while in Section 3, w e describ e the system mo del and

explain SOLSR mo del and its requiremen ts. In Section 4, w e sho w the details

of the prop osed proto col and, in Section 5, w e sho w the analytical results.

In Section 6, w e presen t the conclusions.

2. Related W ork

Secure routing proto cols for ad ho c net w orks require k ey managemen t, b e-

cause these proto cols are t ypically based on cryptographic sc hemes to protect

routing information. Usually , a distributed certi�cate authorit y (F ernandes

et al., 2010; Zhou and Haas, 1999; Luo et al., 2004; K ong et al., 2001) is
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adopted to ac hiev e authen tication and non-repudiation and, after that, au-

then ticated no des establish a secret group k ey to secure the comm unication.

Hence, public k ey sc hemes are used to restrict and authen ticate the group

of users that can access the net w ork, while secret k ey sc hemes are used to

sign messages without great energy consumption. Standard approac hes for

group k ey managemen t are based on cen tralized pro cedures, whic h are not

w ell suited for ad ho c net w orks due to the lo w connectivit y and the absence

of infrastructure (Merw e et al., 2007).

A distributed cryptographic sc heme to establish a group k ey is the con-

tributory k ey agreemen t (Amir et al., 2004; Steiner et al., 2000; T eo and

T an, 2005; Niu, 2007), in whic h all no des co op erate to form a new group

k ey . Nev ertheless, these proto cols o v erc harge net w ork with con trol messages

to generate a new group k ey . Usually , con tributory k ey agreemen t prop osals

are based on the Di�e-Hellman algorithm (Di�e and Hellman, 1976), whic h

is a public k ey distribution mec hanism. The con tributory k ey agreemen t ex-

tends this algorithm to allo w a group to share a k ey . Burmester-Desmedt

(BD) (Burmester and Desmedt, 1998) is a group-k ey agreemen t algorithm

based on Di�e-Hellman, whic h generates the group k ey on rounds. The BD

algorithm lists the no des in a ring structure, whic h means that after no de n ,

w e �nd no de 1. In the �rst round, eac h no de selects a priv ate secret, gen-

erates a public v alue according to this secret, and �o o ds the net w ork with

this public v alue. In the second round, eac h no de i uses its selected secret

and the public v alue sen t b y no des i + 1 and i � 1 to generate a new public

v alue, whic h is also �o o ded in the net w ork. Finally , in the last round, eac h

no de uses its secret and all the receiv ed v alues to generate the new group

k ey . This is done through one exp onen tiation using the selected secret and

n exp onen tiations with small exp onen ts, where n is the n um b er of no des in

the net w ork. Hence, the group k ey is c hosen based on the con tribution of

the whole net w ork, whic h mak es this algorithm robust against the c hoice of

a w eak group k ey .

Another approac h similar to BD is the Group Di�e-Hellman (GDH-

3) (Steiner et al., 1996). This prop osal fo cuses on net w orks in whic h some

no des are energy-constrained devices. Th us, assuming a net w ork with n
no des, n � 1 no des execute a few exp onen tiations to obtain the k ey , while

one no de executes n exp onen tiations. In the �rst round, eac h no de selects a

priv ate v alue. Then, no de 1 sends the public v alue calculated based on the

selected priv ate v alue to no de 2, whic h further calculates a new public v alue

based on its selected priv ate v alue and on the public v alue receiv ed from
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no de 1. No de 2 sends this new public v alue to no de 3, whic h rep eat this

pro cedure un til the in teractiv e mec hanism reac hes no de n � 1. In the second

round, no de n � 1 uses the v alue receiv ed from no de n � 2 to calculate an

exp onen tiation using its selected secret v alue as exp onen t. Then, no de n � 1
�o o ds the net w ork with the resulting v alue. In the third round, eac h no de i
factors out the v alue receiv ed from no de n � 1 with its o wn secret and sends

the result to no de n . No de n , whic h has a greater computational p o w er than

the other no des, calculates and sends a sp ecial v alue to eac h no de. Based

on its selected secret and on the v alue receiv ed from no de n , eac h no de can

calculate the group k ey .

In addition to the GDH.3 proto col, Steiner et al. prop ose an auxiliary

mec hanism, called Auxiliary Key Agreemen t (AKA), to adapt GDH.3 and

some other proto cols to ev en ts suc h as a joining no de, a partition merg-

ing, etc. (Steiner et al., 2000). Indeed, a proto col suite including AKA,

called CLIQUES, is prop osed to supp ort dynamic group op erations in Di�e-

Hellman-based group-k ey-agreemen t algorithms. AKA reduces b oth message

and computation o v erhead to all group op erations after the initial dev elop-

men t of the group k ey . The main idea of AKA is that a con troller no de stores

all the partial v alues, L i , and manipulates them whenev er there is a group

op eration, assuming that eac h no de kno ws all the other no des in the net w ork.

No mec hanism to elect and replace this con troller, ho w ev er, is presen ted in

CLIQUES, as w ell as no mec hanism to con trol net w ork mem b ership is pro-

vided. Moreo v er, there is no mec hanism to inform new no des or new groups

b eing merged to the curren t con troller. If the con troller no de lea v es the net-

w ork without b eing replaced, the mec hanisms prop osed in AKA cannot b e

used and the initial group-k ey agreemen t m ust b e re-executed.

Kim et al. prop ose the T ree-Based Group Di�e-Hellman (TGDH) proto-

col to reduce message and pro cessing o v erheads in the con tributory group-k ey

agreemen t (Kim et al., 2000). Eac h mem b er of the net w ork represen ts a leaf

no de in a binary tree and has a set of k eys arranged from the leaf no de

up to the ro ot no de in this binary tree. As a consequence, all no des share

the ro ot-no de secret k ey , whic h is the group k ey . T o accomplish mem b er-

ship c hanges, TGDH selects a sp ecial mem b er, called sp onsor, to up date

the k eys whenev er a new mem b er joins or lea v es the group. Also, this

proto col balances the binary tree in net w ork-partition-splitting, net w ork-

partition-merging, and no de-joining/lea ving ev en ts. A ccording to Gangw ar

and Sarje (Gangw ar and Sarje, 2006), TGDH has mo derate costs when the

tree is fully balanced. Hence, the ev en ts of no de join, partition split, and
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partition merging are costly , b ecause they can im balance the binary tree.

The use of trees on con tributory k ey agreemen t with elliptic curv e cryp-

tograph y (ECC) is also b eing adopted to reduce energy costs. Kumar et

al. prop ose a region-based group-k ey agreemen t proto col based on ECC,

whic h uses the Group Elliptic Curv e Di�e-Hellman proto col (GECDH) and

the T ree-based Group Elliptic Curv e Di�e-Hellman proto col (TGECDH). In

this prop osal, the group of no des is brok en in to region-based subgroups, eac h

one with a di�eren t leader. Eac h region-based subgroup has its o wn group

k ey , and the leaders comm unicate using an outer group k ey . Th us, if there

is a mem b ership c hange on a sp eci�c group, only the k ey of that group is

up dated. Mean while, if a leader lea v es the net w ork, then b oth the group

k ey of the leader group and the outer group k ey are up dated (Kumar et al.,

2009). Although this prop osal is based on regions, there are no commen ts

ab out ho w to divide the net w ork in to regions or ho w to elect the leaders.

Moreo v er, the proto col assumes that data suc h as the n um b er of no des or

the momen t a mem b er lea v es the net w ork is kno wn, but no mec hanisms to

disseminate these data are pro vided. Other disadv an tage, according to the

authors, is that it tak es critical time to generate a new con tributory group

k ey . Another prop osal based on ECC is prop osed b y Li-Ping et al., in whic h

a con tributory group-k ey agreemen t proto col is dev elop ed o v er a circular hi-

erarc hical group mo del (Li-Ping et al., 2008). In this prop osal, referred to as

CH-ECC, the net w ork is divided in to h la y ers comp osed of subgroups of size

c. Eac h subgroup has a di�eren t group k ey , while, based on these k eys, the

whole net w ork is able to generate a group k ey . The CH-ECC, ho w ev er, do es

not detail ho w to form the circular hierarc hical groups in a decen tralized w a y .

A c hallenge for con tributory k ey agreemen t prop osals are to establish the

order of the no des to form the group k ey and, for some sc hemes, suc h as

GDH.3 and TGDH, also to sp ecify whic h no de is the ` n ' no de or the sp onsor

no de. In addition, these mec hanisms assume that all no des kno w the routes

to eac h other, whic h is a strong assumption if w e tak e in to consideration the

case of a group k ey for secure routing in ad ho c net w orks. In this situation,

no des do not kno w an y route, b ecause they are not able to exc hange con-

trol messages b efore establishing a group k ey . Hence, all con tributory k ey

agreemen t con trol messages m ust b e �o o ded in the net w ork.

Key pre-distribution sc hemes address the k ey distribution for net w orks

comp osed of energy-constrained devices. In this approac h, an administrator

selects a p o ol of k eys from the k ey space. Eac h no de receiv es a random subset

from the k ey p o ol b efore net w ork deplo ymen t. An y pair of no des able to �nd
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a common k ey within their subsets can use that k ey to establish a secure

comm unication. After the stabilization of secure links, no des select a group

k ey (Luo et al., 2006; Chan et al., 2003). Luo et al. prop ose a group-k ey

managemen t system based on k ey pre-distribution and on the con tributory

k ey agreemen t (Luo et al., 2006). In this proto col, no des m ust k eep a list with

all excluded no des and pre-distributed k eys of excluded no des are discarded.

This can imply in a connectivit y problem, in case of man y excluded no des.

Chan et al. prop ose the `q-comp osite sc heme', the `m ultipath reinforcemen t

sc heme', and the `random-pairwise k eys sc heme' to enable c haracteristics

lik e no de-to-no de authen tication and quorum-based rev o cation (Chan et al.,

2003). The main disadv an tage of this kind of prop osals for self-organized ad

ho c net w orks is the premise of an administrator that m ust con�gure all the

no des. Also, the disclosure of some no de secret k eys can compromise the

whole net w ork.

Cluster-based and lo cation-based proto cols aim to build a scalable k ey

managemen t and to reduce the n um b er of messages transmitted when a no de

join or lea v e the net w ork (T eo and T an, 2005; K onstan tinou, 2008; Liu et al.,

2005; Li and Sampalli, 2005; Lazos and P o o v endran, 2007). Distributed, Ef-

�cien t Clustering Approac h (DECA) uses clusters to distribute k eys in ad

ho c net w orks (Li et al., 2006). The disadv an tage of DECA and also other

cluster-based prop osals is their high-energy consumption for managing clus-

ters if net w ork mem b ership often c hanges. Another approac h to distribute

group k eys on m ulticast en vironmen ts based on clusters is the Optimized

Multicast Cluster T ree with Multip oin t Rela ys (OMCT with MPR), whose

main idea is to use information of OLSR proto col to elect the lo cal con trollers

of the created clusters (Bouassida et al., 2006). OMCT with MPRs assumes

that routing con trol messages ha v e b een exc hanged b efore the k ey distri-

bution. In SOLSR, ho w ev er, all routing con trol messages m ust b e signed.

Therefore, k ey distribution m ust b e deplo y ed b efore the exc hange of routing

con trol messages. Then, OMCT with MPRs is not useful to distribute a

group k ey in the SOLSR proto col.

Our prop osal for managing group k ey in ad ho c net w orks, called E�cien t

Group-k ey managemen t for Secure Routing (EGSR), signi�can tly reduces the

con trol-message o v erhead when compared with con tributory k ey agreemen t

proto cols or cluster-based proto cols. Besides, our proto col do es not dep end

on the establishmen t of secrets b efore the net w ork deplo ymen t, as o ccurs in

the k ey pre-distribution sc hemes. Therefore, ev en if authorized no des are

hac k ed, net w ork securit y is not completely compromised. EGSR deals with
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the c hallenges of frequen t net w ork access b y non-authorized no des that il-

licitly obtained the group k ey and net w ork partitions. Instead of most of

group-k ey agreemen t/distribution prop osals, our proto col is able to iden tify

all dynamic group ev en ts that a�ect group-k ey-based routing in ad ho c net-

w ork, suc h as no des joining the net w ork, net w ork initialization, and net w ork

partition merging. A dditionally , EGSR sp eci�es ho w to authen ticate no des

and ho w to securely distribute the group k ey in the dynamic group ev en ts

with a small o v erhead, assuming the existence of a distributed certi�cate

authorit y . A distributed en tit y , suc h as the distributed certi�cate authorit y ,

is needed b y most of group k ey managemen t proto cols to sp ecify the list of

authorized no des and to supp ort no de authen tication. The exceptions are

the k ey pre-distribution sc hemes, whic h replace this en tit y b y an administra-

tor whic h install secrets in all authorized no des b efore net w ork deplo ymen t.

The main adv an tage of our proto col is the lo w energy consumption, due to

the small n um b er of messages required for the k ey distribution, esp ecially

in joining-no de and partition-merging ev en ts. In addition, EGSR group k ey

distribution w orks without the kno wledge of the a v ailable routes. This is im-

p ortan t b ecause secure routing proto cols only accept con trol messages signed

with the group k ey , and then, the group-k ey distribution m ust o ccur b efore

the calculation of the routes.

3. System Mo del

3.1. Network Mo del

Our proto col w orks under the assumption of mobile no des whic h collab-

orativ ely supp ort net w ork op eration. Net w ork partitions can o ccur at an y

time and no des frequen tly join and lea v e the net w ork. W e de�ne as group

the set of no des that can comm unicate through routes of one or more hops.

W e assume that a distributed certi�cate authorit y con trols net w ork mem-

b ership (Zhou and Haas, 1999; Luo et al., 2004), whic h means that this en tit y

kno ws whic h are the no des that can access the net w ork. By net w ork mem-

b ership, w e mean all the no des that are authorized b y a third part y , suc h

as a certi�cate authorit y , to access the net w ork. The certi�cate authorit y

creates certi�cates for eac h authorized no de, asso ciating a public k ey Pki to

an iden tit y id i . Eac h no de kno ws its public and priv ate k eys as w ell as its

certi�cate a priori. W e also assume that this distributed certi�cate authorit y

is able to notify authorized no des whenev er there is a c hange on the net w ork

mem b ership, through the emission of a rev ok ed certi�cate list. The rev ok ed
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certi�cate list con tains all certi�cates that are still v alid, but cannot b e used

an ymore.

Authorized no des in the same group m ust share the same group k ey to

exc hange routing con trol messages. W e assume that no des run the Secure

Optimized Link State Routing Proto col (SOLSR) (Hafslund et al., 2004),

whic h is an extension to pro vide securit y for the Optimized Link State Rout-

ing proto col (OLSR) (Clausen and Jacquet, 2003).

3.2. OLSR and SOLSR

OLSR is a pro-activ e and link-state-based routing proto col and, th us, its

routing table is constructed based on information generated b y no de neigh-

b ors and also on all p ossible destinations in the net w ork. T o mitigate the

o v erload e�ect caused b y the con trol-message �o o ding ev en ts, OLSR limits

the �o o ding pro cedure using the m ultip oin t rela y (MPR) mec hanism. In this

mec hanism, ev ery no de selects its set of m ultip oin t rela y (MPR) no des among

the one-hop neigh b ors. The basic rule for the MPR selection pro cedure is

that eac h no de m ust reac h all t w o-hop neigh b ors through its MPR set. Be-

cause selecting the b est MPR set, whic h means to �nd the smallest set of

one-hop neigh b ors that reac hes all the t w o-hop neigh b ors, is a hard problem,

this selection is done through heuristics. The RF C of OLSR (Clausen and

Jacquet, 2003) suggests an algorithm based on �rst selecting one-hop neigh-

b ors that are the only one to reac h a sp eci�c t w o-hop neigh b or. After that,

the algorithm calculates the n um b er of t w o-hop neigh b ors that eac h of the

remaining one-hop neigh b ors reac hes, excluding the t w o-hop neigh b ors that

w ere already reac hed b y the �rst selected MPR no des. Then, the one-hop

neigh b or that reac hes more t w o-hop neigh b ors is selected as MPR. Next, all

the t w o-hop neigh b ors that this selected one-hop neigh b or reac hes are ex-

cluded of the t w o-hop neigh b or set and the algorithm is run again un til the

t w o-hop neigh b or set is empt y .

The MPR no des are resp onsible for forw arding routing messages in �o o d-

ing ev en ts. Therefore, when a no de sends a routing message whic h m ust b e

�o o ded, only its MPR will forw ard the message, reducing con trol message

o v erload. This pro cedure is rep eated b y the MPR no des of eac h MPR in a

�o o ding, whic h guaran tees that a message will reac h the whole net w ork. It

is imp ortan t noticing that the MPR no des reduce the o v erhead in a �o o ding,

but they usually do not eliminate all the redundancies in a �o o d ev en t. An

example of a �o o d ev en t using MPR no des is on Figure 1.
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(a) Flo o d without MPR: all

no des retransmit the message.

(b) Flo o d with MPR: only MPR

no des retransmit the message.

Figure 1: Example of the use of MPR no des in a �o o d ev en t. The n um b er of no des

retransmitting the message and n um b er of message copies eac h no de receiv es are reduced.

Because eac h no de in OLSR monitors its links with neigh b ors, ev ery time

a link failure or a new link is detected, the no de �o o ds the net w ork with

the curren t link state. Hence, all the no des in the net w ork can up date their

routing table. This w a y , OLSR correctly handles mobilit y in ad ho c net w orks.

SOLSR secures OLSR through t w o mec hanisms: access con trol and mes-

sage repla y protection (Hafslund et al., 2004; T onnesen, 2004; A djih et al.,

2003). SOLSR assumes that all no des authorized to access the net w ork share

a group k ey a priori. Then, all SOLSR messages are signed with this group

k ey to p erform the access con trol. As a consequence, non-authorized no des

cannot create or mo dify con trol messages in the net w ork. SOLSR, ho w ev er,

do es not sp ecify ho w the group k ey is managed or distributed.

The message repla y protection of SOLSR prev en ts malicious no des from

repla ying old con trol messages to damage routing. Th us, eac h no de con trols

the di�erence b et w een its o wn clo c k and the clo c ks of other comm unicating

no des. Therefore, the �rst time t w o no des, A and B, need to comm unicate,

they exc hange their timestamps, TA j and TB j , to disco v er the di�erence b e-

t w een their clo c ks, TA;B = TA j � TB j . When no de A sends a message to no de

B, it sends the timestamp of the momen t the message w as sen t, TS . After

no de B receiv es the message, it c hec ks Condition 1, giv en b y

TS � TB i � S � TA;B � TS � TB i + S; (1)

where S is the maxim um dela y tolerance in the transmission and TB i is the

curren t timestamp of no de B. Since no de A and no de B are neigh b ors, S is
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c hosen as a small v alue. If this condition do es not hold, then no de B classi�es

the message as a repla y and discards the message. This mec hanism prev en ts,

for instance, malicious no des from repla ying old Hello messages from an

authorized no de to forge the presence of this authorized no de elsewhere in the

net w ork. Because authorized no des alw a ys c hec k Condition 1 after receiving

a con trol message and non-authorized no des whic h do es not ha v e the curren t

group k ey cannot mo dify the �elds inside the signed con trol message, a repla y

of old Hello messages can alw a ys b e detected b y an y authorized no de in the

net w ork. As a consequence of the message repla y protection, no des kno w the

di�erence b et w een their clo c ks and the clo c k of their neigh b ors in SOLSR,

whic h means that the net w ork has a w eak sync hronization.

Our proto col, EGSR, aims to solv e the group k ey distribution and man-

agemen t in a complete distributed fashion. A ccordingly , only no des whic h

can obtain a certi�cate out of the rev ok ed certi�cate list are able to success-

fully run EGSR, obtain the curren t group k ey , send routing messages, and

access the secure net w ork.

3.3. A dversary Mo del

W e consider as adv ersary an y non-authorized no de or an y authorized ma-

licious no de. A dv ersaries ma y b eha v e in a malicious w a y , damaging net w ork

b y creating, mo difying or discarding messages. Also, non-authorized no des

that obtained the group k ey ma y b eha v e prop erly , but consuming net w ork re-

sources, suc h as bandwidth. F or these reasons, EGSR alw a ys tries to exclude

non-authorized no des from the net w ork. Excluding a no de means discarding

all messages going to or coming from this no de and prev en ting this no de from

receiving a group k ey .

Malicious authorized no des are hard to detect and exclude in the net w ork

la y er when using symmetric k eys to sign routing con trol messages. Hence,

routing attac ks can b e detected, but a malicious authorized no de cannot

b e accused based only on the observ ation of routing con trol messages. The

exclusion of this kind of no de is not on the scop e of this w ork.

W e do not mak e assumptions ab out pro cessing p o w er of the adv ersaries.

W e assume that adv ersaries can steal group k eys and can collude, but they

are alw a ys minorit y in the net w ork. This minorit y is imp ortan t to guaran tee

that the ad ho c net w ork has a high c hance of trustful pac k et forw arding,

indep enden t of our proto col or of the malicious no de actions.
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4. The Prop osed Sc heme

The prop osed proto col uses asymmetric cryptograph y to distribute the

group k ey to all the no des. The distribution is accomplished b y three main

pro cedures. The �rst one, the group-k ey distribution, is resp onsible for estab-

lishing a new group k ey in cases of no de exclusion and p erio dical group-k ey

replacemen t. It is w orth men tioning that routing, unlik e other applications,

do es not require group-k ey replacemen t when a no de joins the net w ork b e-

cause con�den tialit y is not a goal. The second pro cedure deals with the c hal-

lenges of no de-joining, partition-merging, and net w ork-initialization ev en ts.

The third pro cedure treats the leader failure detection and the leader re-

placemen t. In EGSR, the group-k ey distribution is initialized in eac h round

b y a round leader. If the round leader fails, it is necessary to automatically

replace the round leader to con tin ue the group-k ey distribution.

4.1. Gr oup-Key Distribution

The group-k ey distribution pro cedure is trigged to replace the group k ey

in three cases: p erio dically , whenev er a no de is excluded, or when a bad

b eha vior is detected b y a bad b eha vior detection system (BBDS) (Marti et al.,

2000; W ang et al., 2005; V elloso et al., 2008). The group-k ey distribution is

p erio dically executed to exclude non-authorized no des whic h illicitly obtained

the curren t group k ey but do not ha v e a priv ate k ey of an authorized no de.

F or instance, an authorized user ma y rev eal the group k ey to a non-authorized

friend in order to allo w his friend to access net w ork resources. The group k ey

distribution is also executed when a no de is excluded to guaran tee that the

excluded no de do es not ha v e the curren t group k ey . Hence, the distributed

certi�cate authorit y rev ok es the certi�cate of the excluded no de and sends the

up dated rev ok ed certi�cate list to all no des. This ev en t causes the rev o cation

of the curren t group k ey and the distribution of a new group k ey . After that,

the excluded no de is neither able to obtain the new group k ey nor to generate

new con trol messages. Finally , the group-k ey distribution can b e triggered

b y the BBDS, b ecause when the BBDS sends an alert, it means that there

is an adv ersary that should b e excluded from the net w ork. This adv ersary ,

ho w ev er, cannot b e iden ti�ed in the routing la y er due to the use of group

k eys, whic h do not authen ticate users. If this adv ersary is not authorized,

but has disclosed the group k ey , it will b e purged after a new group-k ey

distribution.
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Figure 2: Group-k ey-distribution pro cedure mo del and an example of the group-k ey dis-

tribution on a generic net w ork.

Figure 2 illustrates the group-k ey distribution pro cedure. In EGSR, no des

are able to select a round leader in eac h group-k ey distribution, as w e sho w

in Section 4.5. The round leader initiates the group-k ey distribution through

the broadcast of an Announcemen t message, whic h indicates the existence of

a new group k ey . When the neigh b ors of the round leader listen to the An-

nouncemen t message, they send an Order message asking the new group k ey .

The round leader ends the pro cess b y sending to eac h neigh b or a Resp onse

message, whic h con tains the new group k ey encrypted with the public k ey of

its neigh b or. The neigh b ors that are m ultip oin t rela ys (MPRs) of the leader

further retransmit the Announcemen t message, and the t w o-hop neigh b ors

of the leader select an MPR to obtain the new group k ey . The leader, its

MPRs, the MPRs of MPRs of the leader etc. rep eat this pro cedure, just as in

a con trolled �o o ding, to attain all the no des of the net w ork and to guaran tee

that all no des will receiv e the new group k ey .

The messages used on the group-k ey distribution are in Figure 3. The

`Signature with Priv ate Key', `Certi�cate', and `New Group-k ey Encrypted

with Neigh b or Public Key' �elds ha v e v ariable size, dep ending on the hash
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(a) Announcemen t message format. (b) Order message format.

(c) Resp onse message format.

Figure 3: Group-Key Distribution messages.

function, cryptographic algorithms, and k ey size. The certi�cate and the

message signature authen ticate the sending no de and guaran tee the con ten t

in tegrit y . Besides, the k ey distribution for eac h pair of no des is only successful

if b oth no des pro v e that they ha v e a v alid certi�cate issued b y the certi�cate

authorit y and that they are not on the rev ok ed certi�cate list. The `Key

Sequence Num b er' iden ti�es the group k ey b eing distributed. The `Curren t

Round Leader', `Next Round Leader', `Group-Key Distribution In terv al', and

`Distribution-Start Timestamp' �elds are imp ortan t for the round-leader se-

lection pro cedure and the round-leader failure detection, as w e explain later.

The `Distribution-Start Timestamp' �eld generated b y the round leader, ln ,

whic h w e call Tbj (ln ) , is up dated hop-b y-hop. Th us, based on Tbj (ln ) receiv ed

from no de j , no de i estimates the time of the b eginning of the group-k ey dis-

tribution pro cedure, Tbi (ln ) , on its o wn clo c k according to

Tbi (ln ) = Tbj (ln ) � Tj;i ; (2)
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where Tj;i is pro vided b y SOLSR and indicates an estimativ e of the di�erence

b et w een the clo c k of no de j and the clo c k of no de i . Hence, all no des kno w

appro ximately when the curren t group-k ey distribution has b egun and when

the next group-k ey distribution should start.

Due to the group k ey distribution pro cedure, ev en if a non-authorized

no de has an old group k ey , it cannot obtain the new one. As the new group

k ey is randomly c hosen and is encrypted with the public k ey of the destination

no de, non-authorized no des cannot deriv e the new group k ey from an old

group k ey nor sp o of the group-k ey distribution to obtain it.

4.1.1. Using the New Gr oup Key

No des m ust b egin to use the new group k ey appro ximately at the same

time. Therefore, a no de i calculates the exp ected time to start using the new

group k ey , Twi (ln ) , giv en b y

Twi (ln ) = Tbi (ln ) + Tn � Hmax : (3)

In this equation, Tbi (ln ) is the appro ximate time when the group-k ey distribu-

tion pro cedure b egan according to no de i , giv en b y Equation 2, Tn represen ts

an upp er b ound of the maxim um dela y an MPR tak es to transmit the new

group k ey to its neigh b ors, and Hmax represen ts the n um b er of hops b et w een

the round leader and the farthest no de, whic h is obtained with data collected

b y SOLSR.

No de i starts to use the new group k ey after Twi (ln ) , although it accepts

messages signed with the old or the new group k ey in the p erio d giv en b y

Twi (ln ) � � and Twi (ln ) + � , where � represen ts the dela y tolerance. After

Twi (ln ) + � , messages not signed with the new group k ey are discarded. If a

no de j do es not receiv e the group k ey b efore Twj (ln )+ � , it will obtain the new

k ey based on the pro cedures describ ed in Section 4.2 and Section 4.5, whic h

deal with partition-merging ev en ts and round-leader failures. Indeed, if the

no de do es not obtain the group k ey , it will conclude that the curren t leader

has failed and will c ho ose new leaders un til the no de b ecomes the leader

and c ho oses another k ey or the no de will detect that its neigh b ors ha v e a

di�eren t group k ey and will start a partition merging pro cedure. Due to �
and to these pro cedures EGSR only needs a w eak sync hronization pro vided

b y SOLSR timestamp exc hange.

4.2. Gathering the Curr ent Gr oup Key

The group-k ey distribution pro cedure treats excluded no des, but not join-

ing no des. When an authorized no de joins the net w ork, it m ust obtain the
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curren t group k ey . Similarly , when t w o net w ork partitions restore a com-

mon link, they m ust establish a common group k ey to guaran tee that all the

routing con trol messages are accepted b y the no des of b oth partitions. It

is imp ortan t to notice that if an authorized no de lea v es the net w ork or if a

net w ork partition o ccurs, there is no need for k ey replacemen t. These no des

w ere not susp ected of malicious actions and w ere not excluded, so they can

o wn the curren t group k ey , b ecause they are not exp ected to damage the

net w ork.

T able 1: Notations used in the pro cedure descriptions.

Notation Meaning/A ction

?M Receiv e message M

?1 M First reception of message M

!M Send message M

X Not X

C1 ^ C2 C1 and C2

C1 _ C2 C1 or C2

[ C1 ]|[ C2 ] If condition C1 holds, then do C2

CA Certi�cate of no de A

CB Certi�cate of no de B

Gk Net w ork group k ey

GkP t1 Group k ey of partition 1

GkP t2 Group k ey of partition 2

PkA Public k ey of no de A

PkB Public k ey of no de B

pkA Priv ate k ey of no de A

pkB Priv ate k ey of no de B

L rev Rev ok ed certi�cate list

Lact A ctiv e no de list obtained with SOLSR

W e prop ose three pro cedures to a no de or a group of no des obtain the

curren t group k ey: the joining-no de pro cedure, the partition-merging pro ce-

dure and the net w ork-initialization pro cedure. The joining-no de pro cedure

allo ws authorized no des whic h do not hold the group k ey to obtain it with

an y other authorized no de. The partition-merging pro cedure joins net w ork

partitions caused b y connection problems (Cunha et al., 2008) or when no des

lea v e the net w ork. Therefore, these t w o pro cedures to an authorized no de
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gather the curren t group k ey mak e EGSR robust to no des that frequen tly

join and lea v e the net w ork, dela ys in the group-k ey distribution pro cedure,

and link losses. The net w ork-initialization pro cedure organizes the no des and

establishes a group k ey when no des are joining to create a new net w ork.

T able 2: Notations used to cryptographic op eration descriptions in the pro cedures.

Notation Meaning/A ction

� (M, Pk) Encrypt M using public k ey Pk

� � 1
(M, pk) Decrypt M using priv ate k ey pk

# (M, Gk) Encrypt M using group k ey Gk

#� 1
(M, Gk) Decrypt M using group k ey Gk

' (C, PkCA ) Chec k certi�cate C using the public k ey of the certi�cate

authorit y PkCA

	 (Sig, Pk) Chec k signature of the message, Sig, using the public

k ey Pk

� (Sig, Gk) Chec k if signature of the message, Sig, w as not generated

using the group k ey Gk


 (E, L) Chec k if elemen t E is not on list L

An y authorized no de that do es not ha v e the group k ey can obtain it with

an y other authorized no de. In the end of the pro cess, no des will ha v e a

common group k ey to b e used in secure routing.

4.2.1. Joining-No de Pr o c e dur e

A no de can join the net w ork if it w as previously authorized and has ob-

tained a v alid certi�cate. Figure 4 sho ws the joining-no de pro cedure when

no de B joins the net w ork and obtains the group k ey with no de A, whic h b e-

longs to the group and has the curren t group k ey . After this pro cedure, no de

B can exc hange timestamps with its neigh b ors and send/receiv e routing con-

trol messages, suc h as the p erio dic Hello messages of SOLSR. T ables 1 and 2

sho w notations used in this pap er.

The joining-no de pro cedure uses t w o messages: Join and A ccept. The

Join message, depicted in Figure 5(a), signals to no de A that no de B is a

joining no de. The Join message con tains the new no de certi�cate and also a

signature with no de B's priv ate k ey , b ecause no de B m ust pro v e to no de A

that it is an authorized no de. The A ccept message, describ ed in Figure 5(b),

informs the curren t parameters of no de A's partition: the group k ey , whic h
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Figure 4: Message exc hange o v er time in the joining-no de pro cedure, assuming that no de

A is already on the net w ork and no de B is the joining no de.

no de A uses to send routing con trol messages, the n um b er of no des in the

partition, used in the partition-merging pro cedure, and the relev an t data for

the next group-k ey distribution.

4.3. Partition-Mer ging Pr o c e dur e

W e need to iden tify eac h group of no des in the net w ork with di�eren t

group k eys to detect and merge net w ork partitions. EGSR uses the signature

of the SOLSR Hello messages as partition iden ti�ers. A partition-merging

scenario is detected if a signature of a Hello message of a neigh b or w as not

generated with the curren t group k ey . Hence, if t w o neigh b ors ha v e di�eren t

group k eys and there are more than TH seconds since the last group-k ey

up date and TP seconds since one of these no des started a partition-merging

pro cedure, then these no des are in di�eren t partitions and should start the

partition-merging pro cedure. The p erio d of TH seconds guaran tees that a

group-k ey up date is not happ ening at that momen t and the p erio d of TP

seconds a v oids malicious no des from trying to exhaust the battery of a no de

18



(a) Join message format. (b) A ccept message format.

Figure 5: Messages used in the joining-no de pro cedure of EGSR.

with frequen t false partition-merging pro cedures.

Figure 6 describ es the partition-merging pro cedure. First, the no des that

detected the partition exc hange the messages Join, Asso ciate and Con�r-

mation, depicted in Figures 5(a), 7(a), and 7(b), to obtain the data ab out

eac h other and ab out eac h partition. Eac h no de executes only one partition

merging pro cedure at a time. Hence, if man y no des send the Join message

to no de A, no de A will send the Asso ciate only for the �rst comm unicating

no de, to a v oid unnecessary message o v erhead. After this message exc hange,

b oth no des kno w the group k ey and the n um b er of no des of the other par-

tition. The no de in the smallest partition, whic h is no de B in our example,

then announces itself as immediate round leader and distributes the group

k ey of partition 1 through the �o o d of the P artition message, describ ed in

Figure 7(c). In this message, no de B w arns its partition ab out the partition-

merging pro cedure and adv ertises the new group k ey and the group-k ey dis-

tribution data of partition 1. Therefore, after all no des in partition 2 receiv e

this message, they can exc hange routing con trol messages with no des of par-

tition 1 and, also, they are able to detect failures in the leader selection of

the next group-k ey distribution, as w e sho w in Section 4.5.

It is w orth men tioning that EGSR do es not authen ticate ev ery no de in

a partition merging pro cedure, b ecause all no des with the group k ey are

trusted. Instead of the group k ey distribution pro cedure, here there is no
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Figure 6: Message exc hange o v er time in the partition-merging pro cedure.

need to authen ticate all the no des to c hec k if all b elong to the group. Then,

as depicted in Figure 6, the P artition message is signed with the group k ey

of partition 2 instead of priv ate k ey of no de B and the new group k ey is

encrypted with the group k ey of partition 2. Hence, the partition-merging

pro cedure has lo w energy consumption.

Since man y partition-merging pro cedures can o ccur at the same time,

EGSR uses a decision pro cess based on three rules to a v oid lo ops. First, if a

no de detects a partition, it starts the pro cedure sending a Join message only

if its IP is greater than the other no de IP . This a v oid that b oth no des start

the pro cedure at the same time. Second, if there are more than one partition
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(a) Asso ciate message format. (b) Con�rmation message format.

(c) P artition message format.

Figure 7: Messages used in the partition-merging pro cedure of EGSR.

merging o ccurring at the same time, the P artition messages of the smaller

partitions are alw a ys discarded and the group k ey of the partition with more

no des is adopted. Third, if partitions ha v e the same size, the partition with

the leader with the greatest IP address will predominate and the P artition

messages of the other partitions are discarded. Therefore, after the partition-

merging pro cedure, all partitions are exp ected to share a unique group k ey

of the greatest partition.

4.4. Network-Initialization Pr o c e dur e

The net w ork-initialization pro cedure guaran tees that no des organize them-

selv es in the b eginning of the net w ork and, after a p erio d of time, all no des

share a unique group k ey in a distributed w a y . The w orst case scenario o ccurs

when a group of no des joins the new net w ork sim ultaneously . A no de assumes

it is in the net w ork initialization phase if, after listening the medium for a
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p erio d TL , the no de do es not receiv e an y Hello message from an authorized

no de. Th us, this no de c ho oses a group k ey and starts to send Hello mes-

sages. After that, all arriving no des m ust just accomplish the joining-no de

pro cedure to receiv e the group k ey and access the net w ork. Nev ertheless, if

more than one no de starts the net w ork-initialization pro cedure at the same

time, eac h no de will c ho ose a di�eren t group k ey . These no des realize that

they are actually neigh b ors and ha v e di�eren t k eys when they receiv e the

Hello messages sen t b y the other no des. As a consequence, they will start

partition-merging pro cedures. Indeed, the no des will arrange themselv es in

small partitions with one hop neigh b ors and these small partitions will further

merge, as sho wn in Figure 8. The partition-merging pro cedure is rep eated

un til the whole net w ork attains a unique k ey .

Figure 8: Net w ork-initialization pro cedure when sev en no des join the net w ork almost

sim ultaneously .

4.5. R ound-L e ader Management

The round leader randomly c ho oses a group k ey and starts the group-k ey

distribution pro cedure. Therefore, the leader pla ys a sp ecial role in eac h

group-k ey-distribution round and is a single p oin t of failure, whic h could

disrupt the en tire group-k ey managemen t. F urthermore, if a malicious no de

is c hosen as leader, it could c ho ose w eak group k eys to damage the net w ork

securit y . T o a v oid these problems, w e prop ose t w o pro cedures: the round-

leader selection and the round-leader replacemen t.

The round-leader selection follo ws a rule to a v oid that colluding mali-

cious no des are alw a ys the round leaders. Also, this pro cedure a v oids extra

message o v erhead, b ecause the no des reac h to the same decision based only

on the already stored data of SOLSR. Indeed, SOLSR pro-activ ely lists all

the p ossible destinations in the net w ork, whic h corresp ond to the list of all
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activ e no des. Although SOLSR routes can often v ary , this list is considered

stable and can b e used to select the round leaders with a really lo w error

rate. This means that all no des will probably c ho ose the same no de as next

round leader.

A round leader selects the next round leader b y creating a circular or-

dered list based on the activ e-no de IP address list pro vided b y SOLSR. The

round leader selects its successor in this list as the next round leader. As a

consequence, a malicious no de cannot easily c ho ose another malicious no de

as round leader, b ecause all no des can v erify if the next round leader w as

correctly c hosen. Moreo v er, if a malicious no de is selected as round leader

and it c ho oses a w eak group k ey , the no des that run a bad b eha vior detection

system (BBDS) can detect this and w arn the next round leader to start a

new group-k ey distribution.

A ccording to the round-leader selection, the round leader is c hosen b efore

the momen t of the next group-k ey distribution. Therefore, the round leader

migh t b e una v ailable in the next group-k ey distribution, compromising the

group-k ey managemen t. EGSR a v oids this problem with the prop osed self-

adaptiv e round-leader replacemen t pro cedure, whic h detects a leader failure

and replaces the leader.

A no de j detects that the round leader ln failed when a group-k ey dis-

tribution is pretended to start, but no neigh b ors sen t the Announcemen t

Message after the exp ected time to receiv e the new group k ey , Tk j (ln ) . Based

on the hop-b y-hop dela y to receiv e the new group k ey , no de j estimates this

exp ected time, Tk j (ln ) , whic h w e de�ne b y

Tk j (ln ) = Ts + Tn � H ln ;j + �; (4)

where � is the dela y tolerance and H ln ;j is the n um b er of hops from the round

leader ln up to no de j . The v ariable Tn is an estimate of the maxim um

dela y for group-k ey distribution from an MPR to its neigh b ors and Ts is the

exp ected time for the start of the group-k ey distribution pro cedure, whic h is

giv en b y

Ts = Tbj (ln� 1) + TG; (5)

where Tbj (ln� 1) is the time the last group-k ey distribution b egan, whic h is

giv en b y Equation 2, and TG is a proto col parameter to establish the in terv al

b et w een automatic group-k ey replacemen ts, whic h is giv en b y the A ccept

message in the group-k ey distribution. The round leader is considered absen t

if the new group k ey is not receiv ed up to Tk j (ln ) .
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When a no de detects that round leader ln has failed, it selects the next

round leader, ln+1 , in the circular ordered list of the activ e no des. A no de

j calculates a new exp ected time to receiv e the k ey , Tk j

0
(ln+1 ) based on the

time to the no de that will b e the next leader, ln+1 , notices that the curren t

round leader has failed and the dela y to no de j receiv e the k ey generated

b y the round leader ln+1 . Th us, in order to calculate the exp ected time to

receiv e the group k ey after a leader failure, w e prop ose the expression giv en

b y

Tk j

0
(ln+1 ) = Ts +

�
Tn � H ln +1 ;ln + �

�
+

�
Tn � H ln +1 ;j � Tn + �

�
: (6)

The time to start using the new group k ey , Twj (ln+1 ) , is recalculate ac-

cording to Equation 3 to the new round leader. The round-leader replace-

men t pro cedure is accomplished for a no de when it obtains the new group

k ey . Then, if i leaders fail, then eac h no de c ho oses the new leader, ln+ i , and

estimates the maxim um dela y to receiv e the new group k ey b y

Tk j

0
(ln+ i ) = Ts +

iX

j =1

Tn � H ln + j ;ln + j � 1 + Tn � H ln + i;j + ( i + 1) � �: (7)

Equation 3 is then used to estimate the time to start using the new group

k ey .

If the net w ork exp eriences connection losses and congestion, the group k ey

can get a great dela y to b e deliv ered and the round-leader failure pro cedure

can b e wrongly ev ok ed. In this case, if a no de obtains di�eren t group k eys,

but still has not start to use an y of these k eys, it c ho oses as the new group

k ey the one sen t b y the oldest round leader and up dates its estimated dela y

to deliv er the group k ey , Tn .

5. Proto col Analysis

5.1. Petri Net A nalysis

State mac hine mo dels of EGSR pro cedures are dev elop ed to v alidate

the proto col c haracteristics, as sho wn in Figure 9. These state mac hines

w ere con v erted in to a single P etri net and w e used the ARP to ol, v ersion

2.3 (Maziero, 1990) to ev aluate if the proto col ful�lls the three classic prop-

erties: b oundedness, liv eness, and rep etitiv eness (Lamc h, 2002).

The results sho w that the proto col has the exp ected prop erties: b ound-

edness, b ecause proto col has a �nite n um b er of states; liv eness, as there are
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Figure 9: State mac hines of EGSR pro cedures.

no dead-lo c ks, represen ting that all actions of the proto col are p ossible; and

rep etitiv eness, b ecause it is p ossible to return to the initial state from an y

state in the P etri net through at least one sequence of transitions. Then, the

prop osed proto col has neither lo ops nor states from whic h it is not p ossible

to reac h an y other state.
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5.2. Se curity A nalysis

In this section, w e discuss p oten tial securit y issues and ho w our proto col

handles them.

5.2.1. Gr oup-Key Disclosur e

If a non-authorized no de obtains the curren t group k ey Gkn , it can sign

routing con trol messages and damage the net w ork. Nev ertheless, this non-

authorized no de can only use the obtained group k ey b y a restricted p erio d of

time, b ecause the group k ey will b e c hanged in the next group-k ey up date.

The non-authorized no de cannot obtain the new k ey , b ecause it do es not

ha v e the priv ate k ey and a v alid certi�cate required b y the Order message in

the group-k ey distribution pro cedure. Assuming f r is the a v erage frequency

of the automatic group-k ey distribution, whic h replaces the group k ey , then

w e can estimate that the malicious no de will b e excluded from the net w ork

in a p erio d p � 1=f r . Besides, if the non-authorized no de do es malicious

actions, a BBDS created with an y in trusion detection system and/or an y

trust system can detect the malicious action and send an alarm b efore the

next automatic group-k ey distribution. This alarm triggers a new group-k ey

distribution pro cedure, quic kly excluding the non-authorized no de.

5.2.2. Internal A ttacks against EGSR

W e assume in EGSR that a non-authorized no de can steal a group k ey .

In these cases, the non-authorized no de will participate in the net w ork un til

the next group k ey distribution. Hence, w e m ust guaran tee that this non-

authorized no de cannot in terfere on EGSR functions.

A malicious no de that do es not send or forw ard con trol messages ma y try

to damage EGSR in four di�eren t w a ys: not starting a group-k ey distribution

when it is the leader; not forw arding the k ey in the group-k ey distribution

when it is an MPR; not forw arding the P artition message in the partition-

merging pro cedure; and starting an EGSR pro cedure without �nishing it. If

a malicious no de is the leader and do es not start the group-k ey distribution,

then it will b e automatically replaced b y all no des, whic h will select a new

leader in a distributed w a y . Hence, the attac k will only cause an extra dela y in

the new group-k ey distribution. In the cases a malicious no de is an MPR no de

that do es not co op erate on the group-k ey distribution or do es not forw ard

P artition messages, this failure will probably b e �xed b y the other MPR

redundan t no des and will only in tro duce a greater dela y on the group-k ey

distribution/partition-merging pro cedure. In the absence of redundancies on
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a �o o d with MPRs, EGSR also w orks, b ecause the no des that did not receiv e

the new group k ey will create a small group with a di�eren t group k ey , whic h

will trigger a partition-merging pro cedure with some non-malicious neigh b or

that obtained the group k ey . After the partition merging, all no des will share

the same group k ey and EGSR duties are accomplished. Finally , in the cases

a malicious no de starts an EGSR pro cedure without �nishing it, the e�ect

will only b e a small dela y . As w e sho w ed in Figure 9, all the states of EGSR

ha v e a timeout to return to the Common State, a v oiding dead-lo c ks. Hence,

malicious no des can increase EGSR con trol o v erhead and dela ys to obtain a

group k ey , but they cannot disrupt the proto col. It is w orth men tioning that

prop osals based on con tributory group k ey agreemen t ha v e no tolerance to

these kinds in ternal attac ks, b ecause the mec hanisms alw a ys dep ends on the

collab oration of the whole net w ork. If a malicious no de do es not con tribute

generating its o wn public v alue when it is needed, the mec hanism cannot b e

accomplished and the group k ey is not generated.

5.3. EGSR R eliability in Dynamic Envir onments

Dynamic en vironmen ts are common scenarios for ad ho c net w orks and

are c haracterized b y frequen t net w ork partitions and/or mobile no des. T o

guaran tee EGSR reliabilit y in dynamic en vironmen ts, w e need small con v er-

gence times and also robustness to message losses and to no de departures.

Mobilit y can cause message losses if no des that are neigh b ors lo ose their con-

nectivit y while they are in an EGSR pro cedure. P artitions can cause no des

to abruptly depart while an EGSR pro cedure is running.

The no de departures caused b y net w ork partition ev en ts do not in�uence

the joining no de pro cedure or the group k ey distribution of EGSR. The group

k ey distribution is not a�ected, b ecause, if a group k ey do es not reac h all the

no des, a new leader will b e automatically c hosen to select and distribute a

new k ey . Also, when a joining no de tries to obtain the group k ey of a no de

and this no de lea v es the net w ork, then the joining no de m ust c ho ose another

no de to obtain the group k ey . Indeed, the partition ev en ts only in�uence on

the leader c hoice, b ecause it c hanges the allo cated IP list. The use of SOLSR

guaran tees that this list is alw a ys up dated, but there is a con v ergence time

to detect all the no des that left the net w ork in SOLSR. Hence, if a partition

is formed and, just after that, a group k ey distribution is started, the new

leader c hoice can ha v e a greater dela y .

The partition merging pro cedure robustness is based on the use of timers

and on the con trol of the n um b er of no des in eac h partition. SOLSR guar-

27



an tees the consistency on the n um b er of no des in eac h partition. Hence,

ev ery time a no de tries to start a new partition merging pro cedure, only

the group k ey of the greatest partition will b e used in the net w ork. Ev en

if there are man y sim ultaneous partition pro cedures, after all the partition

merging ev en ts, all the no des will share the group k ey of the greatest par-

tition. If there are partitions with the same size, other parameters can b e

used to decide whic h partition has the greatest priorit y , suc h as the IP of the

curren t leader. In addition, EGSR uses timers to a v oid that a no de starts

man y partition pro cedures at the same time. Hence, if a no de has recen tly

participated of a partition merging, it will not start a new one for a short p e-

rio d, to increase the c hances of net w ork stabilization b efore the new partition

merging pro cedure starts.

The mobilit y has no impact on EGSR if the no des con tact time is enough

for the neigh b or no des exc hanging at most four EGSR messages. If this

assumption is not hold, the net w ork routes are not a v ailable, and some EGSR

pro cedure has b egun, then this pro cedure will b e restarted with another

neigh b or no de. Hence, EGSR timeouts guaran tee the absence of deadlo c ks.

If routes are a v ailable and up dated b y SOLSR, then the EGSR pro cedures

can con tin ue using the routes to main tain the no de comm unication, ev en

though the no des are not neigh b ors an ymore. W e do not consider that the

�o o d is impacted b y the mobilit y b ecause of the redundancies of this pro cess.

5.3.1. A nalytic al A nalysis of The Conver genc e Delay

In this section, w e presen t an analytical ev aluation of con v ergence dela y

of EGSR pro cedures, assuming no errors in the message transmission. The

ob jectiv e is to sho w that the proto col w orks ev en if the scenario is dynamic

and the proto col pro cedures are frequen tly called.

In this analysis, w e assume that the net w ork top ology is a grid for cal-

culating the n um b er of hops among no des and the n um b er of MPR no des.

F or simplicit y , w e consider in this analysis that the a v erage n um b er of MPR

no des in a net w ork is giv en b y

p
N , where N is the n um b er of no des in the

net w ork. Moreo v er, the maxim um n um b er of hops will alw a ys b e smaller thanp
N . F or calculating the pac k et latency , w e assume that all EGSR messages

are smaller than 1500 b ytes, to guaran tee that messages are not fragmen ted

b y the transp ort proto col. This is an acceptable assumption if w e consider

the use of public k eys of 1024 bits, a group k ey of 128 bits and a message

authen tication co de with an output of 128 bits. These are common v alues

when using AES (Sc haad and Housley , 2002), RSA (Riv est et al., 1983),
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HMA C (Kra w czyk et al., 1997), and MD5 (Riv est, 1992), whic h are kno wn

algorithms for symmetric cryptograph y , asymmetric cryptograph y , message

authen tication, and hash function, resp ectiv ely . Hence, in the follo wing anal-

ysis, w e assume that the messages ha v e size M = 1500 B for considering the

w orst case for EGSR.

First, w e analyze the dela y for distributing a new group k ey for the whole

net w ork. In this pro cedure, eac h no de of the net w ork, except for the round

leader, receiv es an Announcemen t message, whic h is broadcasted b y an MPR

no de, and then, the no de exc hanges t w o unicast messages with the MPR.

W e considered in this analysis that all neigh b ors v erify the signature of the

Announcemen t message sim ultaneously . Hence, w e can estimate the dela y

for distributing the group k ey for the whole net w ork, Tdd , b y

T dd = (M p + 1) � Tu + 2 � (N � 1) � Tu + ( M p + 1) � (Tsg + 2 � Tck)+
+ (2 �Tsg + 4 � Tck + Tek + Tdk) � (N � 1);

(8)

where Tu is the dela y for a no de to send a message of size M to a neigh b or,

M p is the n um b er of MPR no des, Tsg is the dela y for signing the message

with asymmetric cryptograph y , Tck is the dela y for c hec king this kind of

signature, Tek is the dela y for encrypting the group k ey with asymmetric

cryptograph y , and Tdk is the dela y for decrypting the group k ey with asym-

metric cryptograph y . Assuming the use of IEEE 802.11G, the messages can

b e sen t in a rate of 54 Mbps and Tu � (1500� 8)=(54 � 106) = 0 :22 ms. W e

did not consider the propagation dela y , b ecause it is a negligible v alue of

appro ximately 1 �s (IEEE 802.11 W orking Group, 2007). W e also estimate

the cryptographic dela ys using a p ortable computer and the Op enSSL b enc h-

mark (Op enSSL Core and Dev elopmen t T eam, 2010), obtaining Tsg = Tdk �
0:02 s, and Tck = Tek � 0:9 ms. Hence, if w e assume, for instance, a net w ork

with 100 no des, then Tdd � 6:6 s.

W e can also estimate the dela y of the partition merging mec hanism, Tdp .

In this case, no des exc hange three unicast messages, and then, the smallest

partition is �o o ded. W e consider that the messages sen t b y the MPR no des

during the �o o d are pro cessed b y the neigh b ors sim ultaneously , b ecause the

message is sen t in broadcast. Hence,

T dp = (3 + M pP ) � Tu + 3 � Tsg + 5 � Tck + 2 � Tek + 2 � Tdk+
+ M pP � (Tes + Tss + Tds + Tcs);

(9)

where M pP is the n um b er of MPR no des in the smallest partition, Tes and

Tds are the dela ys for encrypting and decrypting, resp ectiv ely , the new group
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k ey with the curren t group k ey , Tss is the dela y for calculating the signature

of the message using a message authen tication co de suc h as HMA C, and

Tcs is the time for c hec king this signature. Using Op enSSL with a p ortable

computer, w e estimate Tes = Tds � 0:04 ms, Tss = Tcs � 0:01 ms. Assuming

Tu � 0:22 ms and P = 50 no des, than Tdp � 0; 1 s.

Hence, ev en in a net w ork with high mobilit y , w e can guaran tee that neigh-

b or no des usually ha v e enough con tact time to accomplish their EGSR pro-

cedures. W e also observ ed that the partition merging pro cedure is v ery fast,

b ecause it mainly uses symmetric cryptograph y , while the group k ey dis-

tribution is slo w er due to use of asymmetric cryptograph y . The dela y in

the partition merging m ust b e small, b ecause no des can only send routing

messages b et w een the partitions after the pro cedure is accomplished. The

group k ey distribution dela y , ho w ev er, do es not impact the routing proto col,

b ecause no des con trol the time the group k ey will b e used after the group

k ey distribution b egan. Moreo v er, assuming the previous parameters, if the

net w ork partition ev en t frequency is smaller than 1=6:6 = 0:15 ev en ts p er sec-

ond, w e can also guaran tee that frequen t partitions will not decrease EGSR

reliabilit y .

5.4. Performanc e A nalysis

In the previous sections, w e sho w ed the securit y robustness and the re-

liabilit y in dynamic en vironmen ts of EGSR. No w, w e analyze the energy

consumption of EGSR and compare our prop osal to proto cols based on con-

tributory group-k ey agreemen t. W e sho w that EGSR has the smallest energy

consumption and that it is e�cien t ev en on non-fa v orable scenarios.

In order to sho w that our proto col is suitable for energy constrained

devices, w e analyze the energetic p erformance with Matlab 7. W e used a

simple mo del to ev aluate our proto col, in whic h w e estimate the n um b er

of message transmissions and the n um b er of messages receptions of eac h

no de in the net w ork. W e considered a net w ork free of errors or collisions,

b ecause w e w an ted to ev aluate the impact of the message exc hange of the

proto cols without the in terference of a saturated net w ork or other e�ects

that could hide the main di�erences in the functionalities of the proto cols.

W e also estimate the a v erage n um b er of cryptographic op erations carried out.

Unless w e state di�eren tly , our scenario comprises 256 no des, using the IEEE

802.11 standard, with an a v erage no de densit y of 0.0121 no des/ m2
, whic h

corresp onds to a dense comm unit y net w ork (Campista et al., 2007). W e use

these parameters to guaran tee a non-fa v orable scenario in all ev aluations,
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b ecause b oth the densit y and the n um b er of no des in�uence proto cols based

on net w ork �o o ding ev en ts. W e consider a scenario free of errors, b ecause

w e w an ted to ev aluate the proto cols functions without the in terference of

external parameters. W e consider that the a v erage n um b er of neigh b ors of

eac h no de is appro ximately constan t ev en with the mobilit y . W e use the

default v alues for SOLSR message rate, whic h are one Hello p er t w o seconds

and one T op ology Con trol (TC) p er �v e seconds, as suggested in the RF C

3626 (Clausen and Jacquet, 2003). The other parameters used in this analysis

are on T able 3. Because the frequency of no des lea ving/joining the net w ork

as w ell as the n um b er of partition splitting/merging ev en ts dep ends on the

scenario, w e assume, in this �rst analysis, the same frequency for all these

parameters. Consequen tly , the net w ork b egin with 256 no des and ends with

the same amoun t of no des, b ecause the n um b er of no des joining is the same

of the n um b er of no des lea ving the net w ork. Also, the energy impact of eac h

pro cedure o v er the whole system is prop ortional to the individual energy

consumption of eac h pro cedure. In the second analysis, w e compare the

energy consumption of eac h pro cedure.

The amoun t of tra�c exc hanged among no des dep ends on the size of

eac h message. W e sp ecify the size of messages in EGSR, but this data is

not sp eci�ed in the other mec hanisms. As a consequence, w e only analyze

the n um b er of message transmitted and the amoun t of energy exp ended with

cryptographic op erations.

T able 3: P arameters of the prop osed EGSR proto col.

V ariable V alue

Num b er of no des 256

A v erage n um b er of neigh b ors p er no de 8

A v erage n um b er of MPRs among neigh b ors p er no de 4

T otal time 1 hour

Group-k ey distribution frequency 10 dist/hour

P artition-splitting/merging frequency 10 part/hour

No de-joining frequency 10 join./hour

No de-exclusion frequency 10 exc./hour

A v erage n um b er of no des on the rev ok ed certi�cate list 30

The energy consumption with cryptographic op erations considered in this

analysis are relativ e to �StrongARM� micropro cessor, designed for em b ed-
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ded lo w-p o w er en vironmen ts. These micropro cessors are suitable for cellular

phones, PD As and sensor no des. Energy consumption is on T able 4 (Car-

man et al., 2000). W e c ho ose RSA with 1024-bit k ey , A dv anced Encryption

Standard (AES) with 128-bit k ey length, and k ey ed-Hash Message Authen-

tication Co de (HMA C) with 128-bit k ey length as cryptograph y functions,

b ecause they are w ell-kno wn and largely used.

T able 4: Cryptographic consumption for small devices based on the �StrongARM� micro-

pro cessor.

Algorithm A ction Cost

RSA Encrypt/V erify 0.74 mJ/1024-bit message

RSA Decrypt/Sign 15 mJ/1024-bit message

AES Encrypt/Decrypt 0.00217mJ/128-bit blo c k

HMA C Sign/V erify 0.0108 mJ/1024-bit message

DH Op eration Mo dular Exp onen tiation 14.6 mJ/1024-bit message

5.4.1. Performanc e Imp act of pr op ose d EGSR pr oto c ol

W e compared the energy consumption with cryptographic op erations of

our prop osal, the EGRS proto col, with SOLSR proto col to ev aluate our pro-

p osal o v erhead o v er the routing proto col. Also, w e compared the system

comp osed of SOLSR and EGSR with a mo di�ed v ersion of SOLSR using

asymmetric cryptograph y , called Mo di�ed-SOLSR. The use of a priv ate k ey

to sign all messages in secure routing proto cols based on asymmetric cryptog-

raph y simpli�es the iden ti�cation of malicious no des. Asymmetric cryptogra-

ph y , ho w ev er, consumes m uc h more energy than symmetric cryptograph y , as

w e sho w when w e compare the mo di�ed v ersion of SOLSR, whic h is based on

asymmetric cryptograph y , with the traditional SOLSR and SOLSR+EGSR.

By comparing the traditional SOLSR and SOLSR+EGSR, w e can measure

the impact of the prop osed group-k ey managemen t o v er the whole system.

Indeed, SOLSR do es not pro vide an y group-k ey managemen t, although the

securit y of the routing proto col dep ends on it.

W e consider the w orst case p erformance conditions for our proto col,

whic h means that the analyzed no de alw a ys consumes the maxim um en-

ergy p er pro cedure. Therefore, w e assume that the analyzed no de is al-

w a ys an MPR in the group-k ey distribution pro cedure and its partition

alw a ys c hanges the group k ey in the partition-merging pro cedures. Fig-
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(a) P er no de energy consumption due

to cryptograph y op erations during one

hour according to the net w ork size.

(b) P er no de energy consumption due

to cryptograph y op erations during one

hour according to net w ork densit y .

(c) P er no de energy consumption due

to cryptograph y op erations during one

hour according to k ey up date frequency .

Figure 10: The prop osed EGSR w orst case p erformance analysis. P er no de energy con-

sumption due to cryptographic op erations during one hour.

ures 10(a), 10(b), and 10(c) sho w the energy consumed b y one no de during

one hour.

Figure 10 sho ws the p erformance of SOLSR, Mo di�ed SOLSR, and SOLSR

plus our prop osal EGRS, denoted b y SOLSR+EGRS, whic h mak es the se-

cure group-k ey managemen t. Figure 10(a) depicts the impact of the n um b er

of no des o v er EGRS and SOLSR. Net w ork size has a greater impact o v er the

Mo di�ed-SOLSR and SOLSR than o v er EGSR, b ecause b oth routing proto-

cols often use man y �o o ding ev en ts to main tain the link states. EGSR �o o d

ev en ts are less common, b ecause they o ccur only in a restricted area of the

net w ork during net w ork partition merging ev en ts. EGSR increases SOLSR
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securit y without adding great energy consumption. Indeed, Mo di�ed-SOLSR

consumes up to 62 times more energy than SOLSR+EGRS. Hence, the use

of EGSR increases SOLSR securit y with a lo w energy consumption, whic h is

adequate for net w orks comp osed of constrained devices. Figure 10(b) sho ws

the net w ork densit y impact o v er EGSR, SOLSR, and Mo di�ed SOLSR. W e

considered that the net w ork is comp osed of 256 no des and that the MPRs

are calculated as if the no des w ere disp osed in a grid. In this con�guration,

Mo di�ed-SOLSR consumes up to 68 times more energy than SOLSR+EGSR.

Besides, EGSR only consumes less than 21% of the energy of the system

formed b y SOLSR and EGSR. Finally , in Figure 10(c) w e observ e the im-

pact of EGSR when w e increase the group-k ey distribution rate. The group

k ey distribution consumes more energy than the partition merging and the

joining no de pro cedures, whic h means that it is the most impacting pro cedure

of EGSR and giv es an upp er b ound of EGSR energy consumption. Hence, w e

increase the group k ey distribution rate up to one distribution p er min ute,

whic h is a high rate that could help in scenarios where authorized no des

send the group k ey to friends whic h are not authorized to access net w ork

resources. Ev en for a frequen t k ey distribution rate of one k ey distribution

p er min ute, our prop osal EGSR consumes less than 39% of the total energy

of the complete system comp osed b y SOLSR plus EGRS, pro ving that EGRS

has a small in�uence in the system p erformance.

W e do not pro vide the analysis of the n um b er of transmitted messages

in the comparison of SOLSR + EGSR and Mo di�ed-SOLSR, b ecause the

n um b er of messages exc hanged b y b oth SOLSR and Mo di�ed-SOLSR are

just the same. Hence, the only in teresting parameter is the n um b er of

messages exc hanged b y EGSR. Hence, in the follo wing analysis w e sho w

the n um b er of transmitted messages and energy consumption with crypto-

graphic op erations of eac h pro cedure of EGSR. Indeed, in the next analysis,

w e compare our prop osal, EGSR, with con tributory k ey agreemen t mec h-

anisms: Group Di�e-Hellman (GDH.3) (Steiner et al., 1996), Burmester-

Desmedt (BD) (Burmester and Desmedt, 1998), and the CLIQUES using

GDH.3 (Steiner et al., 2000). In BD, all no des sp end the same amoun t of

energy and, in GDH.3, there is a sp ecial no de resp onsible for executing more

cryptographic op erations, assuming that at least one no de has more CPU

and energy p o w er. The BD and GDH.3 proto cols only generate a new group

k ey , and consequen tly , the same algorithm is executed for the net w ork ini-

tialization, net w ork partition splitting/merging, and no de joining/lea ving.

The CLIQUES using GDH.3 impro v es GDH.3 p erformance according to the
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(a) Cryptographic op eration energy con-

sumption to obtain a group k ey .

(b) Num b er of message transmitted to

obtain a group k ey .

Figure 11: Group-k ey distribution due to k ey up date and no de exclusion in EGSR and in

the main con tributory group-k ey agreemen t prop osals.

t yp e of the dynamic group ev en t. These three mec hanisms assume there is

an auxiliary pro cedure to detect dynamic group ev en ts, to organize no des,

and to authen ticate no des in the group-k ey distribution. CLIQUES using

GDH.3 also assumes there is a mec hanism to elect a con troller no de and to

main tain the data required b y the con troller no de to p erform dynamic group

ev en ts. Our prop osal not only detects all these dynamic group ev en ts, but

also organizes and authen ticates no des.

In the next analysis, w e compared our prop osal, EGSR, with con trib-

utory k ey agreemen t mec hanisms: Group Di�e-Hellman (GDH.3) (Steiner

et al., 1996), Burmester-Desmedt (BD) (Burmester and Desmedt, 1998), and

the CLIQUES using GDH.3 (Steiner et al., 2000). In BD, all no des sp end

the same amoun t of energy and, in GDH.3, there is a sp ecial no de resp on-

sible for executing more cryptographic op erations, assuming that at least

one no de has more CPU and energy p o w er. The BD and GDH.3 proto-

cols only generate a new group k ey , and consequen tly , the same algorithm is

executed for the net w ork initialization, net w ork partition splitting/merging,

and no de joining/lea ving. The CLIQUES using GDH.3 impro v es GDH.3

p erformance according to the t yp e of the dynamic group ev en t. These three

mec hanisms assume there is an auxiliary pro cedure to detect dynamic group

ev en ts, to organize no des, and to authen ticate no des in the group-k ey distri-

bution. CLIQUES using GDH.3 also assumes there is a mec hanism to elect

a con troller no de and to main tain the data required b y the con troller no de
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(a) Cryptographic op eration energy con-

sumption to obtain a group k ey .

(b) Num b er of message transmitted to

obtain a group k ey .

Figure 12: Group-k ey distribution due to a no de joining ev en t in EGSR and in the main

con tributory group-k ey agreemen t prop osals.

to p erform dynamic group ev en ts. Our prop osal not only detects all these

dynamic group ev en ts, but also organizes and authen ticates no des.

W e presen t the sum of cryptographic op eration energy consumption of all

no des and the n um b er of transmitted messages during the group-k ey distribu-

tion. The analysis of cryptographic op eration energy consumption do es not

consider energy consumed with the authen tication in EGSR, b ecause GDH.3

and CLIQUES only deal with the cryptographic op erations to obtain a new

group k ey , but they do not sp ecify an authen tication pro cedure. Therefore,

w e just compare the energy on the k ey distribution/agreemen t. Besides, BD

uses man y exp onen tiations with small exp onen ts, while GDH.3 uses a few

exp onen tiations with large exp onen ts, whic h is m uc h more energy consum-

ing. Since our energy data refers to exp onen tiations with large exp onen ts,

w e do not analyze the cryptographic op eration energy consumption of BD

1

.

In addition, the ev aluated group-k ey agreemen t mec hanisms assume that all

group mem b ers can hear all messages and that no des kno w the routes to

eac h other in the net w ork. Net w ork routes, ho w ev er, are not alw a ys a v ail-

able when distributing a group k ey for routing, and then, all messages of

these proto cols are �o o ded to guaran tee that the message will alw a ys ac hiev e

1

A previous w ork on measuremen ts of energy costs using BD and GDH.3 empirically

sho ws that BD consumes more energy with cryptograph y and message transmission than

GDH.3 (Carman et al., 2000)
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(a) Cryptographic op eration energy con-

sumption to obtain a group k ey .

(b) Num b er of message transmitted to

obtain a group k ey .

Figure 13: Group-k ey distribution due to a partition-merging ev en t in EGSR and in the

main con tributory group-k ey agreemen t prop osals.

the destination no de.

In Figure 11(a), w e sho w the energy consumed with cryptographic op er-

ations to distribute a group k ey due to p erio dical replacemen ts of the group

k ey and to no de exclusions. Here, w e consider a net w ork comp osed of 256

no des with appro ximately eigh t neigh b ors p er no de and the n um b er of MPRs

is calculated as if the no des w ere placed in a grid. W e denote ` EGSRDIST '

as the EGSR group-k ey distribution pro cedure, whic h is ev ok ed in no de ex-

clusions, k ey up dates, and the bad b eha vior detection system noti�cations.

Also, w e call ` CLIQUES UP ' the group-k ey-up date mec hanism in CLIQUES

using GDH.3 and ` CLIQUES EXC ' the no de exclusion in CLIQUES using

GDH.3. W e observ e that our prop osal outp erforms the three proto cols re-

gardless of the n um b er of no des. GDH.3 consumes up to 3.72 times more

energy than EGSR, while b oth ` CLIQUES EXC ' and ` CLIQUES UP ' con-

sumes up to 1.8 more energy than EGSR. On the other hand, ` EGSRDIST '

exp ends more messages than ` CLIQUES EXC ' and ` CLIQUES UP ', as w e see

in Figure 11(b). The main reasons for that are the EGSR detection/w arning

of the need for a new group-k ey distribution and the messages exc hanged to

guaran tee an authen ticated comm unication. The con trol messages for these

tasks are not tak en in to accoun t in the analysis for CLIQUES, BD, and

GDH.3, b ecause these mec hanisms do not sp ecify ho w to accomplish these

required tasks.

Figures 12(a) and 12(b) sho w the energy consumption and the n um b er
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(a) Cryptographic op eration energy con-

sumption to obtain a group k ey .

(b) Num b er of transmitted messages to

obtain a group k ey .

Figure 14: Group-k ey distribution due to net w ork initialization in EGSR and in the main

con tributory group-k ey agreemen t prop osals.

of transmitted messages when a no de joins the net w ork for EGSR, denoted

as ` EGSRJOIN ', CLIQUES using GDH.3, denoted as ` CLIQUES JOIN ', and

GDH.3. W e observ e that EGSR is m uc h less energy consuming than these

mec hanisms. Indeed, ev en CLIQUES using GDH.3 consumes up to 714 times

more energy with cryptographic op erations to distribute a k ey and 43 times

more messages than EGSR. GHD.3 consumes up to 948 times more energy

with cryptograph y and send ab out 7:34�103
times more messages than EGSR.

EGSR outp erforms these proto cols b ecause the new no de ev en t in EGSR is

p erformed lo cally , while in the other mec hanisms it demands message �o o ds.

W e also compared the energy consumption with cryptographic op erations

and the n um b er of transmitted messages in net w ork-partition-merging pro-

cedures and in net w ork-initialization pro cedures assuming that all no des join

the net w ork at the same time. W e considered the w orst case of partition

merging for EGSR, whic h w e call ` EGSRP ART ' in the graphs. Th us, the net-

w ork is partitioned in to t w o equal-sized groups to maximize the n um b er of re-

transmissions of the P artition message. A ccording to Figure 13(a), CLIQUES

using GDH.3 partition-merging pro cedure, denoted as ` CLIQUES P ART ',

presen ts the same results than GDH.3. Indeed, CLIQUES using GDH.3 as-

sumes that the partition merging should b e a re-execution of GDH.3. Both

Figures 13(a) and 13(b) sho w that our proto col outp erforms GDH.3, BD, and

CLIQUES using GDH.3. EGSR consumption with cryptographic op erations

is up to 155 times smaller than the GDH.3 and the n um b er of transmitted
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messages is up to 811 times smaller than the n um b er of messages in GDH.3.

In the initialization, depicted in Figure 14, w e observ e our proto col initializa-

tion pro cedure p erformance, whic h w e call ` EGSRINIT '. W e do not compare

EGSR with CLIQUES in the initialization, b ecause this proto col suite is

based on the assumption that the net w ork initialization is alw a ys p erformed

as the original con tributory k ey agreemen t proto col, whic h corresp onds to

GDH.3 in our analysis. Indeed, ev en though EGSR initialization mec hanism

is done through n � 1 partition merging pro cedures, where n is the n um b er of

no des, our proto col outp erforms GDH.3 in up to 2 times, when comparing the

energy with cryptographic op erations and up to 70 times, when comparing

the n um b er of transmitted messages.

6. Conclusions

In this pap er, w e presen ted and ev aluated the E�cien t Group-k ey man-

agemen t for Secure Routing proto col (EGSR). Our proto col restricts non-

authorized access to the net w ork through p erio dic and triggered group-k ey

replacemen t. EGSR with SOLSR mak es ad ho c routing more secure against

non-authorized no des with small energy consumption. Moreo v er, the pro-

p osed proto col sync hronizes the new group-k ey use and is robust against

no de failures and net w ork partitions.

The analysis of our proto col indicated that it correctly w orks and is im-

plemen table. Besides, it is adequate to energy constrained devices. The

analysis sho w ed that EGSR consumes less energy and transmits few er mes-

sages than BD, GDH.3, and CLIQUES using GDH.3, whic h are kno wn pro-

to cols of group-k ey agreemen t. Moreo v er, the joining-no de pro cedure and

the partition-merging pro cedure of EGSR are energy e�cien t. This is an im-

p ortan t c haracteristic, b ecause these ev en ts are common in ad ho c net w orks

and should b e executed without large energy consumption. Therefore, the

use of EGSR increases routing securit y in ad ho c net w orks without a great

impact o v er net w ork p erformance.
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