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One of the key challenges for ad hoc networks is providing distributed membership con-
trol. This paper introduces a self-organized mechanism to control user access to ad hoc net-
works without requiring any infrastructure or a central administration entity. Our
mechanism authenticates and monitors nodes with a structure that we call controller
set, which is robust to the dynamic network membership. We develop analytical models
for evaluating the proposal and validate them through simulations. The analysis shows that
the proposed scheme is robust even to collusion attacks and provides availability up to 90%
better than proposals based on threshold cryptography. The performance improvement
arises mostly from the controller sets capability to recover after network partitions and
from the identification and exclusion of malicious nodes.

� 2013 Elsevier B.V. All rights reserved.
1. Introduction

Ad hoc networks do not rely on a physical infrastructure
or a central administration entity [1–4]. Indeed, a different
user controls each node and therefore security becomes a
major issue to keep collaborative message forwarding
working. Indeed, a small set of malicious node is able to
disrupt the entire network in the absence of security
mechanisms. The network must also be self-organized,
since we cannot count on a bootstrap phase in which all
nodes are configured with the right parameters by a cen-
tral administrator [5].

To restrict unauthorized node access in regular net-
works, two complementary approaches are used: access
control and authentication. When using these approaches,
the network is able to punish malicious nodes and reward
the cooperative ones. In ad hoc networks, however, the
implementation of both access control and authentication
is challenging, because they are usually based on central-
ized mechanisms. Accordingly, ad hoc networks demand
self-organized mechanisms based on distributed adminis-
tration and nodes with equivalent functions, which means
that all nodes should play the same role in the network,
executing the same algorithms without counting on the
presence of specialized administrative nodes in the net-
work. Also, ad hoc networks must provide high availability
even on network partition events, in which the network is
temporarily partitioned in smaller sets with no communi-
cation due to membership changes, node mobility, and
fading channels.

In this paper, we propose and analyze ‘A Controller-
node-based Access-Control mechanIsm for Ad hoc net-
works’ (ACACIA) [6]. ACACIA is a self-organized public-key
management and monitoring system that does not require
any trusted central authority or fixed server. In ACACIA, all
nodes play an equal role and the proposed mechanisms
guarantee high availability even if network membership
and topology are highly dynamic. Our mechanism provides
both authentication and access control that are suitable for
ad hoc networks.

ACACIA is based on two features: delegation chains
[7,8] and controller nodes. The delegation chain is used
to control network access without a centralized adminis-
tration. As a result, the users themselves are responsible
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for allowing new users to join the network. Users that al-
low a malicious user to join are punished in order to keep
the network secure. The controller nodes, introduced in
this paper, manage certificates and also monitor and pun-
ish nodes. Each node in the network is controlled by a dy-
namic controller set composed of randomly chosen nodes.
The random selection provides a distributed membership
control with a different controller set for each node. In-
deed, every node belongs to controller sets of other nodes.
Therefore, our scheme avoids nodes with special functions
because all nodes have the same duties of certificating and
monitoring nodes. The controller set actions are threshold
ruled to prevent colluding attacks. An action is taken only
if the majority of the set agrees on this action.

Once ad hoc network membership is highly dynamic,
our controller nodes adapt to network context by changing
ACACIA parameters according to the network size. Hence,
if the network size is reduced under a certain threshold be-
cause of nodes leaving the network or partition events,
ACACIA parameters are automatically reconfigured by all
nodes to adapt the size of the controller sets to the new
scenario. Besides, a controller set is regenerated whenever
a membership change affects this controller set. Since the
controllers are dynamically chosen and based on voting,
they provide autonomy and availability to ACACIA. As the
controller sets monitor and punish nodes, ACACIA is safe
against attacks and controls node access. The performed
evaluations show that the controllers keep the delegation
chain safe even in the presence of malicious nodes. More-
over, ACACIA availability is up to 90.7% greater than the
threshold cryptography-based proposals on network
partitions.

This paper is structured as follows. Related research
concerning authentication are reviewed in Section 2, while
the system model is presented in Section 3. The proposed
scheme is detailed in Section 4 and the proposal perfor-
mance is analytically evaluated in Section 5. We describe
our simulations in Section 6. Finally, we draw conclusions
in Section 7.
2. Related work

Certificate authorities (CAs) are employed to prevent
identity forgery. Nonetheless, this scheme is inadequate
for ad hoc networks because it requires infrastructure
and a central administration. More specifically:

� There is no central authority in ad hoc networks. Then,
there is no administrator to configure all nodes to use a
trusted certificate authority or to specify the list of
authorized users.
� Connectivity problems may avoid that nodes obtain or

validate certificates. A classical certificate authority is
provided using a single node. If a partition occurs, many
nodes will not be able to access this node. If a node can-
not obtain a certificate, it cannot access the network.
� Ad hoc networks are created on demand by wireless

devices. Hence, there is no guarantee that one node
can communicate with any other at any time, due to
connectivity problems caused by the absence of
infrastructure. Internet connection may be available or
not in the network. In case it is available, it is not possi-
ble to guarantee that all nodes will always have access to
the Internet. Hence, we also cannot use public certificate
authorities provided through the Internet.

Therefore, the challenge for ad hoc networks is to
authenticate users and control network membership.

Zhou and Haas proposed the distribution of the certifi-
cate authority through the network in a threshold fashion
[9]. The idea is to distribute the CA responsibilities among
a specialized group of nodes with a (k, m) threshold
scheme. Each of these special nodes receives a share of
the master private key of the CA. Therefore, a certificate
is only issued if at least k out of the m specialized nodes
agree about this task. This approach, however, can degrade
the CA availability, because k out of m nodes may not be
accessible to nodes all the time, especially during network
initialization and network partitions. To mitigate this prob-
lem, Kong et al. suggested to include all nodes in CA forma-
tion, so that m = N, where N is the number of nodes in the
network. As a result, any k neighbors of a node provide CA
services [10]. This proposal, however, reduces the system
reliability. For at least k compromised nodes in the net-
work, which is not a strong assumption in ad hoc networks
if k� N, the authentication system security can no longer
be guaranteed. Liu et al. extended the system of Zhou and
Haas to revoke certificates based on accusations [11]. In
this system, the network is divided in clusters to control
the access of nodes to the network. Nodes are classified
in three classes and only the nodes on the must trustful
class can become cluster heads. The cluster heads are able
to accuse or to recovery a certificate that was previously
revoked. The idea is to provide a fast certificate revocation
and also to provide resilience against malicious nodes that
lie about the behavior of other nodes. Other approaches
using threshold cryptography have been proposed
[12,13], but the need for an administrator to manage mem-
bership or select and configure a special group of nodes
persists in all of these proposals. This characteristic is not
fully compatible with ad hoc networks, which are self-
organized networks [14].

To prevent against Sybil attacks [15], in which a single
node assumes many identities, He et al. proposed a scheme
based on a key pre-distribution scheme called Scalable
Method Of Cryptographic Key (SMOCK) [16]. In this
scheme, a number of cryptographic keys are stored off-line
at individual nodes before network deployment. To provide
scalability in terms of number of nodes and storage, the
authors utilized a combinatorial design of public–private
key pairs. Although the protocol achieves zero communica-
tion overhead for authentication, it still needs an adminis-
tration entity that previously knows all the nodes and has
management authority over all of these nodes.

Pretty Good Privacy (PGP) introduced the web-of-trust
authentication model using digital signatures, in which
users digitally sign the pair (identity, public key) of the other
trusted users [17]. If user A trusts user C, which signed user B
public key, then A also trusts B. As this process develops, a
web of trust is built through certificate chains. Based on this
idea, some proposals for authentication in ad hoc networks
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were done [18,19]. In these proposals, nodes maintain
repositories of certificates issued by themselves or received
from other trusted nodes. When a node A needs to authen-
ticate node B, it looks for a certificate chain from node A to
node B in its repository. If this chain is found, node A signs
B’s certificate and exchanges repositories with B. One of
the main problems of these proposals is the network initial-
ization, when most nodes have a limited certificate reposi-
tory and are not able to find certificate chains. Another
issue is that nodes are free to generate fake identities due
to the absence of access control and then subvert the
authentication scheme [15].

Recent proposals use the schemes above with the idea
of clusters to make the authentication in ad hoc network
scalable. Lu and Zhou proposed an identity-based cluster
access control model and introduced the concept of a dy-
namic trust agent [20]. In this scheme, the dynamic trust
agent of each cluster creates inter-cluster trust relation-
ships. Ghalwash et al. proposed a scheme that combines
the concept of clusters with the threshold key manage-
ment techniques. In their proposal, the network is divided
into clusters where the cluster heads are connected by vir-
tual networks and share the private key of the Central
Authority (CA) [21].

Li et al. proposed a certificateless key management
for ad hoc networks also based on threshold cryptogra-
phy [22]. This approach mixes the ideas of identity-
based encryption1 and threshold cryptography to avoid
the need of certificates or of an entity that knows the pri-
vate keys of all nodes. In this approach, the entity called
Key Generating Centre (KGC), which is distributed
through threshold cryptographic, generates a partial pri-
vate key for each node. A node uses a secret and the
key provided by the KGC to generate its private key. Mali-
cious nodes are excluded by the use of a voting system. If
the KGC receives more votes than a predefined threshold,
then the node is excluded.

Our proposal better fulfills the ad hoc network require-
ments than the previous schemes because it does not need
a central administrator for controlling network access or
configuring special purpose nodes, like in threshold cryp-
tography proposals. Both threshold cryptography and
web-of-trust proposals have problems in the initialization
due to a low number of nodes in the network. In ACACIA,
the self-adaptation of the parameters to network condi-
tions and the self-management of the controller nodes fa-
vor both initialization and network partitions and still
guarantee security. Moreover, the punishment system
run by the controllers discourages the creation of Sybil
identities, as well as the randomized choice of the control-
lers reduces the probability of collusion attacks. Although
the proposal uses more messages than the systems based
on threshold cryptography due to the dynamic control of
network membership and to the identification of parti-
tions, it does not demand nodes with a high storage capac-
ity or great processing ability.
1 In the identity-based encryption, the identity of the user, such as his e-
mail, is used as public key. The main disadvantage of this scheme is that a
central entity is required to generate the private key of all users.
3. System model

3.1. Network model

We assume that a group of people with a common
interest or relationship is motivated to create a private so-
cial network. Examples are employees of an organization, a
military company, friends in a party, or any other kind of
group of users. These people can use their social relation-
ships to create a delegation chain to control the private
network access. Any user that belongs to the delegation
chain is called an authorized user and has free access to
the private network. We assume that authorized users
can join and leave the network at any time and that all
messages are signed.

We further assume an ad hoc network in which node
mobility and link outages cause frequent network parti-
tions. Also, we assume the use of a dynamic addressing
protocol such as [23] to guarantee that there are no ad-
dress collisions. For sending a message, we consider four
types of communication: broadcast, unicast, multicast,
and flood. Broadcast represents a one-hop transmission,
unicast is a transmission from one node to other, multicast
is a transmission from one to n nodes,2 and the flood is a
transmission for the whole network.

3.2. Adversary model

In the proposed scheme, adversaries are unauthorized
users that try to access the network without an authoriza-
tion. In addition, authorized users who try to disturb the
packet forwarding in the network, to subvert the authenti-
cation or the access control provided by ACACIA, or to
damage any other control system are also considered as
adversaries. Authorized users that work in a malicious
way discard packets of other nodes instead of forwarding
or send spoiled data to network, such as fake routing mes-
sages, damaging the performance of control protocols and
data forwarding. Moreover, malicious nodes can inform an
attack that never happened to reduce the reputation of a
specific node in the network. They can also try to imper-
sonate many nodes to disturb voting systems. We assume
that adversaries can collude, but they are always minority
in the network.

ACACIA do not intend to avoid attacks, but to authenti-
cate nodes and exclude adversaries from the network
without counting on a centralized access control entity,
such as an administrator. We assume that the nodes are
able to detect attacks in the network and spread this
information to other nodes. We consider that the attack
detection may be not perfect, and then there will be both
false-positives and false-negatives.

4. The proposed scheme

Our access control scheme authorizes, authenticates,
and monitors users. To accomplish these functions, the
2 If multicast is not provided by the routing protocol, it should be
implemented as n unicasts in pro-active routing protocols and as flooding
in reactive routing protocols to reduce the control overhead.
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proposed scheme uses a delegation chain and controller
nodes.

4.1. Membership delegation chains

We use delegation chains based on the users’ relation-
ship to distribute the membership control. If the social net-
work is hierarchical, this relationship hierarchy is trivially
used to define the root of the delegation chain. On the
other hand, if there is no hierarchy, any user has two pos-
sibilities: join an existing social network or create a new
social network. To join a specific social network, the user
must be accepted by someone that already belongs to this
specific delegation chain. Also, the user can create a new
social network being the root of a membership delegation
chain. Moreover, a user can participate at different private
networks at the same time if he is part of the delegation
chain of each private network.

In our scheme, only users that belong to the delegation
chain can authorize other users to join the private network,
by sending an out-of-band Authorization. Therefore, any
user must obtain an Authorization before joining the net-
work. We introduce a parameter in the Authorization to re-
strict malicious access by specifying the maximum number
of descendents that each user can have. This parameter
indicates how much the parent trusts in the child he ac-
cepted to join the delegation chain. If the parent has a
strong relationship with the child, he specifies a high max-
imum number of descendents. Otherwise, this number can
even be set to zero.

An example of a delegation chain based on a non-
hierarchical social network is in Fig. 1(a) and (b), assuming
that Alice wants to create a new private social network.
Hence, she becomes the root of a delegation chain and issues
Authorizations to her friends, quantifying her trust on each
friend in the parameter maximum number of descendents,
D. In this example, Alice has a weak relationship with Daniel
and, as a consequence, she authorizes Daniel to join the so-
cial network but forbids him to authorize other users, setting
his parameter to zero. On the other hand, Alice has a strong
relationship with Bob, and then Alice authorizes Bob with
an unlimited maximum number of descendents. After, Bob
authorizes Fabian and attributes to him at most DF = 20
descendents. The children receive part of the maximum
number of descendents of their parents and the leftover
Authorizations, LA, must be accordingly adjusted. Thus, for
each new child, the parent deducts from its leftover Authori-
zations the number of descendants he has accorded to the
new child plus one. Then, after Fabian authorizes Ellen with
DE = 10 possible descendants and Carol with DC = 1 possible
descendants, he has LA = DF � (DE + 1)� (DC + 1) = 20
� 11� 2 = 7 leftover Authorizations.

4.1.1. User and node identities
We assume in our scenario the use of a dynamic IP ad-

dress assignment. Therefore, every time a user joins the
network, he will receive a different IP address and conse-
quently, a different identification as a node. Due to this,
the Authorizations are correlated to user identities instead
of node identities. A user identity is defined by the name
and the personal document numbers of the user, which
do not change with time. Hence, the delegation chain is
built based on user identities and we associate different
public keys to the user and node identities.

4.2. The key idea: the controller sets

The main distinguishing feature of ACACIA is the dy-
namic and self-managed controller sets. ACACIA associates
to each node in the network two randomly chosen control-
ler sets, which issue certificates, monitor nodes, and ex-
clude malicious nodes from the network. The controller
sets of a specific node control the network access of this
node. Then, the controller sets must guarantee that adver-
saries have no access to the network and are excluded from
the delegation chain.

Since all nodes have an equal role in the network, each
node has controller sets and is also part of the controller sets
of other nodes. An example of controller sets is in Fig. 1(c).

4.2.1. Defining controller sets
The controllers perform actions correlated to the node

identity (the node IP) and the user identity (the user
name) of a user. For instance, the calculation of the repu-
tation of a specific node is an action that is correlated to
the node identity. Indeed, a node that observes a neighbor
performing an attack only knows the neighbor’s node
identity. An example of controller action correlated to
the user identity is to avoid that a user obtains two
node identities at the same time using only a single
Authorization.

A problem that arises from the identity duality is the
selection of the controller sets. A node that observes an at-
tack has access only to the malicious node IP address.
Hence, this is the only information that this node can use
to discover the controller set of the malicious node. There-
fore, a first approach would be to use the IP address as a
seed to select the controller nodes. Nevertheless, if the con-
troller sets are chosen based on the IP address of a node,
then a malicious user is able to use a single Authorization
to obtain two IP addresses at the same time, performing,
for instance, a Sybil attack. The controllers would not be
able to detect the attack because each node identity would
generate a different controller set. ACACIA solves this issue
by creating two different controller sets per node: the node
controller set (Nc), which monitors node behavior based on
the observed address, and the user controller set (Uc),
which controls the delegation chain according to the node
behavior, mapping the node address in the user identity, as
shown in Fig. 2. The node controller set is selected based on
the IP address of the node and is known by any node in the
network, while the user controller set is selected based on
fixed information of the Authorization and is known only
by the nodes with access to the Authorization. These
set sizes, given by jNcj = mn for the node controller set
and jUcj = mu for the user controller set, are specified by
the delegation chain root in the Authorization.

The node controller set specific functions are:

� receive notifications of malicious actions of the moni-
tored node sent by the other nodes in the network;
� calculate the reputation of the monitored node; and



Fig. 1. Creating the delegation chain based on a social network and the controller sets after all users join the network.
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� vote to exclude the monitored node if the calculated
reputation reaches a specific threshold.

The user controller set guarantees the delegation chain
validity, and then its specific functions are:

� store the Authorization of the monitored node;
� control the number of children of the monitored node,

by storing the user identification of each child;
� store if the monitored node was excluded;

Both sets are responsible for the authentication and ac-
cess control procedures. Hence, both sets verify the Autho-
rization validity and issue Partial Certificates to the
monitored node.

As any node can belong to a controller set, the decisions
are always taken based on voting. A certificate is issued
only if at least kn node controllers and ku user controllers
agree that the controlled node is authorized to access
the network. Hereafter, we assume kn P bmn/2c + 1 and
ku P bmu/2c + 1, which means that both thresholds are
set majorities to guarantee the system reliability against
malicious nodes.
4.2.2. Selecting controller sets
Since ad hoc network membership is highly dynamic

due to joining/leaving nodes and network partitions, a sta-
tic controller set does not fit well. As a consequence, we
propose a self-managed mechanism that redefines the con-
troller sets whenever there is a change in their elements.

The set selection must be executed by the controlled
node every time a node join or leave the network to main-
tain the controller set updated. A node/user must update
its controller set to obtain the certificate and access the
network. Without an updated certificate, the signature in
the messages of the node cannot be verified by the other
nodes and these messages will be discarded, excluding
the node from the network. Therefore, all nodes are forced
to keep their controllers updated.

The controller set selection is also run by nodes that
want to contact the node controllers of a malicious node
to send an accusation about an attack. In addition, the ver-
ification of a certificate also demands the node to calculate
and contact the controllers of the certificate owner. Any
node that runs the proposed algorithm will discover the
current controller set of any other node.

The controller sets are randomly selected to avoid that
the controlled node manipulates the controller set mem-
bership. Hence, the choice of the nodes in each controller
set is made via hash functions to guarantee that the con-
trollers are uniformly distributed among the nodes in the
network. Also, all the nodes must be able to correctly dis-
cover the controllers of any other node, and all nodes must
agree in the same controller set for a specific node.

Algorithm 1 shows how to select the controller sets. In
this algorithm, x 2 {user, node}, Ln is the ordered list of the
active nodes, add is the address of the controlled node, and
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Cx is the controller list, which is initially empty. The list Ln

is known by all nodes due to the mechanisms described in
Section 4.3 to maintain the membership control after
events such as node joining, node leaving, network merg-
ing, and network partition. In short, ACACIA announces to
all nodes the events of node joining and leaving the net-
work and then all nodes are able to maintain a consistent
list of the active nodes.

In Algorithm 1, the function / is a simple hash function
applied i times over seed. In this algorithm, we consider
that the list Ln = {l1, . . . , ln} is circular. That is, after ln 2 Ln,
we find l1 2 Ln. The user-controller set has size mu, while
the node-controller set has size mn.

Algorithm 1. Controller set selection
The first step in the algorithm is to calculate the number

of nodes in the network, N, to determine the size of the
controller sets, mu and mn. During network initialization,
mu and mn are higher than the number of nodes, N. In this
case, we choose mn = mu = N � 1. Therefore, to increase sys-
tem availability, we reduce the needs for security in net-
work initialization and we reestablish security thresholds
as the network membership increases. When max (mn,
mu) < N � 1, the controller sets are formed by mu and mn

nodes as specified in the Authorization. These values will
not change unless the network membership is reduced so
that the number of nodes is not enough to create a control-
ler set.

After establishing the sizes mu and mn, the algorithm
start to select the nodes in the controller set. The selection
of the controller sets receives the input seed. The algorithm
selects a candidate for controller applying the seed in func-
tion /. The result of / selects a position in the list of allo-
cated addresses, Ln. Then, the algorithm checks if this
candidate was already selected as a controller. If the node
is not a controller, it is selected as part of the controller set
Cx. Otherwise, the algorithm chooses the next node in the
circular list Ln that is not a controller to be the new
controller.

The use of the seed is described in Fig. 3. The node con-
trollers, responsible for the monitoring system, must be
known by all nodes, because nodes that detect a bad
behavior must warn the node controllers of the adversary.
Therefore, the node address, available in all messages, is
the seed for the node controller set. For the user controllers,



Fig. 3. Simplified scheme of the selection of the node and user controller sets.

Fig. 4. Computing the node controller set of node ID 192.168.0.1, assuming N = 7 and mc = 3.
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the seed is the parent public key, which is available in the
Authorization. The use of the parent public key avoids that
nodes use the same Authorization to obtain many ad-
dresses simultaneously and execute a Sybil attack. The
choice of different addresses results in different node con-
troller sets. The use of the parent public key, however,
guarantees the choice of same user controller set for a spe-
cific Authorization independent of the chosen address.
Therefore, if a node tries to use its Authorization to obtain
two different addresses simultaneously, the user control-
lers will notice the attack and will not allow the allocation
of the second address. Hence, to guarantee the delegation
chain security, the controllers must be separated in two
different sets and selected with proper seed.

Fig. 4 shows an example of the application of Algorithm 1
to compute the node controllers in a network with N = 7
nodes and mn = 3 node controllers. In this example, the node
ID is 192.168.0.1 and the other node IDs were randomly
chosen. For simplicity, we omitted in figure the network
prefix, which is given by the network address 192.168.0.0/
24. In the first step, the node verifies that the network size
is greater than mn. After, it applies the hash function to select
a position in Ln. In this example, the hash function computes
position 5 for the given seed, which means that node
192.168.0.16 is selected as a controller. Then, in the second
step, the node applies the hash function over the first result,
obtaining a new position. Because the new position is equal
to the first one, the same node would be selected. To avoid
this situation, the next node in the list is chosen, as described
by Algorithm 1. Finally, the last node controller is chosen by
re-applying the hash function to select a position in Ln. After
that, the controller set is composed by the nodes
192.168.0.16, 192.168.0.2, and 192.168.0.15.

Since we assume that network membership changes a
lot, this algorithm is executed many times. Nevertheless,
this does not imply in a lot of computation, because the
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result /(seed, i) is constant, independent of Ln. Then, nodes
could store these values to reduce computations. Besides,
we do not need to use a cryptographic hash function, but
only a simple hash function, because we just want the dis-
tribution property of these functions. It is worth noting
that if a malicious user tries to attack ACACIA by often join-
ing and leaving the network, this action will be noticed by
his user controllers and the Authorization can be revoked.

Also, another consequence of this algorithm is that the
sets are as dynamic as the network membership, which
impedes a malicious node from trying to select other col-
luding nodes as node controllers by manipulating the ad-
dress choice.

4.3. ACACIA detailed description

We now describe how nodes obtain their certificates in
ACACIA as well as how the monitoring mechanism works.

4.3.1. New node access
ACACIA is expected to control network access in a dis-

tributed way without the help of a centralized administra-
tor. We use delegation chains, therefore, to distribute the
membership management role among the users that al-
ready belong to the delegation chain. As a consequence, a
new user must join the delegation chain to obtain an
Authorization before accessing the network.

The new node access mechanism, described in Fig. 5, al-
lows users to obtain an address, the node public/private
Fig. 5. Message exchanges over time in
keys and the corresponding certificate needed to the users
join the network. First, the joining user obtains out-of-
band an Authorization with a previously authorized user
based on his social relationship and on the delegation
chain. After that, the joining user needs the allocated ad-
dress list to choose an address and know his controller
sets. Hence, after overhearing a Hello message from a node,
the joining user asks for the allocated address list with a
New message. The Hello source node replies this message
with the broadcast of a List message, which contains the
allocated address list in a compact form. The broadcast is
needed because the joining user does not have an address
yet. After obtaining the allocated address list, the user
chooses a pair of public/private keys and selects the first
p bits of the public key as his address suffix. This process
is repeated until the user finds a pair of keys associated
to an available address, which we call node public/private
key. We use the public key as an ID, such as in other pro-
posals [24], to reduce memory requirements by only stor-
ing the public key instead of the pair (address, public key)
for each node. Also, we suppose that address collisions
caused by two nodes choosing the same address are
avoided by an address auto configuration mechanism [23].

After choosing an available address, the joining user cal-
culates his controller sets based on the received allocated
address list, as explained in Section 4.2.2. Next, he multi-
casts a message with his Authorization and his node public
key to his controllers and his father’s user controllers. He
signs this message with the child public key specified in
the new node access mechanism.



Fig. 6. Access control messages in ACACIA for joining and validating the delegation chain.

3 We assume that the network clocks are at least loosely synchronized.
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the Authorization to prove he owns the Authorization and
to associate the Authorization with the chosen address.
When the joining user’s controller nodes receive this mes-
sage, they store the received data and waits for a period TV

for the answer of the father’s user controllers. This is
needed to validate the delegation chain. If the father’s user
controllers guarantee the father belongs to the delegation
chain, then the child also belongs to the delegation chain.
Hence, the father’s user controllers verify the Authoriza-
tion signature and if the father can have one more child.
If these conditions hold, the father’s user controllers multi-
cast the Validation message to the joining user’s control-
lers, store the user identification of the child, and
increase the number of children of the father. After receiv-
ing at least ku out of the mu Validations from father’s user
controllers, the joining user’s controllers flood the network
with a Partial Certificate and also with their list of allocated
addresses. Provided that the joining user receives ku out of
the mu Partial Certificates from his user controllers and kn

out of the mn Partial Certificates from his node controllers,
his admission in the network has been authorized and he
generates a Complete Certificate. Besides, he also validates
his list of available addresses according to the lists received
from his controller nodes. Finally, the joining user floods an
Allocation message to notify the whole network that he
has a certificate and the address is allocated. Every node
that receives the Allocation message and at least kn out
of the mn Partial Certificates from the joining user’s node
controllers includes the new address on the allocated ad-
dress list.

After obtaining the complete certificate, the joining user
can take part with the network and becomes member of
other nodes controller sets. Furthermore, this user will
start to send periodical Hello messages informing the hash
of the root public key, which identifies the delegation chain
the user belongs to, and also the hash of the allocated ad-
dress list, which is used in the identification of partition
merging events and message losses, as we explain in Sec-
tion 4.3.3.

Access control messages in ACACIA – A user joins the net-
work if it has an Authorization, which is described in
Fig. 6(a). Every Authorization has an ID, which is chosen
by the user that emitted the Authorization, with the con-
straint of being unique in the set of Authorizations
emitted by this user. This identification is used by the user
controllers to verify if the user has emitted more Authoriza-
tions than he is authorized to. The values mn, kn, mu, ku are
copied from father to son from the first Authorization emit-
ted by the root of the delegation chain. Hence, all nodes
agree on the same values for these parameters. The expira-
tion field allows father to control the permanency of his
children in the network. Hence, as soon as the expiration
time is exceeded, the Authorization is no longer valid and
the user must leave the network. Consequently, this value
is copied from the Authorization to the node certificates.
Also, the expiration of the children must also be equal or
smaller than the expiration of the father to maintain the
delegation chain consistency.3 Another important field of
the Authorization is the maximum descendents, which spec-
ifies the maximum number of nodes that the user can grant
access to the network, as explained in Section 4.1. After, there
is a list of user public keys. The public key of the root user
identify the delegation chain. Indeed, nodes in the same
transmission range can belong to different delegation chains.
The child public key is the key of the user receiving the
Authorization, which will be used to authenticate the new
user. The grandfather’s public key is provided to calculate
the father’s user controller, as ACACIA uses the father public
key as the seed of Algorithm 1. The father’s public key identi-
fies the father and must be the same key stored by the
father’s user controllers. Finally, the Authorization is signed
by the father, proving that it was emitted by him.

The Validation, described in Fig. 6(b) is sent by the
father’s user controllers after the verification of the Autho-
rization. The Authorization ID and the user public key iden-
tify the authentication procedure to the controllers of the
joining user. The father’s complete certificate provides all
the information about the father, for the case of the father
or child being purged from the network, as well as the pub-
lic key of the user controller, which signs the Validation
message.

After obtaining enough Validations, the controllers of
the new user send a Partial Certificate, described in
Fig. 7(a). A Partial Certificate is used to generate a Com-
plete Certificate, described in Fig. 7(b), through voting.
Hence, after receiving enough Partial Certificates, the new
user can generate its Complete Certificate. The Partial



Fig. 7. Certificates in ACACIA.
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Certificate brings a signature over all the fields of the Com-
plete Certificate, but only the variable fields are transmit-
ted by the controllers to reduce the control overhead.
Hence, the controllers only send the Authorization ID and
the new node address to identify the authentication proce-
dure and their own public key. In the end of the Partial
Certificate, the controller attaches his signature of all
non-variable fields of the Complete Certificate. Hence, the
Complete Certificate is composed of the Authorization ID,
the expiration, the maximum number of descendents, the
user public key of the root, the father, and the grandfather,
which are copied from the Authorization, and the node
public keys of the new user and his controllers. Finally,
the certificate presents the partial signatures of ku or more
user controllers and kn or more node controllers.
4.3.2. Node monitoring
In ACACIA, all nodes run a bad behavior detection sys-

tem. Each node monitors its neighbors and notifies the
neighbor’s node controllers whenever a bad behavior is de-
tected. Based on this notification and on a trust system, the
controller nodes exclude monitored nodes. Therefore,
every node excludes a malicious node after receiving at
least kn out of mn votes from the node controllers of the
malicious node. By exclusion, we mean that no message
is forwarded or received from the node classified as mali-
cious. Furthermore, after receiving kn votes from node con-
trollers, the user/node controllers of the malicious node
revoke the excluded node certificate. Also, all the descen-
dent nodes of the malicious node must be excluded by
their controller nodes. This is achieved hop-by-hop in the
delegation chain with the votes of the controllers, because
the Authorization does not indicate the entire delegation
chain.

Any bad behavior detection system (BBDS), trust model,
and fairness mechanisms [25–28] can be used with
ACACIA. We analyzed a simple trust model and we sup-
posed a BBDS capable of detecting the most usual attacks.
After receiving an accusation from a neighbor of the mon-
itored node, the node controller verifies the certificate and
the signature on the message and stores this information.
In the proposed simple trust model, we do not consider
more than one accusation from the same source during a
period TA to avoid message and storage overhead.

The reputation of node i for the node controller d at mo-
ment j Rijd

j
� �

is updated after an accusation by

Rj
ijd ¼ max Rijd

j�1 � 1
� �

;0
� �

: ð1Þ

After a period TR without accusations, the monitored node
reputation is updated to reduce the impact of false accusa-
tions made by malicious nodes or false-positives in the at-
tack detection. The resulting reputation is given by

Rj
ijd ¼ min Rijd

j�1 þ 1
� �

;Rmax

� �
; ð2Þ

where Rmax is the maximum value of a node reputation.
Each node controller sends a vote to exclude the moni-

tored node if the reputation of the node reaches a thresh-
old Tijd, which indicates the rigor on the node evaluation.
Hence, the reputation of node i computed by the controller
d, Rijd, should be always greater than the tolerance thresh-
old Tijd for the node to be considered non-malicious by the
controller. Tijd initial value is chosen by the controller d to
each monitored node i and is updated in every exclusion of
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monitored node descendents in the delegation chain
according to

Tijd ¼ Tijd þ
Fi

h � N ; ð3Þ

where Fi ¼ minðFimax ;NÞ; Fimax is the maximum number of
descendents of node i, N is the number of nodes, and h is
the number of hops between the monitored node and the
excluded descendent node in the delegation chain. Conse-
quently, a father will try to authorize only really trustful
children, because if children are classified as malicious,
the tolerance to father’s behavior will decrease. Besides,
the punishment for nodes able to add more descendents
is heavier to increase the responsibility when allowing
new nodes.

One consequence of Eq. (3) is that Sybil attacks are dis-
couraged. Assuming a node is accomplishing a Sybil attack.
If this node has many Sybil children classified as malicious,
his threshold Tijd will increase until Rijd < Tid . Hence, the
node is purged even if his main identity has never done
any malicious action. This punishment, however, does
not discourage the issue of Authorizations, because all
the users need a fully populated network for obtaining a
good connectivity. Hence, the users which are already part
of the delegation chain need to authorize new users in or-
der to guarantee the network availability.

4.3.3. Node departure
In ad hoc networks, nodes can join and leave the net-

work at any moment. ACACIA must deal with nodes leav-
ing the network to maintain the allocated address list
and the delegation chain consistency.

The controller sets are intended to detect the departure
of the nodes, based on a frequent contact with the con-
trolled node. Hence, each node sends a test packet with
period TT to its controllers. If a controller does not receive
any packet in a period pt � TT, where pt is the lost packet
threshold, then this controller announces that the moni-
tored node has left the network. When at least ku user con-
trollers and kn node controllers agree that the node has left,
all nodes exclude that node from the allocated address list.
As a consequence, this mechanism guarantees that the
allocated address list is always updated when a partition
is formed or after a node leaves the network. It is impor-
tant to note that this mechanism updates the allocate ad-
dress list, but not the delegation chain. Hence, this node
can return to the network at any moment.

One important issue about non-malicious nodes that
leave the network is how to grant access to their children.
When a user joins the network, his access depends on the
validation of his Authorization by the user controllers of
his father. Hence, the user controllers must be available
even if the father is offline. ACACIA provides a self-
organization of the user controllers to solve this issue.
After a user joins the network, his user controller set is
formed and is automatically maintained even if the user
leaves the network. Whenever the user controller set
changes, the user controllers exchange information, such
as the Authorization fields and the number of authorized
children, so that the new user controller knows all data
about the monitored node. As a consequence, a child can
join the network even if his father is not active at that mo-
ment in the network.

The information about nodes that already left the net-
work is stored only while the certificates are valid. When
a certificate expires, all the data about that node and its
descendents is discarded. Thus, the storage overhead is fi-
nite and the average load on each node depends on the
number of distributed certificates and their validity.
4.3.4. Network partitions
A network partition event is similar to many nodes

leaving the network at the same time. A partition merging
event causes a different challenge, in which there are a lot
of new nodes joining the network that will not execute the
new node access mechanism. To solve this, ACACIA identi-
fies partition merging events using the hash of the allo-
cated address list in the Hello messages. Indeed,
partitions have different allocated address lists, and, conse-
quently, different hashes of the list. If two neighbors have
different hashes of the list, they are probably in different
partitions and must merge their lists. Hence, an ACACIA
node floods its allocated address list whenever there are
more than TU seconds since the last list update and the
hash of the list received in its neighbor’s Hello is different
from its own hash of the list. When a node receives a mes-
sage with a list, it checks if there is more than TU seconds
since the last list update. If this condition holds, the node
merges its list with the received one, accepting as present
all the absent nodes which are considered as present in the
received list. It should be noticed that address collisions
among two partitions should be resolved by an address
auto configuration protocol [23].

After a partition merging, the user controllers of a node
that were in different partitions exchange information to
assure that the number of issued Authorizations is correct.
Besides, the controllers verify if the user was excluded in
the other partition due to bad behavior or to the exclusion
of an ascendant in the delegation chain.

The controllers also prevent malicious node from using
the merging of the allocated address lists to join the net-
work. If an address is selected as allocated, but the node
controllers have not received an Authorization associated
to that address, then the controllers vote to exclude that
node.

The partition merging mechanism also solves message
losses, guarantying the consistence of the allocated address
list. If Partial Certificates or an Allocation message of a spe-
cific node is lost, some nodes allocate the node address
while other nodes do not. Hence, there will be differences
on the hash of the allocated address list, which will start
this mechanism until all the nodes have the same allocated
address list.
5. Analytical evaluation of ACACIA

We now evaluate the proposed scheme robustness in
the generation of certificates, the resilience to partitions,
and the storage requirements.



N.C. Fernandes et al. / Computer Networks 57 (2013) 2656–2674 2667
5.1. Robustness to collusions against ACACIA authentication

ACACIA is resistant to collusions attacks even if there
are up to ku + kn � sk � 1 malicious node in the network,
where sk = jKu

T
Knj, Ku is a user controller subset, Kn is a

node controller subset, jKuj = ku, and jKnj = kn. Nevertheless,
this robustness is even greater due to the random choice of
the controllers and the voting system.

The collusion success probability to allow a non-
authorized node to obtain a fake certificate, PM, depends
on the number of nodes, N, the number of malicious nodes,
M, the number of controllers per node (mu, mn), and the
corresponding threshold (ku, kn). The collusion success
probability, PM, is calculated as the probability of the mali-
cious nodes being the majority in both controller sets of a
specific identity, which means that there are from ku up to
mu malicious nodes in the user controller set and from kn

up to mn malicious nodes in the node controller set of this
specific identity, so that the malicious nodes can issue a
fake certificate for that identity. Assuming that
N � 1 > max(mu, mn) and (N � 1 �M) P max(mu � ku, mn -
� kn), which represents the general case, then

PMAC
¼

PLu
i¼0

M

kuþ i

� �
�

N�1�M

mu�ku� i

� �

N�1
mu

� � �

PLn
i¼0

M

knþ i

� �
�

N�1�M

mn�kn� i

� �

N�1
mn

� � ;

if M P maxðku;knÞ;
0; if M<maxðku;knÞ;

8>>>>>>><
>>>>>>>:

ð4Þ

where Lu = mu � ku, if M P mu, and Lu = M � ku, if mu >
M P ku, and also Ln = mn � kn, if M P mn, and Ln = M � kn,
if mn > M P kn. Similarly, we can obtain the equation for
the proposal of Zhou and Haas (PMZH ), which distributes
the certificate authority (CA) over mt special nodes [9].
By means of comparison, we consider mt = mu + mn to guar-
antee that the CA has the same size in both proposals.
Moreover, assuming mt = N nodes, we obtain the proposal
of Kong et al. [10], which extends the Zhou and Haas pro-
posal in a way that all nodes participate in the CA to in-
crease the availability. The equation for PMZH is not
presented for the sake of brevity. Fig. 8(a) shows PM for
ACACIA (AC), the proposal of Zhou and Haas (ZH), and
the proposal of Kong et al. (Kong), assuming that
m = mt = 2 �mu = 2 �mn and N = 52 nodes.

We also calculated the collusion success probability to
hinder a non-malicious node from obtaining a certificate
(PNM). In ACACIA, if there are at least mu � ku + 1 malicious
nodes in a user controller set or at least mn � kn + 1 mali-
cious nodes in a node controller set which never answer
for certificates for non-malicious nodes, then the certificate
is not issued. Assuming N > M > 0, N � 1 P max(mu, mn)
and (N � 1 �M) P max(mu, mn), then we infer PNMAC by
the probability of having less than mu � ku + 1 malicious
nodes in the user controller set and less than mn � kn + 1
malicious nodes in the node controller set (PN). Then,
PNMAC ¼ 1� PN , where

PN ¼

Pmu�ku
i¼L0u

M

mu�ku� i

� �
�

N�1�M

kuþ i

� �

N�1
mu

� � �

Pmn�kn
i¼L0n

M

mn�kn� i

� �
�

N�1�M

knþ i

� �

N�1
mn

� � ; ð5Þ
L0u ¼ 0, if M P mu � ku, and L0u ¼ mu � ku �M, if 0 < M <
mu � ku and L0n ¼ 0, if M P mn � kn, and L0n ¼ mn � kn �M,
if 0 < M < mn � kn. Again, the equation for the threshold
cryptography proposals (PNMZH ) can be obtained in a similar
way. Fig. 8(b) depicts PNM, assuming m = mt = 2 �mu = 2 �mn

and N = 52 nodes.
Fig. 8(a) and (b) shows the balance between k/m and the

security. If we increase k/m, we also increase ACACIA reli-
ability against malicious nodes trying to join the network.
Choosing a great k/m, however, implies in an easier way to
stop non-malicious nodes from getting a certificate. Aside
from this, if k/m = 1, ACACIA availability is reduced against
node departures and partitions. Hence, k/m is chosen as the
minimum value that attends to the maximum specified PM.
Comparing ACACIA with the Zhou and Haas proposal, we
observe that ACACIA has a better result for PM and a worse
result for PNM, assuming that both certificate authorities
(CA) have the same size. Both differences arise from the
existence of two different controller sets in ACACIA, while
in the Zhou and Haas proposal the CA is composed of only
one set of size m = mt. Selecting a high m with a small k to
provide availability, such as in the proposal of Kong et al.,
however, creates a security problem due to PM, because
only k malicious nodes in the network are enough to create
fake certificates and allow other malicious node to join the
network. Therefore, it is important to have a small PM to se-
cure the network against malicious access. It is worth not-
ing that these results do not suppose the existence of a
monitoring system.

5.2. Network partition and massive node leaving impact on
the network

Since nodes joining/leaving and frequent partitions are
characteristics of ad hoc networks, we evaluated ACACIA
and the proposal of Zhou and Haas (ZH), which is based
on threshold cryptography, in configurations with these
characteristics. We supposed a network with NF nodes,
in which NP randomly chosen nodes leave the network
simultaneously. After that, a group of NL nodes join the
network. In this configuration, all the ZH certificate
authority nodes are among the first NF nodes. Besides,
the first NF nodes of the ACACIA delegation chain corre-
spond to the first NF nodes joining the network. As a con-
sequence, the first NF nodes always obtain the certificate
for both mechanisms. The probability of the last NL nodes
obtain the certificate shows the system availability after a
partition of size NP or after NP nodes abruptly leaving the
network. Assuming that all nodes request for a certificate
when joining the network and NR = NF � NP, the probabil-
ity of obtaining a certificate after the partition for ACACIA
is given by

POAC ¼ ð1� ðPk � Pf ÞÞ; ð6Þ

where Pk is the conditional probability that at least ku

user controllers of a specific node are not among the
remaining nodes, NR, given that this specific node also
is not among the NR nodes, and Pf is the probability that
this specific node is not among the remaining nodes.
Therefore,
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Pf ¼

NF � 1
NR

� �

NF

NR

� � ; if ðNF � 1 P NRÞ;

0; if NF � 1 < NR;

8>>>>><
>>>>>:

ð7Þ

Pk ¼

PLs
i¼Li

mu

i

� �
�

NF �mu � 1
NR � i

� �

NF

NR

� � ; ð8Þ

where Li = max(0, NR + mu + 1 � NF) and Ls = min(ku � 1, NF).
The idea is that if the node or the majority of its user con-
troller set remains on the network after the partition, then
the user controller set can be recovered and the children of
that node will be accepted in the network. Otherwise, the
children of this user will not receive a certificate.

Again, the equation for the threshold cryptography pro-
posals, POZH , was omitted for brevity. Indeed, POZH depends
on the probability of having more than k � 1 certificate
authority nodes among the remaining NR nodes, while
POAC

depends on the probabilities of the father or his user
controllers be among the remaining NR nodes. According
to Eqs. (6)–(8), ACACIA always presents a greater availabil-
ity than the proposal of Zhou and Haas, as we observe in
Fig. 8(c).
6. Simulations

We performed simulations to evaluate the controller set
selection in ACACIA, as well as to evaluate the impact of
ACACIA parameters in overhead and security.

6.1. Controller set selection

We evaluate the impact of the proposed algorithm to
select controllers in ACACIA. In ACACIA, the controller sets
are recalculated whenever a node joins or leaves the net-
work. This procedure guarantees that the controller sets
are dynamic, making it hard for malicious node to collude
for creating a controller set with majority of malicious
nodes. Nevertheless, changing the controller sets implies
on message overhead. Hence, there is a tradeoff between
security and overhead.

Our analysis aims to determine the average number of
changes in the controller set when the network member-
ship is modified. Hence, we implemented the proposed
algorithm, named ‘Strategy 1’ in the graphs, in Matlab
and simulated the impact over the controller set when a
node leaves the network. We also implemented a second
selection strategy, named ‘Strategy 2’, which is less aggres-
sive than the proposed approach, reducing the overhead.
This strategy is described in Algorithm 2, where R is the
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size of the range of available addresses. In this strategy, in-
stead of selecting the controllers among the current set of
allocated addresses, the node selects as controllers the
nodes with addresses closest to the result of (/(seed,
i)mod R) + 1.

Algorithm 2. A less-aggressive strategy for controller set
selection
4 We performed validation tests of ACACIA in networks of small and
medium sizes, observing if the messages diagrams were respected, as well
as the counters, such as the number of leftover authorizations and the
reputation of each node. We also manually checked the selection of
controllers in networks with different number of nodes.
Fig. 9 shows the impact of the number of available ad-
dresses and the number of nodes in the controller set.
We measured the number of changes in the controller set
when a node leaves the network. We assumed a network
with 100 nodes without partitions. In Fig. 9(a), we assumed
that each controller set has 4 nodes, while in Fig. 9(b), we
assumed 256 available addresses.

According to Fig. 9(a), Strategy 1 generates an average
of�3 controller changes in each controller set when a node
leaves the network. Hence, it is a highly dynamic mecha-
nism in comparison with Strategy 2, in which a node leave
implies in a low probability of changing each controller set.
It is noteworthy that both mechanisms are less impacting
than the network initialization, in which all the four con-
trollers must be contacted by each node.

Fig. 9(b) shows that the size of the controller set does
not impact the probability of changing controllers after a
node leaves the network in Strategy 2. Hence, the more
the number of controllers per set, the lower the dynamicity
of Strategy 2. Strategy 1, instead, increases the number of
changes when we enlarge the controller set size. Hence,
this strategy guarantees the dynamicity of the controller
set, which is important for network security.

We assume in the rest of the paper the use Strategy 1,
described in Algorithm 1, because we focuses on providing
security for ad hoc networks. The remaining analyzed sce-
narios consider the presence of malicious node and, hence,
a highly dynamic controller selection is advisable. It is
noteworthy that the use of the second strategy (Algorithm
2) is more suitable for non-malicious scenarios, because
this strategy greatly reduces the control overhead and still
maintains the dynamism in the controller sets. Also, Strat-
egy 2 is suitable for scenarios with a high rate of nodes
joining and leaving the network, because this high rate will
guarantee the dynamicity of the controller sets without
incurring in a high overhead or in network instability.
6.2. ACACIA performance

We implemented ACACIA in the Network Simulator-2
(NS-2).4 The simulations model radio propagation using
the Shadowing model and the Medium Access Control using
the IEEE 802.11 model. As routing protocol, we used the Ad
hoc On-demand Distance Vector routing protocol (AODV).
These choices account for creating a model that closely
matches a community network, using indoor parameters
of commercial equipments. Therefore, the parameters used
for our simulation are an average transmission range of
18.5 m, a maximum carrier sense range of 108 m, and a den-
sity of about 0.0121 nodes/m2 [29]. We evaluated the con-
trol traffic, the certificate distribution, and the monitoring
system of ACACIA.

We compare ACACIA with the protocol proposed by
Zhou and Haas, which we call ZH. ZH is considered the
main proposal for authentication in ad hoc networks, be-
cause it distributes the certificate authority among a group
of nodes. ZH proposes the use of a threshold-based certifi-
cate authority in ad hoc networks. This proposal assumes
that there is an administrator that is able to configure
the nodes in the network, specially the nodes that compose
the certificate authority. This administrator controls the
access to the network by creating an access list containing
the authorized users and their public keys. The certificate
authority nodes only issue partial certificates to the users
previously authorized by the administrator. The goal of
our simulations that follow is to determine the merits of
the controllers in ACACIA. By comparing ZH with ACACIA,
we show that ACACIA not only avoids the use of an admin-
istrator, but also it increases the authentication robustness
to the frequent network partitions of ad hoc networks. We
consider a confidence level of 95% in the results.

Both ACACIA and ZH are based on threshold values to
reach to a decision. The certificate authority (CA) is
composed of mt nodes in ZH and the threshold is given by
kt = bmt/2c + 1. For the purpose of a fair comparison, we
choose the parameters of ACACIA as m = 2 �mn = 2 �mu = mt.
Consequently, both CAs have size m. We suppose that the
threshold for user-controller set, whose size is mu, is given
by ku = bmu/2c + 1 and the threshold for node-controller set,
whose size is mn, is given by kn = bmn/2c + 1. Instead we
state differently, the other simulation parameters are in
Table 1. The field configuration was chosen as a square area
in which nodes are randomly distributed.

The first experiment analyzes the control load. It is ex-
pected that ACACIA control load is greater than ZH, be-
cause our protocol updates the certificate authority
according to the network parameters and monitors nodes.
Fig. 10(a) shows the control overhead after 50 s of



Table 1
Simulation parameters.

Description Value

Number of nodes (N) 52
e Density 0.03 nodes/m2

mt = 2 �mu = 2 �mn 8
kt 5
ku = kn 3
Maximum reputation (Rmax) 10
Initial threshold (Tijd) 5
Increasing reputation period (TR) 3 s
Accusing period (TA) 3 s
Test packets interval (TT) 2 s
Lost packet threshold (pt) 3
Validation waiting time (TV) 1 s
List update interval (TU) 1 s
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Fig. 9. Evaluation of different controller set selection strategies when a node leaves a network with 100 nodes.

5 The detection of attacks is not in the scope of the proposal. Our analysis
is based on an ideal bad behavior detection system. Hence, attacks to ad hoc
networks, such as Byzantine attack, wormhole, and greedy, are simulated
as randomly generated events. Hence, the malicious node generates
malicious events and the neighbors can detect that a malicious event
happened.
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simulation. The number of nodes impacts in both results
due to the floods in the routing protocol and in ACACIA.

Next, the impact of network partition events on the net-
work control was analyzed as described in Section 5.2.
Accordingly, NP out of NF nodes leave the network due to
a partition and, subsequently, NL nodes join the network.
Fig. 10(b) shows the probability of obtaining a certificate
after the partition for the last NL nodes, assuming
NF = NL = 26 and NP = NF/2 = 13 nodes. We further plot the
developed analytical results, to show the accuracy of both
analyses. The number of obtained certificates in ZH is al-
most the same for all m = mt values, because while mt in-
creases, kt = bmt/2c + 1 also increases. For ACACIA, if
m = 4, then mu = 2, and ku = 2, which means that the proto-
col has no redundancies on the controller sets. Therefore,
the ability to recover user controllers after a partition is de-
graded, depending on the presence of the node to reestab-
lish its controllers. For m = 6, 8, and 10, ACACIA availability
increases because mu > ku and the user-controller set can
be automatically recovered after a partition. Fig. 10(b)
shows that ACACIA outperforms ZH availability by up to
65%.

Using the same configuration, we evaluated the impact
of the partition event on ACACIA and on ZH according to
the partition size. Fig. 11(a) depicts the probability of
obtaining a certificate after a partition. In all the cases,
ACACIA has a greater availability than ZH. ZH availability
quickly decreases as more nodes leave the network, while
ACACIA is more robust to the size of the partition. If 16 out
of the 26 first nodes leave the network in ZH, there is a
probability of 6.6% that the system works for the last NL

nodes. In the same situation, the success probability in
ACACIA is 97.3%.

We also evaluate the delays for obtaining a certificate in
both protocols. Fig. 11(b) plots the delay for one node to be
certified, assuming that the certificate chain is complete
for ACACIA and that all the certificate authority nodes are
in the network for ZH. Although ACACIA seems to be more
complex, the delays with m > 4 for ACACIA are statistically
the same of the ones obtained for ZH. For m = 4, ACACIA
has a greater delay because mu = 2, mn = 2, and, conse-
quently, ku = 2 and kn = 2. As a result, if there are any mes-
sage errors, the node needs to wait before asking for the
certificate again. In ZH, if m = 4, then k = 3, which means
that if one of the partial certificates is lost, the complete
certificate can still be obtained.

The next experiment evaluates the monitoring system
in three configurations. In the first, there is no collusion
among nodes and the malicious actions are against appli-
cations, which we call ‘common attacks’. In the second,
called ‘attacks to ACACIA’, nodes do not collude, but they
do not send Validation or Partial Certificate messages to
any node in the network. On the third configuration, called
‘collusion attacks’, malicious nodes cooperate and deny
Validation and Partial Certificate messages for all non-
malicious nodes. We supposed a bad behavior detection
system which can detect all these malicious actions.5 In
addition, we consider the node initial reputation as well as
the reputation threshold as 5, while the node reputation
interval is 0–10.

Fig. 11(c) depicts the node classification with ACACIA
according to the number of malicious nodes. ACACIA has a
high accuracy in the detection of malicious nodes even if
there are colluding nodes, assuming an ideal bad behavior
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detection system. Besides, there are no false positives or
false negatives in ACACIA classification in which all nodes
agree, independent of the configuration or the number of
attackers. Nevertheless, as the number of malicious node
in the network increases, it is harder for ACACIA nodes to
reach unanimity in node classification. This occurs because
malicious nodes are excluded from the network and cannot
forward control messages, compromising the network
connectivity and creating partitions. With a low connectiv-
ity, some messages for excluding a malicious node are re-
stricted to the partition with the malicious node. Hence,
some nodes in other partitions notice the malicious node
is absent and take out its address from the allocated address
list, but they never classify the node as malicious.

Fig. 11(d) shows the monitoring system effectiveness.
We plotted the probability of a non-malicious node



Table 2
Comparison of the main authentication and access control proposals.

Proposal Authentication Access control Absence of admin. Availability Resilience

Single CA + +� � � +
Duplicated CA + +� � + +
Zhou and Haas [9] + +� � +� +
Kong et al. [10] + +� � + �
Liu et al. [11] + + � +� +
SMOCK [16] + +� � + +�
Capkun et al. [18] + � + +� �
Li et al. [22] + + � +� +
ACACIA + + + + +
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obtaining a certificate in ACACIA in the absence of a mon-
itoring system and in the presence of collusion attacks
against the proposal, given by PN (Eq. (5)), called
(Non-mal., no monit.)math in the graph. Also, we plotted
the percentage of obtained certificates at the end of the
simulation in the presence of the described collusion at-
tack, using ACACIA’s monitoring system, called (Non-
malicious)sim. We suppose that certificate requests were
repeated until a successful reply. In the simulations, all
non-malicious nodes obtain the certificates, because the
majority of the malicious nodes were correctly classified.
Then, after the classifications, the controller set majorities
are composed of non-malicious nodes, which answer for
the certificate requests. Even with the collusion attacks,
more than 70% of the nodes were correctly classified even
if 50% of the nodes are malicious. Although a high number
of malicious node could avoid some nodes from obtaining
their certificates, as shown in Section 5.1, if we identify and
exclude these nodes, all the non-malicious nodes can ob-
tain their certificates. ZH and other authentication mecha-
nisms do not provide any monitoring system, which is
primordial in ad hoc networks due to the collaboration
among nodes. ACACIA not only provides authentication
with a greater availability, but also provides an accurate
monitoring system, assuming the existence of an ideal
bad behavior detection system. ACACIA presents a high
resilience to attacks because each node runs our algorithm
independent of the other nodes in the network. Hence, all
the non-malicious nodes will always follow the proposed
algorithm. The random and dynamic choice of controllers
guarantees that collusions are not as effective as if the con-
troller sets were static, increasing the resilience of the
proposal.

6.3. Discussion

ACACIA provides a scheme for authentication and ac-
cess control that does not depend on an administrator
and also provides high availability. In Table 2, we compare
ACACIA to the previously mentioned approaches.6 We eval-
uate the following characteristics:

� authentication provision;
� access control provision;
� administrator avoidance;
6 More details about each proposal are in Section 2.
� high availability, even in the presence of network
partitions;
� resilience to the presence of a small set of malicious

nodes in the network.

The symbol ‘+’ indicates that the proposal accomplishes
the characteristic, ‘+�’ indicates the characteristic is not
guaranteed, and ‘�’ indicates that the characteristic is not
provided.

All the analyzed proposals are able to authenticate
nodes in ad hoc network. Nevertheless, access control is
an issue for many proposals. ACACIA and the proposal of
Capkun et al. are the only that avoids an administrator.
ACACIA performs this task by using a modified delegation
chain and Capkun et al. proposed to use a web of trust.

The availability is related to the ability of the proposal to
resist to partitions. A single certificate authority node does
not resist to network partitions. Duplicate the certificate
authority node increases the availability, obtaining a better
result than the use of threshold cryptography. If at least one
copy of the certificate authority is present in each partition,
then nodes can authenticate themselves. As we showed in
the simulation results, threshold-cryptography-based
proposals are less resilient to partitions than ACACIA.

The last characteristic is the resilience to malicious
nodes. We evaluated whether the approach provides
mechanisms to avoid that a small number of malicious
nodes corrupt the authentication scheme.

According to the previous analysis, only ACACIA is able
to provide all the characteristics required by ad hoc
networks.
7. Conclusion

We proposed an access control mechanism, called
ACACIA, which introduces a new strategy to distribute
administrator duties among all the authorized users. Our
scheme restricts the capacity of untrustworthy users of
issuing Authorizations for new users and also punishes
the users that issue Authorizations to malicious users,
reducing the success probability of Sybil and collusion at-
tacks. Moreover, we proposed a scheme to validate the del-
egation chain with controller nodes that avoids the
verification of the whole chain to issue/validate certificates.
By virtue of controller sets, ACACIA also monitors node
behavior and purges from the network non-cooperative
nodes, which safeguards the ad hoc network performance.
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ACACIA is robust and self-adaptive to network conditions,
even during network initialization and network partitions.
The cost for flexibility and for the absence of infrastructure
or a central administration is a higher message overhead
when compared to systems based on threshold cryptogra-
phy, due to the dynamic update of the controller sets.

The analysis results bring out characteristics of ACACIA,
such as a high availability even in the presence of parti-
tions when compared to other mechanisms. The system
is resistant to malicious node attacks due to the random
model used to choose the controllers. Therefore, ACACIA
is well-suited to ad hoc characteristics and is a feasible
alternative for ad hoc networks applications that require
security.
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