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Abstract

This paper analyzes security issues of wireless ad hoc networks. This new environment,
unlike traditional networks, has no infrastructure and the nodes depend on each other to
keep the network connected. Key establishment protocols are presented and analyzed. A
proposal for group key establishment among the members of an ad hoc network is presented
and is the base for the deployment of security services.

Keywords: Computer Networks, Network Security, Key Management, Wireless Ad Hoc
Networks.

1 Introduction

Applications in wireless networks have reached an extraordinary success in the last years.
This success is due to its intrinsic feature of not possessing wires, that facilitates the instal-
lation, extension and maintenance of a network and, mainly, allows mobility. A whole new
generation of portable devices is commercially available, such as cellular telephones, digital
personal assistants (PDA), auricular phones, etc. On the other hand, wireless communications
are usually transmitted by radio frequencies, which are highly vulnerable, since it is possible
for an unauthorized party, located within the transmitter's communication radius, to listen to the
communication. Thus, wireless communications need security mechanisms in order to guar-
antee the integrity and the privacy of the communication, as well as the authentication of the
entities involved.

Wireless networks can be classified as infra-structured or infra-structureless. Infra-structured
networks are characterized by mobile devices communicating through one or more centralizing
devices, called access points. An example of this kind of network is the cellular telephone net-
work, in which each telephone communicates with a radio-base station, but never directly with
another telephone.

In infra-structureless networks, also called ad hoc networks, all devices are able to estab-
lishing direct communication with other devices that are within its communication range. There
is no centralizing entity like the access point. Ad hoc networks apply to scenarios where some
devices are confined in an environment unprovided of any network infrastructure. Examples
of infra-structureless environments are islands, places of difficult access (mountains, forests,
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deserts, glaciers, etc), events (artistic shows, assemblies, etc) or emergency situations (flood-
ings, earthquakes, lack of energy, rescue of hostages in assaults and kidnappings, etc). An
ad hoc network can be established and an electronic meeting can easily take place. In this case
it can be assumed that all devices are static or have little mobility, and that they are mutually
reachable. Thus, there is no accessibility problem and the devices can communicate directly.

Multihop communications are another possibility. Two devices that are mutually unreach-
able can communicate as long as there is at least one chain of devices that is reachable by both.
In this kind of network, in contrast to traditional networks, all devices are capable of routing
packages. A possible scenario where multihop ad hoc networks can be useful consists of several
devices, static or with little mobility, where the devices’ communication range is extended by
using other devices as simple repeaters. A possible application is the establishment of a wireless
network connecting kiosks that are placed in such a way that the distance between two of them
is greater then the transmission radius of the wireless devices.

A complex scenario would be a wireless network connecting mobile devices spread over an
area greater than the devices’ transmission radius. This implies multihop ad hoc networks in
which the accessibility of all devices is not guaranteed. Due to mobility, the set of reachable
stations is dynamic, as it varies through time. This implies that the devices must be capable of
routing messages and that the routing tables are constantly updated, since they reflect the de-
vices’ instantaneous locations. An application of this scenario is a war operation where soldiers
move and a network is dynamically installed and reconfigured. Another possible application is
a police operation to arrest criminals.

This paper approaches the problem of establishing safe group communication among wire-
less devices on an ad hoc network. The problem of establishing a shared secret key among the
members of a group will be analyzed. Once the group members know the secret key, they are
able to encrypt and decrypt messages to each other and transmit these messages securely. Only
the secret group key establishment and management are analyzed. The multicast communica-
tion, the ad hoc routing and the congestion and error control are not within the scope of this
work.

The remainder of this paper is organized as follows. Section 2 presents the main concepts
of group key establishment and the main group key establishment protocols. In Section 3 group
key establishment in ad hoc networks is discussed and a protocol for group member discovery
Is proposed. Section 4 presents final comments on this work.

2 Group key management

Group key management includes activities for establishment and maintenance of the group
key. Maintenance activities consist of changing the group key due to group members addition
or exclusion or due to the use of the group key for long periods of time (key refresh). A good
key management policy is extremely important for the deployment of security services.

The group key establishment can be centralized, also called distributive, where an entity is
responsible for generating the group key and distributing it to the other group members. This
approach has the advantage of being simple. In a distributed, or contributory, key establishment
all group members contribute for the group key generation. This approach is fault tolerant and
diminishes the risks of vicious key generation by a single entity. A variation of this last ap-
proach consists of a partially contributory approach that allows for a subgroup to be responsible
for generating the group key. In [1] an architecture is proposed in which a key management
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service is distributed among various nodes and the consensus of a minimum number of nodes is
necessary.

A group can be static or dynamic. A dynamic group allows the exclusion of members
as well as the addition of new members. Key management for dynamic groups can provide
forward secrecy, when members that leave the group are unable to compute future group keys,
and backward secrecy, when new group members are unable to compute old group keys.

In this paper some distributed group key establishment protocols that provide backward and
future secrecy are presented. The Diffie-Hellman algorithm, which is the main algorithm for
secret key establishment between two entities, and some of the main group key establishment
protocols for traditional networks are presented. These protocols are natural extensions of the
Diffie-Hellman algorithm to the multiparty case, as defined in [2], inherit all its security charac-
teristics and provide a contributory group key establishment.

2.1 The Diffie-Hellman Algorithm

Developed by Diffie and Hellman [3], this algorithm allows the establishment of a crypto-
graphic secret key between two entities by means of data exchange through an insecure commu-
nication channel. The algorithm executed between two entities A and B is defined as follows:

¢ A and B agre&on two randomly chosen number g, so thatp is a large prime number
andg < p;

e A chooses a secret random numbarand B chooses a secret random number

e A computes a public valug, = ¢4 modp and B computes a public valug; =
g7 modp;

e Asendsl’, to B and B send¥’s to A;

e Acomputes/z°4 modp = (¢°7)%4 modp and B compute®,°# modp = (¢°4)° modp.

Since(g°4)°z modp = (¢°7)%4 modp = K, these two entities share a secret cryptographic
key K.

In other works, two entities are able to exchange information through a channel that anyone
can listen to and at the end of the process the two entities, and only the two entities, share the
same secret key.

The security of this algorithm is based on the difficulty to calculate the secrefkey
g°+°2 modp, despite of knowing the public valugs+ modp andg®® modp, when the prime
numberp is sufficiently large.

This algorithm has a weakness that consists on the lack of authentication between the two
entities. Even though they are able to establish a secret key, there is no guarantee that these
entities are who they claim to be.

LAl information exchanged between these entities use an insecure channel, being therefore of public knowl-
edge.
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2.2 The Ingemarsson et al. Protocol

This protocol, presented by Ingemarssbal.[4], was one of the first attempts to extend the
Diffie-Hellman algorithm to group communications. Thegroup members must be arranged
in a logical ring. At the beginning of the protocol execution, each particigénti € [1,n|
generates a random valug that is its contribution for the group key. At each round, each
participant raises the value received in the previous round to its secretSyalod sends it to the
next node in the sequence. Therefaermmessages are exchanged amongitiggoup members
at each round. Aften — 1 rounds every node computes the same groupiKgy= g1 52,
The main disadvantages of this approach are the high number of messages exchanged and the
high number of exponential operations executed (see Table 1 and Figure 2).

2.3 The Burmester and Desmedt Protocol

This protocol was presented by Burmester and Desmedt [5] and is executed in three rounds.
Each participanf/;, i € [1, n] executes the following operations:

e generates a secret random valj@nd broadcasts = ¢ to the other participants;

e computes and broadcasts = (L)% to the other participants;

Zi—1
e computes the group kely,, = /"% - X1 XI'%. ... X, , modp.

This group key has the form,, = ¢°192+52-%+-+5-51 gand shares the security character-
istics presented by the Diffie-Hellman algorithm. This protocol is efficient with respect to the
total number of rounds. This characteristic could allow faster execution, but each round requires
n simultaneous broadcasts. Simultaneous broadcasts are usually not possible, even in wireless
networks, because there can be only one broadcast message at a given moment. Due to this
characteristic, the deployment of this protocol must use sequential broadcast messages. Since
each broadcast message acts like a round, there is no longer a low number of rounds advantage.
Another disadvantage is that this protocol makes use of a high number of exponential operations
(see Table 1 and Figure 2).

2.4 The Hypercube and Octopus Protocols

The Hypercube protocol was presented by Becker and Willie [6] and intents to overcome
the high number of messages needed by the protocol proposed by Ingenetrakdoy log-
ically arranging the nodes in a hypercube. For a network consisting of four nodes positioned
as a square, a key is established betwéemnd B (¢°=°), and another key betweern and D
(¢5-54). These keys are used to establish a single k&y'(")¢**9)) among the four entities, as
presented in Figure 1. This behavior can be generalized for higher numbers of nodes, as long as
the number of participants equ& for d € 1. This protocol executes ihrounds.

The Octopus protocol is an extension of the Hypercube protocol for networks with an ar-
bitrary number of nodes. A subgroup of nodes is arranged in a hypercube, composing a core.
Each core node establishes a key with each nearby non-core node using the Diffie-Hellman pro-
tocol. The product of these keys is used to establish a key among the core nodes as specified by
the Hypercube protocol. This key is then distributed to the other nodes.
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Figure 1: Hypercube protocol for= 4.

2.5 The CLIQUES protocol suite

Developed by Steineet al. [2, 7, 8, 9, 10], the CLIQUES protocol suite consists of key
management protocols for dynamic groups. Two of these protocols, IKA.1 e IKA.2 (Initial Key
Agreement 1 and 2), are defined for group key establishment. Other protocols are specified for
member and subgroup addition and exclusion and key refresh.

The protocols from this suite can provide member authentication, which solves the Diffie-Hellman
authentication vulnerability mentioned in Section 2.1.

251 IKA1

The IKA.12 protocol executes in two stages:

1. M, = Mi—l—l :

So-...:

-8

Sp-
o {g Sk

2. M, = M, :

ke [Ldl}, goroes

51-Sg-..-Sn

o {g = lie[l,n—1]},

fori e [1,n—1].

At the first stage contributions are collected from all group members througheut
rounds. Each group member (except the first) receives a data set that represents the partial con-
tributions from all the group members that have already executed this first stage. The member
adds its contribution and sends a new data set to the next group member.

As an example, nod#/, receives the sety”1-523 | g5152 5193 552551 and sends the set
{go15255:51 68105255 | gS1-82:54 - 81:55-54 - ¢52-83-54 tg M. The set sent by thith node consists
of 7 intermediate values, each containing 1 exponents, and a cardinal value contenting
exponents that correspond to the exponentiation base raised to every contribution generated so
far.

The last group membe#n/,,, is called the group controller. At the end of the first stage

it receives a data set whose cardinal valugs®2-5»-1 and computes the group key, =
S1-S2+...-Sp,
g .

2This protocol was formerly known as GDH.2.
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At the second stage, the group controller adds its contribution to each intermediate value and
broadcasts this new data set to every other node in the network. Each intermediate value now
consists of the contribution of all group members except one. In order to compute the group
key, each group membatr; identifies the appropriate intermediate value (the one that does not
contain its contribution) and raises it to its contributig obtainingx’,,.

2.5.2 IKAZ2

The IKA.1 protocol requires + 1 exponential operations when executed by dienode.
In some environments it is desirable to minimize the computational effort demanded from each
group member. Some examples of these environments are groups with a high number of mem-
bers and groups whose members have limited computational capacity. The? Igsatdcol
was proposed in order to minimize the demanded computational cost. It is similar to the IKA.1
protocol but is executed in four stages:

1. Mi:>Mi+1, ZE[].,H—Q]

° gsl-Sg~...~Si

2. Mn_1:>M7;,Z.€[17TL—2]Z

° 951~Sg-...-Sn_1

3. Mz:>Mn,z€[1,n—1]

S1-Sg-Sp_1

® g Si
4. M, = M, ,ie[l,n—1]:

PYRRY

S1:So-...-Sp,
e {g % lielln-1)}

At the first stage contributions are collected from the 2 first group members by means of
a single message sent from one member to the next that gathers all the previous contributions.
At the second stagel/,,_; adds its contribution to the received message and broadcasts this
new message to the — 2 first members. At the third stage each member factors out its own
contribution and sends this result to the last group member. At the last stagmllects all the
sets from the previous stage, raises each one of them to its contrilbiyteomd broadcasts these
results to the other group members, allowing them to compute the group key.

These two protocols have the advantage of requiring a low number of messages (see Table 1
and Figure 2). The IKA.2 protocol has reduced the number of exponential operations required
for group key establishment. Unlike the other presented protocols, this protocol suite provides
mechanisms for group addition and exclusion, making it unnecessary to execute the entire key
establishment protocol. This characteristic reduces the involved costs and provides backward
and forward secrecy.

3This protocol was formerly known as GDH.3.
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2.6 Protocols comparison

Table 1 compares the presented group key establishment prétoddis table presents
for each protocol the total number of messages and the total number of exponential operations
necessary and the need for synchronism among the participants at the moment a message is
sent. Figure 2 graphically shows the information from Table 1.

Messages Exponential op| Sync.
Ing. n(n —1) n? Yes
B-D 2n n(n —1) Yes
Hypercube| n - log,n 2n - logy,n Yes
IKA.1 n WA No
IKA.2 2n —1 5n — 6 No

Table 1: Comparison of the presented group key establishment protocols.
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Figure 2: Number of messages and exponential operations as a function of the number of nodes
for each protocol.

The IKA.1 protocol has the best number of messages performance, followed by the IKA.2
and the Burmester and Desmedt protocols. When the number of exponential operations is an-
alyzed, the best performance is presented by the IKA.2 protocol, followed by the Hypercube
and the IKA.1 protocols. The joint analysis of these two metrics points the IKA.1, IKA.2 and
Hypercube protocols as the most interesting. The Ingemarsisah protocol presents bad

4The Octopus protocol was excluded from this analysis because the number of messages and exponential oper-
ations depend on the number of nodes in the core.



Workshop em Qualidade de Servigo e Mobilidade - 2002

performance for both metrics. The Burmester and Desmedt protocol has a bad number of expo-
nential operations performance. Its number of messages performance is good but equivalent to
that of the IKA.2 protocol.

3 Group key establishment in wireless ad hoc networks

The use of centralized group key management is not convenient in an ad hoc environment
due to factors like possible server unavailability. This unavailability might be temporary, when
the node moves away from the others, or permanent, when its battery supply runs out and there
is no way to recharge it. A central server might still become a bottleneck node in the network,
minimizing the network performance.

From the protocols presented in Section 2, the protocols from the CLIQUES protocol suite
are among the ones with best performance, do not need synchronism among the group members,
and are the only ones to provide mechanisms for group members addition and exclusion and
group member authentication. These reasons led to the choice of the CLIQUES protocol suite
as the most appropriate for secret key management in wireless ad hoc networks. This protocol
suite requires a sequencing among the group members that defines in particular the sequence of
group members the contributions must go through and the last node in the sequence, that acts
as the group controller. The way by which this sequencing must be established is not defined
and can be left to the implementor. This sequencing can be fixed, using a predefined sequence,
or be determined during the execution of the group key establishment protocol.

In an ad hoc network with constant node mobility the use of a single predefined sequence
can be inefficient if this sequence does not correspond to the best geographic node placement.
As an example, a fixed sequence can lead to communications through extensive node chains,
generating inefficient message forwardings, as illustrated by Figure 3. The group key estab-
lishment would be more efficient if the node sequence 1-5-3-2-4-6 was used. This approach
demands aim priori knowledge of all nodes that will set up the group which is inappropriate
in some scenarios. There is also the possibility of protocol deadlock if a group member is un-
available for a long period of time during its turn to send or receive the group key contribution.
This situation prevents the protocol from completing until the connectivity with neighbor nodes
is reestablished.

W —

[ 1 2
— 3

5

1 6 4

Figure 3: Unnecessary message exchange in CLIQUES.
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3.1 A protocol for group member discovery

This paper proposes a protocol for establishing a sequence among the group members during
the execution of the IKA.1 or IKA.2 protocols. When a node wishes to send its contribution
to the next node in the sequence, it searches for other group members and chooses one to be
the next node in the sequence. The proposed search is based on ad hoc routing protocols and
makes use of floodirfgmessages to find other group members. Every node that receives this
message and has not yet participated in the group key establishment must send a reply message.
If the searching node does not receive any reply within a specified period of time, it can try
again or assume there are no unknown members left in the network and finalize the group key
establishment by becoming the group controlléy. If reply messages are received, one of the
replying nodes is chosen as the next node in the key contribution sequence.

The reachability issue must also be considered since the unreachability of some nodes dur-
ing the execution of the group key establishment protocol might lead to the establishment of a
key among a subgroup of members. As communication is reestablished the group key establish-
ment protocol must be reinitiated or a protocol for changing the group key must be executed in
order to include the previously unreachable group members and provide backward and forward
secrecy.

A problem rises if during the new group key establishment one or more nodes that already
had the group key become unreachable and do not get access to the new group key. The re-
acceptance of these nodes in the group might demand another group key change, leading to
constant modification of the group key due to the temporary unreachability of some group mem-
bers. This group key instability causes the communications among the group members to be
inefficient and insecure.

4 Final comments

This paper introduced the issue of secure group communications. Some protocols based on
the Diffie-Hellman algorithm were presented and their use in wireless ad hoc environments was
analyzed.

The CLIQUES protocol suite was considered the best for ad hoc environments due to its
good performance in respect to the number of messages and to the number of exponential op-
erations required, to the fact that there is no need for synchronism among the group members
when its time to send the contributions, and for allowing the establishment of the group member
sequence to take place during the group key establishment.

A protocol for group members discovery was proposed. This protocol allows the establish-
ment of a sequence among the group members that is used for group key establishment. It was
shown that the unreachability issue might lead to instability of the group key. The solution for
this problem remains an open field for future works.
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