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Abstract – A methodology for the synthesis of communi-
cation protocols based on evolutionary techniques is pre-
sented. It enables to automatically generate finite-state 
models that synthesize protocol specifications from partial 
input/output sequences. These partial sequences, directly 
derived from service specifications and a set of associated 
protocol data units (PDUs), are the training sequences 
that drive the evolution of finite-state machines (FSMs), 
each describing one protocol entity specification. The pro-
posed approach has the advantage of reducing (or even 
eliminating) computation applicable to finite-state auto-
mata (FSA) in existing protocol synthesis methods, ab-
stracting the protocol designer from such tasks. 
 
1. INTRODUCTION 
 
In a distributed system, multiple autonomous computers 
provide services to the users acting as a single (virtual) 
server. Communication protocols are essential components 
of these systems. A communication protocol is defined as a 
set of rules governing the format and meaning of the 
frames, messages or packets that are exchanged by the peer 
entities (i.e., computers) [1]. 

Two different abstraction levels are used for specifying 
distributed systems [2]. At the service specification level, 
protocol entities and communication channels among them 
are masked. The specification at this level is described as 
exchange of primitives on Service Access Points (SAPs). 
At the protocol specification level, protocol entities actions 
and messages (and their temporal ordering) are specified. 
Service and protocol specifications must be equivalent, i.e., 
they must exhibit the same behavior to the service users. 

Protocol synthesis is a central step of the protocol engi-
neering cycle (Fig. 1). It is defined as the generation of 
protocol specifications from service specifications. A 
number of strategies for automatically synthesizing correct 
protocol specifications from given service specifications 
have been proposed mostly for FSM, LOTOS, Petri net 
(PN) models and extensions of these models. As remarked 
in [3], these strategies were concerned mainly in imple-
menting complex control-flows [4], supporting timing con-
straints [5, 24] and managing distributed resources [6]. 

Yamaguchi et al. [4] proposed an algorithm that auto-
matically synthesizes a correct protocol entity specification 
from service specification and a given set of gates and reg-

isters in a Petri net model with registers (PNR). The basic 
idea is to replace each transition of the service specifica-
tion with a sub-Petri net that simulates the transition. This 
approach allows the description of structured control-flows 
as, for example, those containing parallel events. 
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Fig. 1: Protocol engineering cycle 
 
Park & Miller [5] proposed a specification model called 

timed extended FSM (TEFSM) and presented a method to 
algorithmically derive a protocol specification from a ser-
vice specification based on this model. TEFSM can explic-
itly describe concurrency (allowing multiple simultane-
ously active states), synchronization and timing require-
ments such as delay and timeouts. El-Fakih et al. [6] pro-
posed a method to synthesize protocol specification from 
service specification in PNR concerning in optimizing the 
communication cost. 

On the other hand, Evolutionary Algorithms (EAs), and 
variations, have been used to explore the solution space for 
the synthesis of sequential machines. An early attempt to 
evolve finite-state automata (FSA) was addressed by Fogel 
[7, 8] through Evolutionary Programming (EP). This ap-
proach uses some of the EAs concepts such as population, 
random initialization, generation, mutation and repro-
duction (cloning) to evolve an automaton that predicts out-
puts based on known input sequences. However, EP has 
shown poor performance by the lack of the crossover ge-
netic operator [9, 10]. 

Recent works have been successful in synthesizing se-
quential systems with the aid of Genetic Algorithms (GAs) 
[11, 12, 13]. Ref. [11] presented an approach to synthesize 
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synchronous sequential logic circuit from partial in-
put/output sequences. By using technology-based represen-
tation (a netlist of gates and flip-flops) the method was 
able to synthesize various types of small FSMs, such as se-
rial adder and 4-bit sequence detector. Others approaches 
[12, 13] used state-based representation in which the next-
state and the output corresponding to each current state-
input pair of the state-transition table are coded in a binary 
string defined as the chromosome. Since, in this case, the 
number of states of the FSA is unknown, a large number of 
states must be used at the start. 

Although state-based representation does not have the 
intrinsic drawbacks of the technology-based representa-
tion, it is not efficient for systems with large number of 
states since it provides a complete temporal ordering of all 
potential distinctions leading to a large, complex behavior 
description [14]. However, the benefit of using it in the 
protocol synthesis is that it guarantees the completeness of 
the synthesized specifications. 

In [15] formal grammars are exploited as alternative to 
evolve FSA. In this approach, hardware behaviors are 
automatically generated as Hardware Description Lan-
guage (HDL). The authors used Genetic Programming 
(GP) to evolve trees from productions in order to create 
HDL-descriptions. The paper discussion is mainly con-
cerned with HDL, however, this technique is applicable to 
ordinary computer programs written in conventional lan-
guages such as ‘C’. 

In this work the protocol synthesis problem is ap-
proached through the use of evolutionary techniques. Both 
service and protocol specifications are modeled by FSMs. 
The main point addressed is the use of GP with a multi-
parameter fitness function to automatically synthesize pro-
tocol descriptions from service specifications. Section 2 
gives some basic definitions of FSM and a service specifi-
cation example using this model. Concepts of Evolutionary 
Computation are also introduced. Section 3 describes the 
synthesis methodology. In section 4 a connection-oriented 
protocol is used as example to test the performance of the 
proposed approach. 
 
2. BASIC DEFINITIONS 
 
2.1. FSM and Service Specification 
 
A finite-state machine (FSM) is commonly used for speci-
fying communication protocols due to its simplicity and 
precise definition of the temporal ordering of interactions 
[16, 17]. From the two traditional Moore/Mealy FSMs 
models it is found that in the Mealy machines, since the 
outputs are associated with the transitions, some behaviors 
can be implemented with fewer states than Moore ma-
chines. 

The Mealy FSM model M is formally defined as a 7-
tuple {Q,V,t,q0,V’,o,D} where Q ≠ Ø is a finite set of 
states, V is a finite input alphabet, t is the state transition 
function, q0 ∈ Q is the initial state, V’ is a finite output al-
phabet, o is the output function and D is the specification 
domain, which is a subset of Q × V. t and o together char-

acterize the behavior of the FSM, i.e., t(q,v): Q × V → Q 
and o(q,v): Q × V → V’. If D = Q × V, then t and o are de-
fined for all possible state/input combinations and there-
fore the FSM is said to be completely specified. Otherwise, 
it is a partially specified FSM. 

The service provided by a communication protocol is 
specified by a set of service primitives (simply called 
primitives) available to the user to access the service. Fig. 
2a) gives the service specification (SS), in FSM model, of a 
connection-oriented protocol. Figs. 2b) and 2c) give the 
(same) SS, from the site perspective (sender and receiver). 
Note: (i) primitive Ai occurs in site i; (ii) a sending (to the 
user) and a receiving (from the user) of the primitive A is 
denoted !A and ?A, respectively. The connection is initi-
ated by the sender (C_Req) and the receiver may either ac-
cept (C_Resp) or reject it (D_Req). If the service is estab-
lished (state 3 in Figs. 2b) and 2c)), the sender can call for 
the reinitialization procedure (R_Req) in order to remove 
all data from the medium. Finally, the connection can be 
disconnected by the sender (or the receiver) using D_Req 
primitive. Data transfer primitives were omitted for sim-
plicity. 
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Fig. 2: a) Global SS, b) SS of the sender and 

c) SS of the receiver 
 
2.2. Evolutionary Computation 
 
Evolutionary Computation (EC) consists of a class of 
probabilistic algorithms inspired by the principles of Dar-
winian natural selection and variations that can greatly 
benefit from the increased simulation power for complex 
design, control and knowledge discovery applications [18]. 
Examples of EC are Genetic Algorithm (GA), Classifier 
Systems (CFS), Genetic Programming (GP) and Artificial 
Life (a-life). 

GA [19] emulates the way nature improves the traits of 
living beings. The chromosome is the basic component of 
the GA. It represents a point, called in this context an indi-
vidual, of the search (or solution) space of the problem. 
The fitness value measures how close the individual is to 
the solution. By iteratively applying the genetic operators 
(fitness evaluation, fitness-based selection, reproduction, 
crossover and mutation) to a randomly started population 

  



of individuals, such population evolves in order to breed at 
least one offspring with the desired behavior. 

GA usually works with strings (chromosomes) of fixed 
length in which one or more parameters are coded. GA so-
lutions are best applied to poorly understood or highly me-
tastatic problems for which precise, deterministic solutions 
are not available. GP [10] is a branch of GA, the main dif-
ference being the solution representation. Unlike GA, GP 
can easily code chromosomes of variable length. This in-
creases the capacity in structure creation allowing more 
complex coding. 

An alternative way to encode domain-knowledge is by 
formal grammars [20]. Programs may be produced by 
combining context-free grammar (CFG) with GP [21, 22], 
what is known as G3P (Grammar-Guided Genetic Pro-
gramming). Genetic Programming Kernel (GPK) [22] was 
used as the core engine for the GP system used in this pa-
per. GPK is a complex G3P system that evolves programs 
(or structures) in any language (or notation) once a 
Backus-Naur form (BNF) is provided as input. 
 
3. METHODOLOGY 
 
The whole methodology is based on the use of the GP al-
gorithm. Rather than create a global system of states and 
project it into the alphabet of events of each site, as in [23, 
24], the system generates each protocol entity (PE) sepa-
rately. The idea is to evolve a FSM that describes the pro-
tocol entity specification from partial input/output se-
quences, in the following called training sequences. The 
execution flow of the proposed methodology is drawn in 
Fig. 3. In this figure, the GP box outputs a population of 
FSMs for fitness evaluation. If at least one individual (pro-
tocol description) reproduces the I/O behavior given by the 
training sequences, the system ends outputting the protocol 
entity specification of site i (PSi). 
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Fig. 3: Execution flow of the methodology 

 
Here, the focus is on the control structure of the proto-

col. Parameters and data values are not considered. The 
evaluation of the fitness (shaded box in Fig. 3) is a key 
procedure of the GP system. The model adopted for the 
fitness evaluation resembles the well-known black-box ap-
proach used in protocol conformance testing, as shown in 
Fig. 4. By using an event-driven interface, the entity to be 

evolved communicates with the service user through primi-
tives and with the remote peer entity through PDUs. It is 
assumed that the communication system has reliable FIFO 
channels (i.e., there is no faulty condition). In each evolu-
tionary step (generation) the system probes a population of 
entities to be evolved (the individuals) with input se-
quences (In_0 and In_1) and records the corresponding 
output sequences (Out_0 and Out_1). These output se-
quences are compared with the correct (desired) output se-
quences (the outputs of the training sequences) and a fit-
ness value is assigned to each candidate solution. 
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Fig. 4: Model for the fitness evaluation 

 
3.1. Derivation of Training Sequences 
 
A training sequence TS is a sequence of correct in-
put/output pairs < v1/v1’,v2/v2’,…,vL/vL’ >, where v ∈ V, v’ 
∈ V’ and L is the length of the sequence. Besides the (1) 
SS, assumed sequential (i.e., there is a relation of causality 
between any pair of consecutive primitives) and deadlock- 
and livelock-free, the following protocol elements must be 
defined for the complete derivation of a TS: 

 
(2) Protocol assumptions and 
(3) PDUs and their respective association to primitives. 
 
A connection-oriented protocol is used as example. In 

the following, PEs denotes the sender-side entity of the 
connection-oriented protocol, SSs denotes the sender-side 
of the SS and PSs denotes the protocol entity specification 
for the PEs. (1) The SS is shown in Fig. 2a). (2) Protocol 
assumptions are: (2.1) each state of a PEs must be able to 
respond to every input, i.e., the result of the synthesis 
process is a completely specified FSM, (2.2) only estab-
lishment, reinitialization and release phase are employed 
and (2.3) only the PEs may initiate the connection and re-
quest the reinitialization procedure. (3) The PDUs, together 
with the primitives employed in the SSs (Fig. 2b)), are 
listed on Table 1, which defines the input alphabet 
V={0,1,2,3,4,5} and the output alphabet V’={0,1,2,3,4,5,6} 
of the PSs. (3.1) The primitive-PDU association is defined 
by the set {C_ReqS-con_req, C_RespR-con_acc, D_ReqS-
dis_ind, D_ReqR-dis_ind, R_ReqS-rei_req, R_RespR-
rei_acc}. For example, a con_req PDU is sent from PEs to 
PEr (receiver site) after an occurrence of a C_ReqS primi-
tive. 

 

  



Table 1: PDUs and primitives of the PSs 

 
Input (V) Description Type Coding 

C_Req Connect_Request Primitive 0 
D_Req Disconnect_Request Primitive 1 

con_acc connect_accept PDU 2 
dis_ind disconnect_indication a PDU 3 
R_Req Reinitialization_Request Primitive 4 

rei_acc reinitialization_accept PDU 5 

Output (V’) Description Type Coding 

C_Conf Connect_Confirm Primitive 0 
D_Ind Disconnect_Indication Primitive 1 

con_req connect_request PDU 2 
dis_ind disconnect_indication PDU 3 
R_Conf Reinitialization_Confirm Primitive 4 
rei_req reinitialization_request PDU 5 

Null “No output” - 6 

a Used as negative response to the con_req PDU 
 
Derivation Method: 
 

Step_1: A sequence of primitives is created from 
(global) SS (Fig. 2a). In this step it is desired that all 
paths of the SS be present (for this purpose any auto-
matic test sequence generator can be used, generating 
correct sequences from the SS). 
Example: By traversing the states 1, 2, 3, 4, 5, 7, 1, 2, 

3, 7, 1, 2, 3, 4, 5, 8, 9, 10, 5 and 6 of the SS (Fig. 2a), 
the following sequence of primitives is obtained: 

<C_ReqS, C_IndR, C_RespR, C_ConfS, D_ReqR, D_IndS, C_ReqS, 
C_IndR, D_ReqR, D_IndS, C_ReqS, C_IndR, C_RespR, C_ConfS, 
R_ReqS, R_IndR, R_RespR, R_ConfS, D_ReqS, D_IndR>. 

Step_2: The associated PDU is inserted between any 
pair of consecutive primitives occurring at different 
sites, except when a choice between downward primi-
tives is made (by the user).  
Example: From the above-defined primitive-PDU as-

sociation (def. (3.1)), the PDUs are inserted into the 
sequence: 

<C_ReqS, con_req, C_IndR, C_RespR, con_acc, C_ConfS, 
D_ReqR, dis_ind, D_IndS, C_ReqS, con_req, C_IndR, D_ReqR, 
dis_ind, D_IndS C_ReqS, con_req, C_IndR, C_RespR, con_acc, 
C_ConfS, R_ReqS, rei_req, R_IndR, R_RespR, rei_acc, R_ConfS, 
D_ReqS, dis_ind, D_IndR>. 

Step_3: A new sequence of input/output pairs is ob-
tained after projecting the above sequence into the in-
put alphabet (V) of the PSs. 
Example: Considering the input alphabet defined on 

Table 1, i.e., V = {C_Req, D_Req, con_acc, dis_ind, 
R_Req, rei_acc}: 

<C_ReqS/con_req, con_acc/C_ConfS, dis_ind/D_IndS, 
C_ReqS/con_req, dis_ind/D_IndS, C_ReqS/con_req, 
con_acc/C_ConfS, R_ReqS/rei_req, rei_acc/R_ConfS, 
D_ReqS/dis_ind>. 

Step_4: In order to agree with assumption (2.1) the se-
quence must include non-expected input events (cho-
sen at random from V – expected input event). Such 

events must be inserted randomly in the sequence in 
order to drive the evolutionary process. In this case, 
the PEs answers with “Null” output. An exception is 
made regarding the dis_ind and D_ReqS events. In 
such case, the PEs must answer with D_IndS and 
dis_ind, respectively, and the subsequent event must 
be C_ReqS primitive in order to match the SS (note, in 
this case, the remainder of the sequence must be re-
written). 
Example: A TS is obtained after this step: 

<C_ReqS/con_req, C_ReqS/Null, con_acc/C_ConfS, 
rei_acc/Null, dis_ind/D_IndS, con_acc/Null, C_ReqS/con_req, 
dis_ind/D_IndS, R_ReqS/Null, C_ReqS/con_req, dis_ind/D_IndS, 
C_ReqS/con_req, C_ReqS/Null, con_acc/C_ConfS, con_acc/Null, 
D_ReqS/dis_ind>. 

By using Table 1 coding, the above-obtained training 
sequence TS is showed below: 
TS = <0/2, 0/6, 2/0, 5/6, 3/1, 2/6, 0/2, 3/1, 4/6, 0/2, 3/1, 0/2, 

0/6, 2/0, 2/6, 1/3>. 
 
3.2. Length of the Training Sequences 
 
The TS must be long enough to exercise all paths of the 
FSM that describes the PSs. A too short sequence may 
cause ambiguity in describing the desired behavior. On the 
other hand, an outsized sequence would affect the system 
performance. 

The solution for the problem of finding the proper 
length of the input sequences was taken from the formula 
derived in [11], based in the waiting times in sampling 
problem solution [25]. This formula defines the length L of 
the input sequence as L = E(S) × E(I), where E(S) and E(I) 
are the expected number of state transitions and expected 
number of inputs, respectively. Note that E(N) can be com-
puted using E(N) = N (1+ 1/2 + … + 1/N). However, since 
the number of states S required to describe the PSs is un-
known, it must be overestimated a priori. 
 
3.3. Chromosome Coding 
 
The chromosome, which encodes a FSM, uses a state-
based representation (SBR) as described in Section 1. The 
resulting string (chromosome) with S states and I inputs is 
shown in Fig. 5. 

 
Next State Output Next State Output

input 1 input 2

state 1

Next State Output

state 2

...

input I

state S

Next State

input 1

... Output

input I
//

//
 

Fig. 5: Chromosome coding using SBR 

Unlike others approaches [12, 13], in the present ap-
proach the length of the chromosome is allowed to vary. 
To this purpose a GP algorithm is used, since this is the 
most efficient way to implement an evolutionary process 
with variable length chromosomes known to date. Addi-

  



tionally, the fitness function is weighted by the number of 
states of the FSM, which induces the evolutionary process 
to search for FSMs with reduced number of states (regis-
ters). As a consequence of the crossover operation between 
different size chromosomes, the process may lead to unfea-
sible FSMs. Nevertheless, the fitness evaluation interprets 
such cases as self-loop, reacting with “Null” output. 
 
3.4. Fitness Function 
 
The fitness function is a multi-parameter function that the 
algorithm will maximize. The fitness value assigned to a 
given FSM behavior, here evaluated through an in-
put/output sequence perspective, is weighted by the inverse 
of the number of states of the FSM. The fitness function F 
is defined as: 

F  = +∑
=

N

i
iHiw

1 S
W

   (1) 

where wi is a weighting factor for fitness case i, S is the 
number of states of the FSM, W is a constant, N is the 
number of fitness cases (TSs) and Hi is the number of out-
put hits due to the fitness case i (TSi). Hi is evaluated as 
follows. Initially, the FSM must be in the reset state. In the 
sequence, for each input of the TSi, its output is compared 
with the correct output (the corresponding output of the 
TSi) and an output hit is signed in case of a match. 
 
4. EXPERIMENT 
 
In this section the performance of the proposed methodol-
ogy is tested. The objective is to derive the protocol entity 
specification (PSs) for the sender-side entity of the connec-
tion-oriented protocol (PEs) from the training sequences 
(TSs) generated using the derivation method presented in 
Subsection 3.1. 
 
4.1. BNF Definition 
 
A BNF grammar G describes admissible structures of a 
language through a 4-tuple {S,N,T,P} where S denotes the 
start symbol, N the set of non-terminal symbols, T the set 
of terminal symbols and P the productions, i.e., rewriting 
rules that map the elements of N to T. The BNF that allows 
the variable length state-based chromosome coding is de-
fined as: 
 
S        := <fe>;   
<fe>      := "S" <expr> "E"; 
<expr>    := <if_stat>|<expr> <if_stat>; 
<if_stat> := <next_st><out> <next_st><out> 

<next_st><out> <next_st><out>  
<next_st><out> <next_st><out>; 

<next_st> := "0"|"1"|"2"|"3"|"4"|"5"; 
<out>     := "0"|"1"|"2"|"3"|"4"|"5"|"6"; 
 

Note that <expr> allows the chromosome to have vari-
able length, while <if_stat> fixes the number of input 

events (six, in the above BNF definition, each one yielding 
a next-state/output pair, i.e., <next_st> <out>). 

 
4.2. GP Parameters 
 
Table 2 shows the main control parameters of the GP. 
 

Table 2: GP tableau 
 

Objective: Find a FSM, with reduced number of states, 
which correctly describes the PSs from TSs. 

Terminal sym-
bols: 

Outputs: 0, 1, 2, 3, 4, 5 and 6; state identifi-
ers: 0, 1, 2, 3, 4, 5 and 6; string (chromo-
some) delimiters: “S” (Start) and “E” (End). 

Non-terminal 
symbols: 

<fe>, <expr>, <if_stat>, <next_st> and 
<out>. 

Fitness cases: Eighteen 32 bits TSs derived from the SS 
and a set of associated PDUs (see Subsec-
tion 3.1). 

Raw fitness: The number of output hits of the eighteen 
TSs, weighted by the inverse of the number 
of states used to implement the FSM (see 
equation (1)). 

Selection 
Method: 

Fitness-proportionate. 

Main GP Pa-
rameters: 

M=1000, G=400, pr=0.12, pc=0.63 (two-
point crossover), pm= 0.25, without elitism. 

 

4.3. Results 
 
Experiments were carried out with a population size (M) of 
1000 individuals evolving up to a maximum of 400 genera-
tions. The TS length was evaluated using six inputs (see 
Table 1) and an estimated value of five for S, leading to a 
168-input/output TS (see Subsection 3.2). Moreover, it is 
desirable to have multiple TSs to improve the performance 
of the learning system (see Ref. [13]). In fact, eighteen TSs 
were used, each with 32 bits in length, which corresponds 
to more than three 168-length sequences. W was set to 60. 
wi was set to 1 for all i since the TSs have the same length. 

The experiment was done with 8 independent runs. In 
one particular run, a single individual attained the perfect 
score of output hits, using a minimum number of states. 
The resulting Mealy FSM, which successfully describes 
the PSs, is given using state-transition graph (STG) in Fig. 
6 (note: label v/v’ represents an edge eij between two states 
qi and qj iff o(qi,v)=qj and t(qi,v)=v’). This individual was 
synthesized with just four states in the 119th generation. 
The evolution of this best individual is shown in Fig. 7. Its 
main fitness was F = 591 for a total of 18 × 32 = 576 out-
put hits. 100% correct individuals with 5, 6 and 7 states 
have been noticed in other runs. Figs. 8 and 9 show two 
such correct but not optimal solutions with respective 
chromosome coding. 

Although evolutionary techniques are intrinsically com-
putational intensive, the system showed good performance. 
Each of the runs necessary to synthesize one entity of the 
above discussed experiment consumed (in average) no 
more than one minute in a 1GHz Pentium-based machine. 
 

  



Semantic Correctness Discussion 
 
A priori, semantic correctness, which means that the proto-
col performs its intended functions with respect to the ser-
vice specification, cannot be guaranteed by FSAs that con-
form to partial input/output sequences (the training se-
quences). Nevertheless, the present work considers the 
work of Manovit et al. [11] and Chongstitvatana & 
Aporntewan [13], which investigated the influence of the 
length of the sequences as well as the quantity of such se-
quences for what they called the correctness percentage. 
The correctness percentage was defined as the relation be-
tween the number of runs yielding complete solutions, i.e., 
a solution that operates correctly for all possible in-
put/output sequences, and the number of runs yielding so-
lutions, i.e., solutions that operate correctly for the tested 
input/output sequences. They showed by experiment that 
the correctness percentage could be raised to 100% (in this 
case assuring the semantic correctness) by increasing the 
length of the sequences and the number of such sequences 
used in the evolutionary process. 

 

    INPUT           OUTPUT

   C_Req -0        C_Conf -0
   D_Req -1        D_Ind -1
   con_acc -2      con_req -2
   dis_ind -3       dis_ind -3
   R_Req -4  R_Conf -4
   rei_acc -5  rei_req -5

 Null -6

Coding Table

Chromosome: 220106060606 160316013516  260310012626  360336013615
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Fig. 6: PSs, using STG, of the fittest individual 
 

The sequence length and the number of the sequences 
used in the present experiment were chosen in order to en-
sure the semantic correctness. As consequence, the ex-
periment succeeded to the equivalence check, for which 
the Concurrency Workbench (CWB) tool [26] was used. 
For this purpose, the receiver site was also evolved and 
both entities (sender and receiver), together with the global 
service specification (Fig. 2a)), were converted to CCS. 
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Fig. 7: Best individual fitness x generation curve 

 
5. CONCLUSION 
 
A communication protocols synthesis methodology using 
evolutionary techniques is proposed. The methodology has 
as distinctive characteristic the use of Genetic Program-
ming to implement an evolutionary process driven by 
training sequences. These training sequences are derived 
from the service specifications and a set of PDUs in a 
straightforward way. 

The proposed methodology intrinsically ensures the 
completeness and the determinization of the protocol 
specification since it uses state-based representation, which 
generates a deterministic, completely specified FSM. Se-
mantic correctness is assured by increasing the number and 
the length of the training sequences (see semantic correct-
ness discussion in Subsection 4.3). Nevertheless, since 
evolutionary techniques use probability, a more specific 
study has to be done to quantify the two parameters (se-
quence length and quantity of sequences) involved in such 
correctness. 

The proposed approach has the advantage of reducing 
(or even eliminating) some computation applicable to FSA 
in existing protocol synthesis methods [23, 24], as follows: 
(i) projection is done in a more direct way, (ii) de-
terminization is eliminated and (iii) FSA is automatically 
reduced as a consequence of the variable size chromosome 
evolutionary process together with a fitness function 
weighted by the number of states. Such advantages enable 
the protocol engineer to consider the protocol design in a 
higher abstraction level. 

The system showed good performance, as remarked in 
Subsection 4.3. This encourages the synthesis of protocols 
with higher number of states and input events, i.e., those of 
practical interest. 
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